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1.1 P

POE36 RFF-ME—F=tee. SN EmERREI RO =25, ZRI=mEE
POE36036PFM . POE36028PFM ., POE36048PFM #[ 36032FM PUzKF=ga, POE36036PFM 12{i 24 &
10/100/1000Base-T(X)LAK®ItRAEMERZO. 8 BRFIKIEHEEN (S24F 10/100/1000Base-T(X)ML&#EEEK,
1000Base-SFP #£) LA 4 & 1000Base-SFP/10GbE SFP+3¢[1, POE36028PFM #2{it 24 &
10/100/1000Base-T(X)LAKRIFR AR, 4 B 1000Base-SFP/10GbE SFP+3¢[], POE36048PFM #2{it 48
& 10/100/1000Base-T(X)LAKMFRELEIEN. 4 B 1000Base-SFP/10GbE SFP+3¥¢[, 36032FM 12t 4 &
10/100/1000Base-T(X)LAKM#EEC, 28 E& 1000Base-SFP/10GbE SFP+3¢M. 4 & 1000Base-SFP/10GbE
SFP+5¢0, HEEANENRS T NEEIERVETINEE, IEEESANENBAIN A,

ZZRFF=mszts IPv4/IPve LR, IFZMEREEINRE, fIg0: POE Manage, MAC Table,
VLANs, Port Isolation . Loop Protection, IGMP Snooping, MLD Snooping . ERPS, DHCP client,
DHCP-snooping. STP/RSTP/MSTP, 802.1x, QoS. imM%#f&. LLDP, E&SEEH. NTPE, TF 128 £
SIE, SHFEAS QINQ, NRAFREMTEENFRSER, RINZRIIFmIASHF SNMP v1/v2/v3(Simple
Network Management Protocol), CLI %<47. Web ®&. TELNET WEEAR, FESEEESE, BT
BCAIGEA ACL #=HITheE, BrIEIRe, BEEEENRE.

ZRFFFmAFE FCC. CEARE, SIiF 1 BRmEIREA. 1% mEEEFENE. BEigIER-10°C ~ 50°C
TERESEEIME, R ESTHIZNEK, EABRILIAMEERMETE, SFMRRLE,

< Ot
1.2 F=iatEts
> 4% [EEE802.3. IEEE802.3u. IEEE802.3ab. IEEE802.3z. IEEE802.3ae

> POE36036PFM 124 24 £ 10/100/1000Base-T(X)LAKMtmEREREEO. 8 BT Ik e eRs
10/100/1000Base-T(X)M£& M5, 1000Base-SFP # M) LAK 4 #& 1000Base-SFP/10GbE SFP -+

POE36028PFM 121t 24 & 10/100/1000Base-T(X)LAKMtFEMEREO. 4 8% 1000Base-SFP/10GbE
SFP+3¢0O

POE36048PFM #21 48 #& 10/100/1000Base-T(X)LAKMtmEMEIZO. 4 B 1000Base-SFP/10GbE
SFP+3¢0O

36032FM #21# 4 & 10/100/1000Base-T(X)LAKMFREHEREEO. 28 B 1000Base-SFP/10GbE SFP+3%¢.
4 % 1000Base-SFP/10GbE SFP+3¢[
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> 3XFF V-Ring IRTREFIRA, WEHFES DA E/NVF 20ms

> 7i% POE &1, % POE e ER. X

> 3z IGMP Snooping . SXFFEFSEREISIER] MLD Snooping 1
> 37#5 DHCP Snooping, Bilk ARP 1%, k% DHCP RS ESHUBENST
> 3FFNTP, (EFSCRIELMLEETE

> 378 SNMP v1/v2/v3 EIEREETRINNY

> 37 LLDP fERRERIUMY

> XFFACLIDEE, 1ERREFERMEERRS

> 245 |EEE802.1P QoS Ihge, iEnnmEiaEtt

> XFEmORGIEE, EFELER

> SOFELEN, EFIREENENEKE

>  3XKF STP/RSTP/MSTP, IEANMIEISTEME

> 3Z¥5 IEEE802.1Q VLAN . IEEE802.1ad QINQ fEFMLEHK!

> XFF 802.1x imIAUER] mac #BHUEAUE, 1EsEMNEL et

> HEFRHSEHZERERA

> EFT{RRESEE-10°C ~50°C

A\

X FEFERESEE-40°C ~ 85°C
iFrENE. RARERLT

A\
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1.3 BF Web &THEE

NGRS (BREEENTENL) PRANREN P BRI SHEHTEER, =g URLERA:

http://xxx.xxx.xxx.xxx, EHH xxx ZRAIEIHEHAY 1P ik,
Q@

SEHEIMERIAAAEEN, NTAR.
Windows Security R — ﬂ

EECEAUALT IP b 192.168.2.1.

The server192.168.2.1 is asking for your user name and password. The
server reports that it is from 24 GF-4G,

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure,

“JSEFFIEFI'IE |

|F'.azw.-‘u:ru:l |

7] Remember my credentials

| ok || cancel

& 1-3 A MEZEEL

"FF&" Jadmin, "Ef3" J9system, WMINFERE "OK" , FJFETF Web EERIAFFRE,

1.4 2F Web B A R1H

AR RERM TR AREEMNEEEONLE, RFAREETRERITHFRGRSHTE
TEERTRFRRE. BRPAESKR=TRENXE, NTER.
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2 4 6 3 10 12 14 16 18 20 22 24 26 28 30 32 34 36 ==
o gve il ol ol ol ol ol ol ol ol ol sl BN DR
) "-"' Ty EEENE BN w.
RUN 4 3 5 7 g R I G e L 26 27 20 3 33 35 Consolieset
HEESHE fa g =
A Rl s
i BEER EEIEE Rish
ViROERE AER
»POE AFER FllFrE MR ER S
» SRS EAHMSIESHE Website: http:/fwww onveom.com/; Phone:86-755-33076606
. MAC it 9a-86-03-
FQoSIEE Tme
> EIRISH System Dat 1970-01-01700-39:47+00.00
ystem Date
b LB System Uptime 0d 00:39:47 (=3 )
Software ~—
Software Version V2 0-ONV-20151010
Software Date 2017-07-18700:02:22-07:00

1-4web EERME

X ia; Ihee

X1 1 T LOGO, iRy PoE LA Link THRIRZ, HEasiDHaLAR AL A

X2 | SEEERRRRED, fEEPAIBEESR RNk, BTVERRERE,

RIERAPEER(XE, 2), BEAEX EEMEEHIERE, ZXIH AR B E SRS
X4 3 EDiE

1.5Web TI[EHE]

LAFEY web NIRSERZIEERENN, SER—TEREN. BABFRSNEEHEZEINEERR

.
TERZ web FREFRIEZE4IFIZRMGER:

EEERE - BRUELESKBE TEEAERS TIFRE.

MEERE - AELER D PR ERIIEX NS EETL.

imOECE - AIELER D PECE AR AR AR I,

PoE - BFRAIEIE S PEESEE A PoE BXREESIRE.
BREE -AFAELERD FECETRAIER L2 BRI,

R E - AR D PEE AR R SRR,

10
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QoS B -FFAEER S h BB QoS AEXS M,

RIiZlT - B AITELER D PECE AR ANISHTR R I,
RGP - P A ELLER D R ECE SR LA R ST E PR KA I,

2.1 IPFc&

Y.
\; 25 ZRIEHLAOH BRI 1P HBAE 192.168.2.1, FRISES 255.255.255.0(24)

BE WEER > "IP" BROTEO:

pinformation & Status
wNetwork Admin

IP Configuration

=P Mode 'H_ost v
'_Irf“d DNS Server | Lo O o v
= Timezone Router |
»SNME DNS Proxy || |
= SysLog IP Interfaces
pPort Configure
IPv4 DHCP IPv4 IPv6
i Ll ! L }_E:'::EE: L-Eallbackl-Curvont-Loace ! Addres MockLlongth ! Addrass FMaskLongth
rAdvanced Configure M1 = = = =
» Security Configure L 1 5 19216822 24 2001: :1 64
ELas Confis Add Interface
pDiagnostics
»Maintenance IP_ Routes
Delete | Network [ Mask Length | Gateway [ Next Hop VLAN
Dg\ele_ 0.0.00 0 192.168.2.3 4]
_Add Route

Save || Reset

Bl 2-1 && IP LIRK Router EcE NS EE

LATAXRT IPiRERRBER:

S izl
TR A% Host # router
7] 1% No DNS server,Configuerd IPV4,From any DHCPv4 interfaces, From this DHCPv4
DNS Server interfaces
DNS Proxy DNS X

11
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BOBR ETRRGEOBR,

VLAN NS 3SR TAEFIEERY VLAN,

IPv4 DHCP -

SNER{ERE, MIZFRRiZ VLAN £20O0F/5 IPv4 DHCP client, siZ3REXZIRAAY
IPv4 sk, BNRAIHEAATES IP BCE

SERFRYIE], RSN =BT DHCP SREXANZ IP ISR (BRI 07D),

0 FRAKAEERT.
2471 1P #thtit, FR7~iE@iE DHCP FREXZIRY IP it

IPv4 -

IP ittt FAFEIARIEFES IPv4 i,
IP #8585, FFREIARIERE IPv4 FRIFEHT.

IPv6 -

IP ittt FAFEIARIEFES IPV6 i,
IP #8585, FFHEIARIERE IPv6 FRIFEHT.

IP Routes -

BRIMER, FFBABRIMER IPv4 itbit,
IP #8515, FAFEANERS IPv4 FRIHERT.
T—Btblil, APEAT—5 IPv4 itbit

BF "R TLCIEFIEE VLAN 5 IP itslit, B RE SEXEM.

Y.

IR SHRANAGAR EUZ T VLANT,

oz VLAN, F8EXImOIAEIZ VLAN, 52l vian Z[ERN=E&E(E.

2.2 NTP fc&

BEERMEEAIENY (NTP) , 2EJEENESIS AN, BRI LEESTRAIREIRE.
ZEAIEN, BRE "WEEE" > "NTP" |, ITFEFx:

NRAFFEEAE D VLAN RETER L, BRARRSTAE VLAN &R+

12
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MEESHE NTP Configuration
v [ EEEE
= Mode | Enabled
« NTP Server 1 _282.12E'.2.1|]1|
rHEEE Server 2
=S
»SNMP Sonord
"HE Server 4
MiROEE Server 5
pPoE
FEREE Save || Reset
e ST
FOoSiEE
b SIS ET
L=tz
& 2-2 NTPiREEO
A B ERFERAERAN T :
S8 li)z
ezt A ThER R LS (Enabled)alZ M (Disabled)NTP,
NTP fRS52% NTP BRS32860 IP dtutik, NTP(SEISMNIZERSSEHIRE, TESSA NTP fRSSEE.

B "R REEZATMHATER.

23 WXIRE

RXIEE, SEIIRENEREE

ZIEN EzRAIRSE, RP A LE SRR ERE.

ZEANEN, BRE "MWREE" > "HKIRE" , WTEM:

13
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HEESHE

> RHEE
=lP
= NTP
HEES
FSNMP
" H#E
FisOELE
rPoE
rSREE
PEEEEE
FQOSIET
RS
P EERER

FaNKgE

G| ==

AIECERIFERAGITARAT :

2-3 NTPigEEO

HXigE

A\ FEELHIATEL,

BE "RE R

S ATHATEE L.

14
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2.4 SNMP fic&

BERMEEIEY (SNMP) iRITATEEMEEMEIRE. SNMP IFRMESEERERIEEAERMK, HEHES.
SRAIHEMBIREINRE. A SNMP RRIERRL. 3SR ANSHIIERET. tEEMReaNET
1758

>2fF SNMP U EiRSE, 87T —EMRE LA THSY (XEMAE) . SNMP RIEER—EMENXRY
TE (IEENSR) R4EPIEERE. SBERE (MIB) MRXREMRHTEN, WE SNMP RIERH TIRE

FEFIER. SNMP RRTENX T MIB #HUERARIZEEFTFRAIMY.

Bal, &&+HY SNMP Agent 3735 SNMP V1 higA, SNMP V2C #1 SNMP V3 fRAK, FEIRAHR SNMP A

Buh RN ERE T ARRAIN T 2.

£ SNMPBI VI #v2c Fh, (R "HREKRFFFR" #TRFINE, ZFFFEREIUEBIRE. mimMAr SNMP NA
TERFFISZIRA SNMP R(EFERINEEAFRTER, (HARERIENIERAY SNMP #IEEEBHR2E (£F) .

AT SNMPv1 1 v2c EIRGIAATERRIBUALRIAFFIERZ
1. public - RIFFANERULRIEE MIB 5.

2. private - RIFENERLRIZSEN MIB 3%,

Trap B8

Trap (ERATENNEEER R LARERNS ., XESHTRRTE, WNER (RALTEEXER R
M) , JERMES, WEORESHE. L trap EEIFRIETNE trap EEEKE (IMEEE
&) .

HRYRY trap BIFAIERW. HEFHSEEFRAERIRY trap E2.

MIB
EEEEESE (MIB) iz T EEMHEERER. RERER MIB-I| EX2EERERER, FL,
MIB SFSRIEATHAFE SNMP BRI ETRAR{FIEEN,

2.4.1 SNMP Z&#1ZE
AJLAUSHEER SNMP 23138, B "MEEE" > "SNMP” >

"RERE" |, BrATEO:

15
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BEPOEATIHL 7= T
HEESHE SNMP System Configuration
> MEESE
= Mode Enabled
= NTF Version SNMP v2c
»HEES Read Community | public
vl Write Community | private
" ZRAE Engine ID 800007e5017f000001
= Trap=iE
= Communities Save || Reset
= Llsers ]
n Groups
w ViEws
n ACCESS
ol =
2-4-1 SNMP Z&igEE
BCEFERAVIRBBANT:
= s
SNMP &= [EF(Enabled)sf#& %&£ (Disable)SNMP Ih&E
TS i T 75 HL1%E 3 SNMP v2e B SNMP vl B SNMPV3 A

Read Community IR |90 VR4 AL S BRGSO MIB X %, BRIAZFRA public

Write Community BWR |0 ACE FRuE S 2 S A EE I MIB X %, BRIAZ XN private

BE "RE SENER.

2.4.2 SNMP Trap £4

FF A5 BB TN RIEAA) SNMP Trap STHSIHAER] SNMP IAIE Trap STHSI0EE,

s FMEEIE > SNMP" > ‘Trap B, RRAITEO:

16
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HEESHE
SNMP Tra
- SJiTw=1
u [P
« NTP
XS Trap &R
- SNMP Trapi&=l, Disabled ¥
CEREE TraphR# SNMP vZ2c v
= TrapSd Trap CommunityBl{& Public
= COommunities Trap BA9IPHLE
i TrapEMIUDPIE1E 162
= Views Trapi@ /A= 83 Disabled v
= ACCESS Trapi@AlIR ZEH(F) 3
»BE TrapiBal/NE S5 E 5
FiEOEE Trap Probe Security Engine ID | & \
#PoE Trap Security Engine ID
P EMES Trap Security Name v
LI SNMP Trap 4
FQOSIEE
P EEIAHR i = |l Warm Start Cold Start
P R Linkup ® & ViEEmd © Framl
EO *Link down ® T O IEERLC
LLDP ® F O iEEmd © FrdAmid
AAA = L AIES
Switch | | |- || STP RMON
F=E | E=E
2-4-2 SNMP Trap iR&&E M
BcEF AR T
S B
Trap %R SNMP Trap f95I#
Trap &=, {&E8E(Enabled)ak& 2R3 (Disabled)SNMP Trap
Trap higAs ZAHEH 33 SNMPv1, SNMPv2c #1 SNMPv3

Trap Community K

152 SNMP Trap BIRIAZFR

17
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Trap B89 IP itBiE

1872 SNMP Trap fRSSEEH IP itk

Trap BBY UDP OS5

185 SNMP Trap IR$ZE8A9 UDP i[OS

Trap B/ RMEHEL

{sE8E(Enabled)aE%<A(Disabled)SNMP Trap &@X1/NE &Rz

Trap B0/ R 2B (7))

Trap B0/ RUEERTATE)

Trap B/ RIEEEREL

Trap BHRI/RZ RIERIREL

B "RE SERER.

2.4.3 Communities

FAF AT AR TR,

B "WEEE" > "SNMP” > “Communities” , BRITED:

HEESHES
w e T
u P
[ ] N-rl'j
EAEEE
» SHMP
CEGEE
» TrapsE(s
= Communifies
[R5
= Groups
u Views
» ACCEss

m
ol

BCEFERAOGBBANT:
24

Community

SNMPv3 Community Configuration

Delete | Community | Source IP | Source Mask
V3 0.0.0.0 0.00.0

public 0.000 0.000
private 0.0.00 0.0.00

~Add New Entry Save || Reset

2-4-3 SNMPV3 i nEAE O

1A

MNFEITEREIARTR

Source IP

I IPV4 Rk

Source Mask

I IPV4 FRIH55

18
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BE "RE SENER.

2.4.4 Users

SNMP v3 3FH USM (User-Based Security Model, EFFHPHLSER) IAENE, MESEERTLL
RENEFINETNRE, INERTFRIBRIAXANG AN, EBRiBZAFAEE,; NENZXT NMS F1
Agent Z[BRVERIRSCHITING, LABHEE . RADAEFIINZEINEE, "ILAJ NMS # Agent Z[EIRVE(S
REESNZEM.

FFa#hE SNMP v3 R, aisEINEL., B "WEEE" > "SNMP” > “Users” , BRUOTEHEO:

HESSHE SNMPv3 User Configuration
v [ EE o R PR - .
. e | et [ [ e e | | Pasmmens
R EEISE G00007e5017f000001 default_user MNoAuth, NoPriv None None None None
wSNMP 800007e5017f000001 test v3 Auth, Priv MD5 DES
EHEE
 Trap=it Add New Entry Save || Reset

= Communities
= Users

= Groups
o Views
= ACcess
=t
2-4-4 SNMPV3 FBFRIDIEN
FeEFERATIBRAN T
S8 15BH

Engine ID EXIA{E 800007e5017f000001, EEiN{FAEIEHENAE

User Name HEINEE SNMPv3 BBRPEBFR
Security Level B FRIZEEIERE NoAuth, NoPriv, Auth, NoPriv, Auth,Priv, =Ffijins 5 =

Authentication Protocol | i@i3 THEE MD5 SHA 2%

Authentication Password | #A\JIZZZ255

Privacy Protocol i3 ™HI%ER DES AES H0ZFHMY
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Privacy Password TN ISR

B "RE SERER.

2.4.5 Views
FAF e SNMP v3 imaliE, BE "MESEE” > "SNMP” > “Views” , EROTFEO:

MEESHE

SNMPv3 View Configuration
v PSR

o IP Delete | View Name | View Type | OID Subtree
a NTP default_view |included ¥ A
RS v3_view |included ¥ 1 .
»SMNMP

SRS ~Add New Entry | Save || Reset

» TrapEEit

= Communities

u Users

= Groups

= Vigws

= ACCess
o =

2'4'5 S N M PV3 w_l_,. IIJ\\D[I@D

BCEFERAVGLBANT:
24 15288

Views Name EANRERETR

Views Type THIZEEERE included 0 excluded

OID Subtree N OID F#¢, flan.1.2

BE "RE SENER.

2.4.6 Access
FBF#hiE Access KARBEBIZEAY Views B, BBty "MEEIE" > "SNMP” > "Access” , BRUITENO:
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HEESHE

¥ iR
P Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name

«NTP default_ro_group any NoAuth, NoPriv | default_view ¥ Meone v

SNMPv3 Access Configuration

=EERES . default_rw_group any  NoAuth, NoPriv__ | default view ¥ | | default_view ¥ |

+SNMP |
.gﬁ-&g s - - - -
= Trap=i4 | Add New Entry | | Save || Reset |
= Communities o
= Users
= Groups
= Views

_=Access |

=H=

v3_rw_group usm Auth, Priv v3_view v v3_view v

& 2-4-6 SNMPV3 Access JARIZE

21
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EeE FERAVIBRINT:
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Group Name

BINFTEEERR

Security Model

THRO%EE any v1 v2¢ usm

Security Level

TRISEERIERE NoAuth, NoPriv, Auth, NoPriv, Auth,Priv, =Fnes 5

Read View Name

THIZEEREIEE I ITFAY views

Write View Name

THERRIEEC LAY views

B "RE SEXER.

2.4.7 Groups

FAF#T#E Groups EEFE8U#2RY Users 5 Access, BB "MKEME" > "SNMP” > “Groups” , E7RIT
=0
HEESHE SNMPv3 Group Configuration
v [HHERE
P Delete | Security Model | Security Name | Group Name
= NTP vl public default_ro_group
= EES v private default_rw_group
e vZ2e public default_ro_group
7 gﬁ&ﬁ vZ2e private default_rw_group
= TrapSi usm default_user default_rw_group
= Communities :
« FiEEE L usm test w3 v3_rw_group
n (SroUpS
o ViEws _Add New Entry _Save || Reset
= ACCess
“H=

& 2-4-7 SNMPV3 Groups FERIRE
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B FERAIBAINT:
S kil
Security Model THE%ER v1 v2c usm
THIREELIRFAAFE, vl v2c TIEEECIZFAIBARTR, usm THIE
Security Name REIEIFIEFER
Group Name WA CEIEEEBR

B "RE SEXER.
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2.4 HERE

RFREENRZRE.

BE "WEEE" > "BE" , BRUTNEQ:

HEES IS
=P N TE v
= SNTP 1
Sl ﬁ;ﬂﬂm Eiwsaz..m v||
= RERELE —
= TrapEit =
T EEE
VRO R
2-4 REAE REEN
BCEF AN T:
S8 17388
EIREARERR KRS8, MEEE" Enabled” |, RSB RFBERIXENESE
EE THRS=R

:9]=|

AR5528 IP ot e AEARSSR3AY IP ekt

Warning: warnings and errors.
HER5I Error: errors.

e BRI A, PIiEhIR B BE:

Info: informations, warnings and errors.

BE "RE SERER.
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3.1 imOEE

% UH A T BB Lim L RIRE RIS .

B "mAkE" > "mORKRE"  EROTED:

~HOmE
RO
PRSI
= iRER
= imOPRE
= m ERIP
= TigEEthemneat
»POE

BCEFERAVHABINT

24 15288

Link JR7&S

207 | Linkigas JEHER b e Bk Ea_cqessive
E1 | BPRE L5iRx | LFiTx | FAAFAES | HKE | Collision Mode
i <> W J 9600 <= W
1 ® Do x X O 9600 EE v
2 ® Down e D¢ | 9600
3 ® Down [Auto v x % O 9600 =E v
4 1Gfdx x x O 9600 =

3-1 imIREEO

£ %7 Link Down, &35 Link Up

RO RIERRINEN T / FEUTIRE.

Disabled ZFZFHiZimM.

Auto FRAEM I (FDX)8 NI (HDX) (1000mbps B2EEW TR T) £ 10,
100, 1000Mbps HIIREZ BB, Auto RERIFROBNRES ZiR HEEREH
BRIRE, FRENAXWIRE,

1000-X_AMS Frixim/93¢EE R, XOM%.

HEikImE 10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX, 1000-X,

= (Flow Control)

ErATEMEORBRREENE. 2N TisOfER 802.3x ftEt, W TinAGERE
[EinfEdl. BOANEER.
BRREAERTERRE.

BRANIKE

RFRELIANSEARAINIKE, BUARE 9600, RISZHF Jumbo B,

B "RE SERER.
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3.2 %LEQHRA

RPRILMES B3R < B 2558, HEERERE (Link Aggregation) 2R¥—BEYIEZOMRIME—EFA—
MEBRORIEINFEREI—TTE. 2SI 13 NrOREG4H, 8A+E 2 2 8 N[,

‘, ~
\ TR RRSEPIEROMER, RXErFEzRONSIELESEERSAPEZIEERD
HERE,

3 2 1 ﬁ%/l_,\?ﬁl:]lxg
fEtmmE, AP LB BN SREIRE.

BEUTEO, BRE" mAORE" > "#HREEG" > "HSEEe" , UTH=:

MERSHE
R CEEdRE

viEORE IS 7E R REE

i B & MAC fElt v
~ESE BE9MAC itk
-BAEA IP it =
*wl.:::;?; TCP/IUDP OIS

 Hiy
B (= AR
«RERP
= TiHéEthernet Port Members

»POE #ID [1]2[3[4][5][6]7[8]9 |1I]|11|12|13|14|15|1E|1T|18|19|2D|21|22|23|24|25|26
~EiEE HEHE @ @ @ @ @ @ @ @ @ @ @ @ @ ° @
= MACHIH
= VLANS
s HAEVLAN
»DHCP
= IR {RP
~ STPE it
= STPRIFHEE
= STRICIEE
= MEP
=ERPS
»IGMP Snooping
=LLDP 10
vESFRE 11
rQoSEE 12
bR 13

=k

CoO =~ O N & W N

. 3-2-1 Jﬁﬁl]s? ReREEO

BB RAIF RN A
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CRERRE | ZBHERRAETROZENRERFEE.

4A 1D BSREHEID

Bk RiumOA(Port
Members) IZHNHFZIK 13 NimORGEH, S4H+HE 2 2 8 PNiwmO.

B "RF &, RS0 ATER.

)

\,
‘ FE —ANEES Trunk BESTLERS 8 MO,

3.2.2 LACPixE
FPAEL ISR A, B TEN, APTIREGEIIRX LACP IHIIAE
BRI

BEUTEN, BHRE "mOKRE" > "H#ERS" > "LACP" , WIFFxR:
HMEES TS

R LACP ii[1AcE
OIS 0 | LACPHE | Key | mts | #8r | HhEm
e M [o V] [[<= ¥] [ ~] | 32768
vm.:%ﬁﬁ% 1 ] (=3 v [iE v | 32768
=LACE ] 2 ¥ B Vv [E3 v| [®iE V] | 32768
-iROiER 3 O EERd [F3h v]| [BE V] | 32768
Eéﬁgﬁ 4 O =3 v (s v| [BE V] | 32768
» 3555 Ethemet 5 O =31 v [Zah v| [BRE v | 32768

3-2-2 LACP ix[iREEO

AIECERYFRRAN T A :

24 15288

LACP 7/ BREEZAIZiHmOA LACP IHEE.

The Key value incurred by the port, range 1-65535 . The Auto setting will set the key as
appropriate by the physical link speed, 10Mb = 1, 100Mb = 2, 1Gb = 3. Using the Specific
setting, a user-defined value can be entered. Ports with the same Key value can participate in the
Key same aggregation group, while ports with different keys cannot.
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The Role shows the LACP activity status. The Active will transmit LACP packets each second,
=21 while Passive will wait for a LACP packet from a partner (speak if spoken to).

The Timeout controls the period between BPDU transmissions. Fast will transmit LACP packets
i) each second, while S1ow will wait for 30 seconds before sending a LACP packet.

The Prio controls the priority of the port. If the LACP partner wants to form a larger group than is
. supported by this device then this parameter will control which ports will be active and which ports
R will be in a backup role. Lower number means greater priority.

B "RF &, RSO ATHER.

3.3 mRGRIRE

imREINRE, BRLIRONSEEEHRIGMETERFEEENRD, ZIEEMNiROAREG "Bl
H” , #EREIRIRON "REREO" . EREROERMNEDITNEE, UGBS HTRERR O RIS mAE
INERRIRANERLS, wORGE—MSENELEETE. RENMERAFTLEEMEGFRRO, B%
BENROREEE—. SENrOREERGRAN, HEENNRONAERENRRO. FrOERNERER
im0, ALEEZY, REENEROREEE—.

FEEWEN, BHRE "mHRE" > "WHRGRE" | A

MBS HEE Lo
e ETR REmeE
vim B & SEEMsR0 |Disabled WV
o ImE
. BEREORE
o RS — =
. LACP ﬂin | Eﬂ
-ROER .
= mERP 2 [ EH v
= HHEEthermet 3 |ER v
pPoE 4 |EH W
(=E 15Ty b [2EE o
& e B EEFH v
Q0 SIEE T |ZEH W
(220040 8 R v
» iR 9 |ZEHB v

B 3-3 inRGIREEN

B ERERRIFRIBAIN T :

3 188
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Frames from ports that have either source (rx) or destination (tx) mirroring enabled
B&E/RIO are mirrored on this port. Disabled disables mirroring.

Select mirror mode.

Rx only Frames received on this port are mirrored on the mirror port. Frames
transmitted are not mirrored.

Tx only Frames transmitted on this port are mirrored on the mirror port. Frames
received are not mirrored.

Disabled Neither frames transmitted nor frames received are mirrored.

Enabled Frames received and frames transmitted are mirrored on the mirror port.
Note: For a given port, a frame is only transmitted once. It is therefore not possible to
mirror mirror port Tx frames. Because of this, mode for the selected mirror port is
limited to Disabled or Rx only.

BERRORE

BE "RE RAEZHMAER.
‘f\ TR BAREREROREGE—MIERO. F0, MREZHM 100 Mbps inRERER—
/10 Mbps iz, XARERSHEIEEM. FEHMAYRONIGLESIFLAERIAriRO
BEAHEEEERNEER. His, BirmOiiREAAENR—mO.

4 EEEIRE

RE R RTINS ERIPASIBY T/, B3TUENEim DN TERES T IRENRIFRER, RESFK
i RIS URARIF SR

BE "REEE" > "BEEFRP  ERATEN:

MEESIRGS 3
~RORE ARG S
- RORE :
vE3&4 gisels | BE
RS 0 255 “C
e NFERR
Rois 25 <
= imE{RP | 3 |255 °C
.-pHL,,Ethernet
»POE Port {55k
(=51 P r
iml] | TR |
rﬂﬁ "
Hlusfﬁﬁ 1 0~
P IR 3 (B
4 0w
5 0w

3-4 BERIFIREEN
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7= F A
BCEFRRAVHABINT
24 15288
RSCHRNERIR
B AR 4 MNEERIPLIER, SHFARRAERAIRERIFEE

RO IR %R FTERI KA

BE "RE SENE.

Y.
\ TR HTEOAT, SSRAATEIRORETHERA 0, MFERA 0 RRIFIEES 250 BEKE.

3.5 EE LS
ZEARTAFRERSEEESESH.

B "RAKE" > "EESERE"  ERUTEN:

BERESE
B
BSifE (-500~500) IC

SBERE (-500~500) c

3-5 BESEREREN

EeEFERAVIBRAI T
S WihA
AERE R THERR RS ZAEEEERENHEIRSER.
RBoHE
(-500-500) MANSEEERENRSHE.
=RHRE
(-500-500) MASZEEERENRKHRE.,

BE "NAT SENER.
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4.1 VLAN

ESEM VLAN (Virtual Local Area Network) 75245 _EiE— 1NE1dM LAN (Local Area Network) Xl5pk
ZNFE, BN FERASENT B, f’aﬁ%ﬂﬂiﬁﬂ, VLAN 2% — IR LAN 524 LRSS e #Bis (&
N VLAN) RUEERAR. VLAN WROENERTLIERERE, M VLAN BIREEEEE, AmET BRREIE—
VLAN ;3. BT VLAN B gEEREL, RURETWELet.

BE "BREE" > "VLANs" , & 802.1Q VLAN i®E&EO, M TAR:

HERSIGE

VROEE EAIEZAIVLANS [ |
PPOE Ethertype for Custom S-ports | [55A5
~EnE ' '
= MACHHIF iml] VLAN B&
= VLANS
HAVLAN - o A ;
»DHCP [ =t m ey a Al ®HO T =ik
e [l VLAN i o B Tagging VLANs VLANs
VSTPE R L
< MEP * [ v 1| [«= vl M == <= v||1 |
=ERPS 1 |Access v 1| [C-Port v M [Tag Untag Port VLAN V| |1
KU SRcaping 2 [Access v 1| [C-Port v ¥ Untag Port VLAN
ClsE 3 |Access Vv 1| |C-Port V| Untag Port VLAN Vv
:Qﬁﬁg 4 |Access V 1| |C-Port v Untag Port VLAN V| |1
s BT 5 |Access v 1| |C-Port W
blﬁiﬁﬁ " 6 |Access v 1| |C-Port v| ¥
7 |Access V 1| |C-Port v M

[ 4-1 802.1Q VLAN 188

s¥ 1563

E7RE8IE VLAN R VLAN ID 5158, W] BOARY, RFREE VLAN 1,
Sl VLANs | anFEeIEEETHY VLAN, JBFEILERIN VLAN ID,

Ethertype for o - o ,
This field specifies the ethertype/TPID (specified in hexadecimal) used for Custom S-ports. The

Custom S-ports setting is in force for all ports whose Port Type is set to S-Custom-Port.

The port mode (default is Access) determines the fundamental behavior of the port in
question. A port can be in one of three modes as described below.

Whenever a particular mode is selected, the remaining fields in that row will be either grayed
- out or made changeable depending on the mode in question.

&l Grayed out fields show the value that the port will get when the mode is applied.
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Access:
Access ports are normally used to connect to end stations. Access ports have the following
characteristics:

e Member of exactly one VLAN, the Port VLAN (a.k.a. Access VLAN), which by
default is 1

e Accepts untagged and C-tagged frames
Discards all frames that are not classified to the Access VLAN
On egress all frames classified to the Access VLAN are transmitted untagged.
Other (dynamically added VLANS) are transmitted tagged

Trunk:
Trunk ports can carry traffic on multiple VLANs simultaneously, and are normally used to
connect to other switches. Trunk ports have the following characteristics:

e By default, a trunk port is member of all VLANs (1-4094)

e The VLANS that a trunk port is member of may be limited by the use of Allowed
VLANSs

e Frames classified to a VLAN that the port is not a member of are discarded

e By default, all frames but frames classified to the Port VLAN (a.k.a. Native VLAN)
get tagged on egress. Frames classified to the Port VLAN do not get C-tagged on
egress

e  Egress tagging can be changed to tag all frames, in which case only tagged frames
are accepted on ingress

Hybrid:

Hybrid ports resemble trunk ports in many ways, but adds additional port configuration
features. In addition to the characteristics described for trunk ports, hybrid ports have these
abilities:

e Can be configured to be VLAN tag unaware, C-tag aware, S-tag aware, or S-
custom-tag aware
e Ingress filtering can be controlled

e Ingress acceptance of frames and configuration of egress tagging can be
configured independently

#] VLAN(Port

Determines the port's VLAN ID (a.k.a. PVID). Allowed VLANSs are in the range 1 through 4094, default
being 1.

On ingress, frames get classified to the Port VLAN if the port is configured as VLAN unaware, the
frame is untagged, or VLAN awareness is enabled on the port, but the frame is priority tagged (VLAN
ID =0).

On egress, frames classified to the Port VLAN do not get tagged if Egress Tagging configuration is
set to untag Port VLAN.

The Port VLAN is called an "Access VLAN" for ports in Access mode and Native VLAN for ports in

VLAN) Trunk or Hybrid mode.

Ports in hybrid mode allow for changing the port type, that is, whether a frame's VLAN tag is used to
classify the frame on ingress to a particular VLAN, and if so, which TPID it reacts on. Likewise, on
egress, the Port Type determines the TPID of the tag, if a tag is required.
Unaware:
On ingress, all frames, whether carrying a VLAN tag or not, get classified to the Port VLAN, and
possible tags are not removed on egress.
C-Port:
On ingress, frames with a VLAN tag with TPID = 0x8100 get classified to the VLAN ID embedded in
the tag. If a frame is untagged or priority tagged, the frame gets classified to the Port VLAN. If frames
must be tagged on egress, they will be tagged with a C-tag.

imH3&8d(Port Type) | s-Port:
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On ingress, frames with a VLAN tag with TPID = 0x8100 or 0x88A8 get classified to the VLAN ID
embedded in the tag. If a frame is untagged or priority tagged, the frame gets classified to the Port
VLAN. If frames must be tagged on egress, they will be tagged with an S-tag.

S-Custom-Port:

On ingress, frames with a VLAN tag with a TPID = 0x8100 or equal to the Ethertype configured for
Custom-S ports get classified to the VLAN ID embedded in the tag. If a frame is untagged or priority
tagged, the frame gets classified to the Port VLAN. If frames must be tagged on egress, they will be
tagged with the custom S-tag.

AOigiE(Ingress
Filter)

Hybrid ports allow for changing ingress filtering. Access and Trunk ports always have ingress filtering
enabled.

If ingress filtering is enabled (checkbox is checked), frames classified to a VLAN that the port is not a
member of get discarded.

If ingress filtering is disabled, frames classified to a VLAN that the port is not a member of are
accepted and forwarded to the switch engine. However, the port will never transmit frames classified

to VLANS that it is not a member of.,

N[O (Ingress

Hybrid ports allow for changing the type of frames that are accepted on ingress.

Tagged and Untagged
Both tagged and untagged frames are accepted.

Tagged Onl
Only tagged frames are accepted on ingress. Untagged frames are discarded.

Untagged Only
Acceptance) Only untagged frames are accepted on ingress. Tagged frames are discarded.
Ports in Trunk and Hybrid mode may control the tagging of frames on egress.
Untag Port VLAN
Frames classified to the Port VLAN are transmitted untagged. Other frames are transmitted with the
relevant tag.
Tag All
WO All frames, whether classified to the Port VLAN or not, are transmitted with a tag.
Tagging(Egress Untag All . ) )
. All frames, whether classified to the Port VLAN or not, are transmitted without a tag.
Tagging) This option is only available for ports in Hybrid mode.
. Ports in Trunk and Hybrid mode may control which VLANs they are allowed to become members of.
o Access ports can only be member of one VLAN, the Access VLAN.
VLANSs(Allowed The field's syntax is identical to the syntax used in the Enabled VLANSs field. By default, a Trunk or
Hybrid port will become member of all VLANSs, and is therefore set to 1-4094.
VLANs) The field may be left empty, which means that the port will not become member of any VLANS.

Forbidden VLANSs

A port may be configured to never be member of one or more VLANSs. This is particularly useful when
dynamic VLAN protocols like MVRP and GVRP must be prevented from dynamically adding ports to
VLANS.

The trick is to mark such VLANSs as forbidden on the port in question. The syntax is identical to the
syntax used in the Enabled VLANS field.

By default, the field is left blank, which means that the port may become a member of all possible
VLANS.

IFEFSIR O

BRAREERE, Bk IFESRN. BE 2" REFETHRERO.

BE "RE" LEREN.
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S e E
4.2 in[fRE
imAREAT RO ZANEER. KORESESHER VLAN KREIRERI, BEENFE.

4.2.1 3w O34

ZAE A LA iR A0 A, AR RROZ B LA R EIRER.
Y.

FRmATLURNETZ M MmOE, AERNMNEARERTAEE—MROE, WM mOZER R LIERESIER

BEANEN, B8F "HOKRE" > "wORSE" . B
MERS IR

v wONE RRORS EanmET [
MROEE . __pk&=O]
»POE WiEE [ =m0 (123456780 [10][11 12[13][14[15[16]17[18][19]20]21]22]23[24]25]26
~ =R [ 1IMMMMMMMMMMMOOOOOOOOOOOOODOOO

.Tffr:&ﬂi L] 3000 MMAMAMMMMAMAMMMMA VMMM MM M

RIS ENFEmOSE

| im0 |

= imEbRES
e

4-2-1 IO EIRE

4.2.2 i OFRE

BEEEN, BE "SRRE" >

HOWE > HOME  WTFERR:
MaESEE ki
N g L mRSAE
HROERE =/ '
»PoOE 1 | 2 | 3 | 4 | 5 | (] | 7 | 8 | 9 |;:‘|ﬂ|11|12|13T14|15|1ﬁ|1?|1ﬂ|19|20|21|12|23|2¢j{2:5|2‘6
i OJO0o0o00oddooxMO000D0 000000 MMM MICD
= MACHH = 3 ;
e
wigOPREs
=im AR
= RO |

4-2-2 inAfREIREEO
ABCEFERRAR T :
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iHO5IR A Ritiin O Z BRI R &R .

BE "RE R, EEETMER.

4.3 STP

ERAY (STP) iR TEMES DR RGOS A MEBIRAENIR. EEREEMNETREZE
FERORRPIARS EXER, ZHRAAY STP IRERERTNEA. SR =AM hRARIERA MY . STP. RSTP,
MSTP,

4.3.1 STP £FiRE
FELTAE, PRI STP MRS
SELUTED, B BREE > 'STPAER > 'STPEHEE" , WFFx:

kinformation & Status

¥ Mefuark Admin STP Bridge Configuration

k Port Configure Basic Settings
RE Protocol Version RSTP v
w Advanced Configure Bridge Priority 39768 =
n [VAC Table
E
SVLANS Forward Delay 15
»Port Isolation Max Age 20
= Loop Protection Maximum Hop Count | 20
wSpanning Tree Transmit Hold Count | &
» Bridge Settings
= MSTI Mapping |
= MSTI Priorities
» CIST Poris Save Reset
= MSTI Ports ]
FIPMT Profile
= MIEP
s ERPS

»IGMP Snicoping
pIPVE MLD Snooping
slLOP

k Security Configure

p Q05 Configure

p Diagnostics

kMaintenance

4-3-1 STP £F&EEFO
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AIECERYFRRAN T A :

B 15EA

P TR SR BRI L HTH0 STP IR, 4%

STP - ERIEH, 7ESSHN ESBIEARMINY (STP),

RSTP - ¥SRILSH, TEATY LS BREHEERMIMY (RSTP),
- MSTP-BEIEI S, TERIHL ELBISESERMINYL (MSTP),

=iz STP MFRIMSER, MR FRESMN TR,
Controls the bridge priority. Lower numeric values have better priority. The bridge priority
plus the MSTI instance number, concatenated with the 6-byte MAC address of the switch

Bridge Priority forms a Bridge Identifier.
L RFEIRATE Forward
Delay (4-30) HRIERRIRETCEIN 4 E 308, BAMER 157,
AL RSE Max Age | RERKESUHETLIBRIBERFSEM BRI RIEEH LA IERER, NTE
((6-40) LR EENBEBUERE. BIAMER 20,

T REERRINAIZRT BPDU (MIFHHMUEHESRTT) SIREHREFZBIEMMX
EHHIREZ AR, BIEEsET—aRBENSED—b, E2BEER O,
BRABKE (6-40) RFPALIRERBEES 6 = 40, BUAER 20.

% 3 EEERIR) (Transmit BFgE8 1 itEERAT{E Hello BIREMNRAHE. ZEETEA 1 E 10,
Hold Count) (1-10) MBS 6.

BE "RE R, EEXYSEOAMIRYER.

4.3.2 MSTI Mapping
FEUETUE, AP LARC & SLffRRET.

BELTEO, B8t "BREER" > "STP&RK" > "MSTI" , 0=
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pInformation & Status
pNetwork Admin
#Port Configure Add VLAMs separated by spaces or comma.
»PoE

w Advanced Configure

= WIAC Table Configuration Identification

MSTI Configuration

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

o WLAMNS
pPort Isolation Configuration Name b0-1c-91-02-11-15
= Loop Protection Configuration Revision | 0
w3Spanning Tree
= Bridge Settings
= MSTI Mappin
STl Pri:fﬁiei MSTI | VLANs Mapped
» CIST Poris MSTI
= MSTI Ports P
¥IPMC Prafile MSTIZ
=« MEP &
= ERFPS MSTI3
»IGMP Snooping P
»IPVE MLD Snooping MSTI4
=« LLDF “

4-3-2 MSTI Mapping i8&&0

AJECERIFERAN AR :

o
Configuration Name EcE MSTP B9t

Configuration Revision | Eg& Configuration Revision

MSTI Mapping BMANFEIRGI vian

BE "RE R, EEYSEOAMIRYER.

Y.

\,I:”_—'ﬁ FARELE MSTP, IMRARIRANEEM Configuration Name, Configuration Revision fHERIELE.

4.3.3 MSTI Priorities
TEWTRE, FAFETLARE S SoalmReT,

BEUTEO, BRE "SREE" > "STPAMM" > "MSTI Priorities” , #1TFFrR:
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pInformation & Status
kNetwork Admin
pPort Configure
rPoE
wAdvanced Configure
= WMAC Table
= WVLAMNS
pPort Isclation
= Loop Protection
wSpanning Tree
= Bridge Settings
= MSTI Mappmg

. CIST Pc:-rhs
= MSTI Ports

AJECERIFERAN T AIA :

MSTI Configuration

MSTI Priority Configuration

CIST

MSTI
M=TI2
M=TI3
MSTI4
M=TIS
M3TIE
MSTIT

MSTI | Priority

i

32768 ¥
32763 v
32768 ¥
32763 v
32763 v
32768 ¥
32763 v
32768 ¥
& 4-3-3 MSTI Priorities iR B&

MSTI Priorities

EeESLHILES, SBER 0-61440

BE "RE R, EEYSEOAMIRYER.

Y.

\ FRECE LM R 4094 IS4, ERSEER 0-61440.
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4.3.4 STP i
BRE "BRRE" >

rinformation & Status
¢ Network Admin
»Port Configure
¥PoE
« Advanced Configure
= MAC Tabile
=WLANS
pPort laolation
= Loop Protection
w Spanning Tree
= Bridge Setlings
= MSTI Mapping
= MSTI Pricrities
= CIST Pors
a ST POE

\rL [m =]
HixE
“STP Rt > “STPImMIRE" , WNT™Am:
STP CIST Port Configuration
to-
Port | Eﬂlb‘l‘d Path Cost | Priority | Admin Edge | Auto Edge }—ﬁ;rrwi BPDU Guard ‘ ﬁﬁ:t
- o Auto v 128 » Non-Edge * Forced True ¥
: Restricted Point-to-
PortlEmbhd Path Cost |Priorhy|MmmE&gt|MuEdminﬁiﬂPDUGmrdJ i
o £ v <> v L2 L e <>
1 Auto ¥ B Nen-Edge * T Auto v
2 Aute T 28 Nen-Edge = Auto \d

4-3-4 STP im[IREEN

AJECERIFERAN T AIA :

24

Rl

ik ERZRERY STP IHEE,

RZFFE (0=Auto)

RFEXN—EEE, FrkAHESIIEEROFIFRIEBXHE. wOMFHERI#wE
REHREN—MEEE. BAMERO (B . #FUE, R zinOREREES
HIRTREMERLEE K.

Controls the path cost incurred by the port. The Auto setting will set the path cost as
appropriate by the physical link speed, using the 802.1D recommended values. Using the
Specific setting, a user-defined value can be entered. The path cost is used when

establishing the active topology of the network. Lower path cost ports are chosen as forwarding
ports in favour of higher path cost ports. Valid values are in the range 1 to 200000000.

Y pavd RO RTFHE R, AERBRAREONERIRS.
5 True 28, tiEimOEEAARIRO. &% "False” FRrzimOAEEIHRIRO
K&, B, BALUEERE "Auto” IR, BER" Auto” B, £RIBROEZTKR
Slmull BPDU R KBERE 2L FinO.

B O @RS (Restricted | EFATNRIERE, 163% True 7 False Z iR O AEIRE. MRIREA "True ”, i
Role) SEENRIRE. BRIAR" False” .
BRGNS BT IR CBRE M RIXRIER IR ORI—MER BPDU, AFERH MR, BlAE

(Restricted TCN)

True #1 False Z[E@)iJJ#z, BKIAA “False” ,

BPDU &P

WMRFFEiZINEE, mOUZE) BPDU IRXES, <A Disable(Shut Down)Ikz,
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\\\\\\\\

BEHE True FRREISHEHERE., PP inORXUTFL&ImO. LSHNRKIANEER
“Auto” ,

B "R R, BRS

=i I

4.3.5 MSTI Ports
FAF B] AL B STl B SRR B AR FF 4.

BRE "BRRE" >

pInformation & Status

» Network Admin
»Port Configure MSTI Aggregated Ports Configuration
»PoE Port | Path Cost [ Priority
w Advanced Configure = (st = 128 v
=« MAC Table
« VLANS .
»Port Isolation MSTI Normal Ports Configuration
« Loop Protection Port | Path Cost | Priority
vSpannmg Tree * = L <> ¥
= Bridge Settings
« MSTI Mapping 1 [Auto ¥ 128 ¥
= MSTI Priorities 2 |Auto v 128 v
= MSTI Poris | —

AJECERIFERAN AR :
3

BRIZFFH

“STP &Rifd” > “MSTI Ports” , W0 RER:

MST1 MSTI Port Configuration

& 5-3-5 MSTI Ports iIRE&

1A
BTFEX—EEE, TrEAHERIISEROFIFAEXRITHE. ImOFHEIHKEMN

REFIREN—IEERE. FAMENO (B . HFHRE, EFRznOREREIES
AYATREMERLEE K.

Controls the path cost incurred by the port. The Auto setting will set the path cost as
appropriate by the physical link speed, using the 802.1D recommended values. Using the
Specific setting, a user-defined value can be entered. The path cost is used when
establishing the active topology of the network. Lower path cost ports are chosen as forwarding
ports in favour of higher path cost ports. Valid values are in the range 1 to 200000000.

jpisedd

LiROREEFFHE—HERT, ERAFARIGORERRTS
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4.4 MAC Hil%

FAFETLAERZ M EECE MAC #lERABXAVIRE.
BEUTEO, BRE "BRIRE" > "MACHIER" , WA=

HEESHE
R MAC fitht &fcE
b im IR Aging Configuration
pPOE
- ERRE EHgaEWL [
= MACH E{kHE 300 £
n WVLAMNS
b PR MACHENES>]
pDHCP 5
= FREE{RIP
»STPAE A 1]2[3[a]5]6[7][8]89 |1I]|11|12|13|14|15|1ﬁ|1?|18|19|20|21|22|23|24|25|26
« MEF Eﬂ]i"i..'.'l'i..".i..t'.it'.'...!.'....!.
«ERPS =
»IGMP Snooping =g
= LLDP
VELTRE s MACHENES BB
»QoSHE pERC]
» R k% | VLAN ID | MACKEROE [1]2]3]4]5]6[7[8]9]10[11][12]13[14][15]16]17]18]19]20]21]22[23]24[25[26
»REERIP

&

4-4 MAC MRS B E

AJECERIFERAN AR :

S8 1563

ZRBEmEN NRDIEFERENBMN, BPATHENFEIRIENE MAC HIDEARSE L.

HIBRARE, HEHF SIS MAC #EE7E 300s BSamBmEw. RS AHEEE
E(LAdia 73 10-1000000 75,
RN SZHE 3 Fh MAC S

1. B&), ZEXT, wOEEFES MAC i,

2. ZH, ZEXT, mOEAES MAC b,

3. =&, ZEAT, wAREACEERHS MAC LR MAC itiih)R9%dE
MAC it e

B RE RE, BZSEDER.
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4.5 IGMP Snooping

IGMP Snooping (Internet Group Management Protocol Snooping, IGMP {ilff) ET{EE_ELIKMIHEH ERYBRE

BT EALE.

MEFET IGMP Snooping, ASHEH|E

RER, FHRIEEAIREI KRR R BRI .

4.5.1 AR E
B "BREE" >

TR7R:

“IGMP Snooping” > "EXIgE"

pinformation & Status
p Network Admin
pPort Configure

rPoE
wAdvanced Configure
= MAC Table
n WL ANS
pPort |solation
= Loop Protection
pSpanning Tree
w|FMC Profile
= Profile Table
» Address Entry
= MEP
= ERPS
»|GMP Snooping
= Basic
Configuration

= VLAN
Configuration

= Port Filtering
Profile

AIECERYFERAN T AiA

24

IGMP Snooping Configuration

Global Cenfiguration

Snooping Enabled

Unregistered IPMCv4 Flooding Enabled |«

Port Related Configuration

Port | Router Port | Fast Leave | Throttling |

L

(o O T B = = S R T L T

o

<= v
unlimited »
unlimited ¥
unlimited »
unlimited »
unlimited
unlimited »
unlimited »
unlimited
unlimited »
unlimited »

4-5-1 IGMP Snooping EARE

1A

ST RO LIREIRY IGMP 1132, sl N R At B2 T IRGT

, A EERIENAY IGMP Snooping FEABEER, i
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[EA Snooping [EREZERE IGMP Snooping A%,

SRR IPMCv4 (33t

PREHIH 2151 3 EAIRISMEEsE IGMP querier §ik,

Specify which ports act as router ports. A router port is a port on the Ethernet switch that
leads towards the Layer 3 multicast device or IGMP _querier.

- If an aggregation member port is selected as a router port, the whole aggregation will act as a
PR AR router port.

o Fast leavePerforms deleting MAC forward entry immediately upon receiving message for
RIEETF group de-registration

B RE RELENEN.

4.5.2 VLAN it B
B "BREE" > "IGMP Snooping” > “VLANIRE" , aJEEIEAIAI IGMP SnoopingVLAN BLEERE,

WA
pInformation & Status . : = =
———" IGMP Snooping VLAN Configuration Refresh |[ << |[ >»
»Port Configure Start from VLAN [1 with |20 entries per page.
pPOE
+Advanced Configure VLAN Snooping Querier Querier QRI (0.1 LLQI (0.1 URI
= MAC Table ‘ 2HEE ‘ Enabled Election Address Compatibility | PRI | RV {sec} sec) sec) (sec)
= VLANS -
pPort Isolation Add New IGMP VLAN
= Loop Protection
»Spanning Tree Save .RESEt |
~IPMC Profile
= Profile Table

= Address Entry
= MEP
=ERPS
»|GMP Snooping

= Basic
Confinuration

»VLAN
Configuration

P 4-5-2 IGMP Snooping VLAN it &
AIECERIFERAN T ATIA :
245 L

VLAN ID

ERSEZEETF VLAN #9 IGMP Snooping, RFEFZASTHFE 32 1 VLAN L5

IGMP Snooping,
FF2 Snooping Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected for IGMP Snooping.

Querier 51 (Querier B 45 IGMP Querier 3% 1%

Election) Enable to join IGMP Querier election in the VLAN. Disable to act as an IGMP Non-Querier.

Querier #tbtit (Querier Define the IPv4 address as source address used in IP header for IGMP Querier election.
When the Querier address is not set, system uses IPv4 management address of the IP
Address) interface associated with this VLAN.
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When the IPv4 management address is not set, system uses the first available IPv4
management address.
Otherwise, system uses a pre-defined value. By default, this value will be 192.0.2.1.

BE "RE RELLENEN.

4.5.3 Port Filtering Profile
gF "BREE" > "IGMP Snooping” > “Port Filtering Profile” , EILAJEFE IPMC Profile BECEIFHIAE

IS

pinformation & Status

» Network Admin IGMP Snooping Port Filtering Profile Configuration

»Port Configure Port | Filterina Profile |
kPoE 1 4 zubo ¥
wAdvanced Configure Z - - v
= MAC Table 3 - i
o WLAMNS 4 = v
pPort Isolation 5 i 2 v
= | oop Protection 5 i ' B v '
pSpanning Tree 7 - B v
|PMC Profile 5 = ¥
= Profile Table G . b ]
= Address Entry 10 - » v
= MIEP
=ERFS Save || Reset |
w|GMP Snooping e —
= Basic
Configuration
w VAN

Configuration

= Port Filtering
Profile

K 4-5-3 Port Filtering Profile fic &

AIECERYFERAN T AA

S
VLAN ID
EAEEZAET VLAN B9 IGMP Snooping. RZBRASIHE 32 4 VLAN LEH
IGMP Snooping,
FH/E Snooping Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected for IGMP Snooping.

Querier 2% (Querier 5 k24 ] IGMP Querier 3%

Election) Enable to join IGMP Querier election in the VLAN. Disable to act as an IGMP Non-Querier.

Define the IPv4 address as source address used in IP header for IGMP Querier election.
When the Querier address is not set, system uses IPv4 management address of the IP
Querier #tit (Querier interface associated with this VLAN.

When the IPv4 management address is not set, system uses the first available IPv4
Address) management address.
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Otherwise, system uses a pre-defined value. By default, this value will be 192.0.2.1.

BE RE RELENEN.

4.6 IPMC Profile
PP OB IS EErIR

BE "SREE"

> "IPMC Profile” > “Address Entry” , 41 FEfR:

pinformation & Status
pNetwork Admin
pPort Configure
»POE
w Advanced Configure
= MAC Table
= WVLANS
»Port Isolation
= Loop Protection
»Spanning Tree
wI|PMC Profile
= Profile Table
= Address Entry.

IPMC Profile Address Configuration
MNavigate Address Entry Setting in IPMC Profile by |20 entries per page.
Delete [ Entry Name | Start Address [ End Address
1 225123 225124

Add New Address (Range) Entry

| Save | Reset |

AIECERYFERAN T AA

Refresh ||

|=<

S 158A
Entry Name i O\ s B I YR 2 R A4 R
Start Address BNFFIaRYA R IE

End Address

NS R A bk

BE RE RELENEN.

SREILIRLEETIR

BE "BREE"

> "IPMC Profile” > "Profile Table” , nRpR:

=
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pInformation & Status
pNetwork Admin

IPMC Profile [zubo] Rule Settings (In Precedence Order)

»Port Configure Profile Name & Index | Entry Name | Address Range | Action | Log |
TRUE zubo 1 1v| 225123~225124 [Permitv| [Enable v %
» PoE Setting
= PoE Scheduling
= POE Status ; Add Last Rule
v Advanced Configure
« MAC Table | Commit || Reset
nVLANS

pPort Isolation
= Loop Protection
pSpanning Tree
»|PMC Profile
= Profile Table
= Adldress Entry
s WEP
s ERPS
MIGMP Snooping
pIPVE MLD Snooping
= LLDP
» Security Configure
p QoS Configure
pDiagnostics
pMaintenance

5i8A
Entry Name T RLE FLERE CLAIEE ) Address Entry
Action THI%ESRE Deny 8¢ Permit
Log ik $# disable 5k # enable

4.7 IPV6 MLD Snooping
IPV6 MLD Snooping 2 TAFE— LA IS EHO4EE e A IA 5.

BT IPV6 MLD Snooping, 3EtiESIFE MEO LZICEIRY IPVe MLD #R3Z, 3t OFNAREAM

HFESTRRETRER, FHRIEE M AIMRET X R KA R BREEUETR.

4.71 EAXEE
BF "BREE" > "IPV6 MLD Snooping” > "EARIRE" , SIEEITMAAI IPV6 MLD Snooping JEAEL

BfER. wFArR:
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piInformation & Status
p Network Admin
pPort Configure
»PoOE
w» Advanced Configure
s MAC Table
wWLANS
pPort Isolation
= Loop Protection
pSpanning Tree
«|PMC Profile
= Profile Table
= Address Entry
= MEP
=ERPS
IGMP Sncoping

6PV MLD Snooping]

= Basic
Configuration

VAN
Configuration

= Port Filtering
Profile

«LDP
» Security Configure
pQ0S Configure
pDiagnostics
pMaintenance

AIECERYFERAN T AA

MLD Snooping Configuration

Global Configuration

Snooping Enabled

Unregistered IPMCvE Flooding Enabled
MLD S5M Range

Leave Proxy Enabled

Proxy Enabled

7
ffie:

PO Related ConTiguration

Port | Router Port | Fast Leave |

Throttling |

=

L L e e B 1 O

—

i T
unlimited ¥
unlimited ¥
unlimited
unlimited ¥
unlimited ¥
unlimited ¥
unlimited ¥
unlimited *
unlimited

unlimited ¥

Save || Reset

4-7-1 IGMP Snooping EARRE

J2A Snooping

B2 IGMP Snooping K7,

ﬁlq:;EIIﬂﬂ IPMCv6 ;le ~

ie=E Do)

SRR 2IE1ER 3 REBKAHSTE IGMP querier Biw

Specify which ports act as router ports. A router port is a port on the Ethernet switch that

leads towards the Layer 3 multicast device or _MLD querier.

If an aggregation member port is selected as a router port, the whole aggregation will act as a

router port.

TRIEEFF

Fast leavePerforms deleting MAC forward entry immediately upon receiving message for

group de-registration

BE RE RELENEN.
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4.7.2 VLAN 2 &
gBE "BREE" > "IPV6 MLD Snooping” > “VLANIRE" , aJ&EEAHEIAI IPV6 MLD Snooping BLE

B8 T

kinformation & Status

S ———— MLD Snooping VLAN Configuration Refresh || << || >>
AR T Start from VLAN |1 with |20 entries per page.
rPoE
~Advanced Configure [ Delete [ VLAN ID | Snooping Enabled | Querier Election | Compatibility [ PRI [ RV | QI (sec) [ @RI (0.1 sec) | LLQI (0.1 sec) [ URI (sec) |
= MAC Table
e [ Add New MLD VLAN |

pPort Isolation
= Loop Protection
»Spanning Tree
MFMC Profile
=MEP
= ERPS
pIGMP Snooping
= Basic
Configuration
= VLAN
Configuration

= Port Filtering
Profile

=LLDP
» Security Configure
pQoS Configure
pDiagnostics
»Maintenance

Save || Reset

P& 4-7-2 IPV6 MLD Snooping it &
AIECBRYFERAN AR
25 i

VLAN ID

BREsEZRET VLAN A9 MLD Snooping, REHREAIFE 32 4 VLAN £E/FH

MLD Snooping,
FF/2 Snooping Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected for IGMP Snooping.

uerier 3% (Querier
Q E.L (Q & FH % 24 F MLD Querier 3%
Election) Enable to join MLD Querier election in the VLAN. Disable to act as an MLD Non-Querier.

BE RE RELENEN.

4.8 ERPS
ERPS (LAARIFMRIPIIR) SELUARIMRPTIRME MTAATE (TU-T G.8032) . BB AEIIAR

BF4EIPEIE (OAM) IRBE, LARLAKMIIAMESHIB R BRI (APS) HNYIHITES. ERPS AT

EFNPRILIRRGEIR AN 50ms FIBBZMRIF. XIHIR T LAKKMER ARSI,
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E— 1N A", ERPS ¥R TPESE RPL §48%, BALEIREEAZRL, ZSBERRAIEEIERT, BT RIFYIHAINEEIRE RPL

HEIIERR, FEAERREFERIEE RPL 5ERS
ERPS RIEFES

RPL (PMRIPHEER) —SRINSEIHRIEE, fSERLARILEERR ERZRGEARRAYSEES.
RPL BT R(RPL Owner)——iE#E RPL B9 R, ATZHINSEIIEZE RPL EAYRE, LARERIFIRSEIRER
PEZE,

RPL $BET = (RPL Neighbor)——5 RPL Owner T s B EIEEA BRI T =,
R-APS (GR-BanffiPie) —Y.1731 1 G.8032 EXHIMMYES., FIFiBId RAPS VLAN (R-APS {5i8) Ihaghh

AR ERYRIFIAE.

SR VLAN— sz m VLAN, FTEMIERIONETE,

4. A 7ERSM ERPS 2B, RIERRESCIEEEF STP
BEETENED, Bas BRER > "ERPS" | WA

MEESHE : .
 FHR PIAR] tRiEIAMI(ERPS) (RIPELE

VRORE Hik: | Ring ID | ZriiPort | FaMPort | Ring® | Hik4 | FRing ID [ (5%

»POE O 1 1 2 =Ring Mo 1

v RS
- MACHHE S | FinFMRingshl | | B2 || B |
= VLANS
piEOPRES
pDHCP
« TR
PSTPA Rt
= MEF
=« ERFS

4-8-1EPRS 188
A EFERINTEA:

24 iz
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Ring ID ERPS Ring {##P3L41 1D

%[ Port(East Port) FRERO, EEFEHEAFSS Ring (RIFANIRES

T [H Port(West Port) AARimE, EERE PS5 Ring (RIFE—NROS

A% " E£Ring"” 8F "FRing " REFEESHNAR, ZFEELRE" FRing .

Ring KA Ejﬁ«A Ring %i—ﬂﬂﬂ" + Ring "
B A HZIR(Multi Ring) N B, REIRYER: 2 PEEZPRRIng) B REPAEET K.

fEE83IR(Single Ring)RZFE9, 3 Ring ID 5 Ring ID —&.
= Ring ID EZIN(Multi Ring) A=, F Ring /RS Ring D,

R-APS VLAN (1-4094) IEEBRER - APS VLAN BY VLAN.

B "GUEHTAY Ring SL” %50, BPEDNZAINETAY ERPS Ring £RIFSEA,

BE "R R, EEETMAVER.

Ed: “"Ring ID” FUhRyHEE, BIRIHAYRSE ERPS Ring EFECE, BHIMLATEO:

MRS . :
- TRIEIRIRIng B 1 EamE (| RSt
VROERE ol (552
PoE
:E‘;mﬁ [Ring ID | mpon [ Eﬁport | EﬁlPoﬂ SF MEP Eﬁnpon SF MEP mponAPs MEP | FiPort APs MEP | Ring 281
« MACHH 2 [ 1 =Ring
= VLANS g
rim bR bl e
»DHCP CEE | ERSWITR)Time | #E5ES | (RIFVLAN Bl
= IR IRP Tmin_v ™ EFVLAN
PSTRAER e
= MEP RPL({RIPHEER) BeE
= ERFS e
SIGMP Snooping RPLAS | RPLIM | EE
«LLDP % MIES v O
~REME SRS
B RIS
= RIEMEAT, #r@Port | FaM@Port RPL Un- No APS #@Port | #aMPort | FOP
=HTTPS Port Port L APS ﬁlﬂ blocked Received | BEHE | BElE | &%
el Protected SF  SF gt 'l Blocked  Blocked
HPRER I RAP
»ARPIETI &7 || EE

[ 4-8-2EPRS LIS E

1A
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WTREBSE (5-12) DIEZEEEFFHRAN R-APS TIREA) WTR B8], 2giapg WTR BSIEIRZ 1 ¥4,
RS R, WEZEEEFERTREER, SHEEER R-APS IREIXTIATPIRE,
{47 VLAN B "(RIF VLAN" &, aEANFHRIESZRIFAY VLAN 4,
RPL 582 {FRATHEER, AER” £" , " RPLOwner “, " RPL Neighbor "t
RPL %00 fEFTREEE, ANER" £, " KA Port “, " FEME Port “,

BE RE R, EZFAFEK.

s P VIAN B4, EAGIEEE VLAN RS,
HRifFIFRing VLAN BgE 1

Mk | VLAN ID
L] 1

| Fho=m || EE |

EDE=E

LY
455\ AR RFEBARI VLAN 1 AP VLAN, tNRAPEEEXEE RIIEM VLAN /ERRIP
 VLAN, TILAEZREH TRIE.

49 LLDP

S4500 324 LLDP (SERRERIINY) | ATLIBARSENNEEREN. S8, RERR. &0
TRREEBAERNARM TLV (Type/Length/Value, BI/KEE/{E) , FEI%E7E LLDPDU (Link Layer
Discovery Protocol Data Unit, $#IRERIIMNYEIERETT) FRMESEHCEENSNE, BEKEIXLE
BEEESELRE MIB (Management Information Base, BIREEEE) WIFIRFESR, IENKSER
SERRAMHEERIBERR.

AEESRF LLDP YUER, IRCREEH. BERE. EfAER. EENEHER.

imC RIS FE/55A LLDP Y, FEEREAmPEAER, W mOEE. RARF. REmE. RE
B, EEtIHER.
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BEENTEN, BRE "SREE" > "LLDP" , W
MERSHE

PO R LLDP =&
pPoOE
~SiRRE Tx Interval |30 seconds
= MACHIHIHE Tx Hold 4 times
;;%LSFES% Tx De!a? 2 seconds|
»DHCP Tx Reinit |2 |sec0nds
« I EE R g
ENER ali%k TLVs
SR _ g0 & Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
__»IGMP Snocping SRAT
T | <= b v i
mﬁ 1 [Disabled v ¥
« B 2 |Disabled v ] [w1] ] v
= [FEMER, 3 |Disabled v vl v vl
«HTTPS 4 ¥ ] ¥
o0z : z

[l 4-9 LLDP EcE&E M

4.10 ¥ %1% (Loop Protection)

INEB{RIF (Loop Protection)IIEEIREREINT : MRBRHROHITERAMNAR. KAEE, BFALEN

IRt NBSIRERE, LARIROXARISEE. TAMINEEERFER, BEBXNRNHS N ARITINREE, 7
EREREREEMMGIIRT, ImOENEIFAEEEMY 3 FtIES T Xis0. XisAFICAE. XCHE,

EFEEEREN, FRE "BREE" > "WIRARIF(Loop Protection)” , 41T,
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HEESHE
VEOEE
rPOE
i 2EiEE
vEERE FRREER =E v|
= MACHHE% Transmission Time | [&
“VLANS seconds
pimCfEEs Shutdown Time 180 seconds
_PDHCP
TR
’ff;fm W | e | e [T
-ERPS . = Vi< v
»IGMP Snooping 1 ¥ [ZFERD Ml
=LLDP 2 W | =FEEO v| [F2E v|
VEIE 3 EErm v [Fa v
»QoSIE 4 M [EE&ED v [FE v
S 5 M [Z#EED v [Fa v
PRI 6 M [ZamO | [Fa v
B 4-10 AR EEN
At B ERIRBBIN T
S8
=2k AR BI5E NLB B3% FDB &8
B easE oIz NLB 483 FDB £H.
VLAN &#R B eI AT N E6IZEAY NLB 4B3% FDB 52HAY VLAN,
VID (1-4094) BpFEREREAHAN VLAN ID,
MAC bt EINEIZER NLB BEi%a& H#% FDB BRI MAC b,
0 BEERRENRO, BF "2 K, SReiwma.

BE "NA" R, EEETMER.
B ERT &R, BREFRANGER. BE RE" &H, EFMENEERER.

B MR &=, MBRENSRE

5 QoS it &
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QoS /2 |EEE 802.1p tERI—FISEIl, BERAITMNEEERNEENARETREIRE & e mitcRk—frg
U, W VolP (EEXMIMSGEERIK) , web RISNARERR, MHARSHNAREFEAIBIEN. HIHEEAERTLLA
123

BEmie, RARFEEAAEENEEER. SEAS MIEREO LE 8 NMEMY, XIS RN R
RUEIEE, FHRRXS RS,

BRI LB N ROE ) \ NI ERERMSRNG (J\NFRIRSS) .

5.1 im[] QoS 792%

SRR E B MmO S ECEIA 802.1p fLsek LUK DPL, PCP, DEI HER. M RIIBRLTRIFCH
0 (&EMKER) B 7 (&REMER) .

HETENTEN, B8E "QoSEE" > "wmH9xE " WF:
HRESIGE

b Y
R QoS AL
VO E Port | CoS | DPL | PCP | DEI | Address Mode
»POE * o v v e v v] | V|
[F=Xit 1 [ov] [ov] [0v] [0v] [Source V]
VSN 2 ov] [0v] [ov] [0V [Souce V|
inSﬂEﬁﬂa& 3 0v| [ov] [0v] [0v] [Source V|
u Uiy
-0 Policing 4 [ov] [ov] [0v] [0v] [Source V]
RSl 5 [0v] 0v] 0Y] [0V] [Souwe V]
-ﬁﬁﬂﬁ;ﬁ? 6 (0| [0v] [0v] [0 [Source  v|
R pla| el ey By [ V)
B 5-1 imAaEREEN
A EEF BRI T :

Controls the default class of service.

All frames are classified to a CoS. There is a one to one mapping between CoS, queue and priority.
A CoS of 0 (zero) has the lowest priority

The classified CoS can be overruled by a QCL entry.

Note: If the default CoS has been dynamically changed, then the actual default CoS is shown in
CoS parentheses after the configured default CoS.

Controls the default drop precedence level.

All frames are classified to a drop precedence
level.

DPL
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The classified DPL can be overruled by a QCL
entry.
Controls the default PCP value.
All frames are classified to a PCP value.
If the port is VLAN aware and the frame is tagged, then the frame is classified to the PCP value in
the tag. Otherwise the frame is classified to the default PCP value.

PCP
Controls the default DEI value.
All frames are classified to a DEI value.
If the port is VLAN aware and the frame is tagged, then the frame is classified to the DEI value in

DEl the tag. Otherwise the frame is classified to the default DEI value.
The IP/MAC address mode specifying whether the QCL classification must be based on source
(SMAC/SIP) or destination (DMAC/DIP) addresses on this port. The allowed values are:
Source: Enable SMAC/SIP matching.

Address Mode Destination: Enable DMAC/DIP matching.

BE "RE RHE, BR

TR,

5.2 i Policing

EEEENTEO, 58E "QoSESE" > i[O Policing *, tIT:

MRS5S
R E 1R
Fim O &
rPoOE
(=t
rEEEES
-0 Sﬂﬁ
= iR 2E
= 5] Policing

B ECE RGN

QoS A Policers

mlillEFEl EE | @B |
OO |== w
500| |kbps M
500| |kbps W
500| |kbps W

500( |kbps ™

=t
]DI:II:IDDHE

LI WO

[ = SRR P B (55 B

5-2 im M Policing IREEO

i F B 45 F o I\ Policing.
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. Controls the rate for the policer. The default value is 500. This value is restricted to 100-1000000
#E=(Rate) when the "Unit" is "kbps" or "fps", and it is restricted to 1-3300 when the "Unit" is "Mbps" or "kfps".

. Controls the unit of measure for the policer rate as kbps, Mbps, fps or kfps . The default value is
EA{u(Unit) "kbps".

2 (Flow Control)

If flow control is enabled and the port is in flow control mode, then pause frames are sent instead of
discarding frames.

BE "RE R, &

5.3 X210

ZATHEL,

EETENTEN, BHRE "QoSEE" > "NEH " WF:

HEESHEE
VOIS =
»PoE 2iE O [ v|
. a@ U
SR i O 1 W
~QoSRE =
w2 ]
=iROEE
w i 1 EER
= QoS 151
= FLE 4]
5-3 %[0 Policing iIRBE&EO
A EFERRERIN T :
) Eezi] ZAS ML SRR R 142 % (Unkown Unicast), #4144 2H#%(Unknown Multicast), '~ #%(Broadcast)
BH A FH B A5 F R
The rate unit is packets per second (pps). Valid values are: 1, 2, 4, 8, 16, 32, 64, 128, 256, 512,
LSS 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K or 1024K.

B "RE" &,

T AR,
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7 ZERE

—a
EE=ERS
AN STFHE S EFERERD,
EEBREUNTEO, 58F "Ze2ik8g" > "EMZFE" |, T

HEESHRE
PmOERE =8
»PoE
HER
VR e :
TSR A EEET
= EHEED =
T

B RE R, EXZATIEER.

6.2 802.1X

x*}ﬁm“‘éﬁlé’zl«y\fﬂﬁﬂﬁﬁﬁﬁ’ﬂﬁ N EFMEEATT BIREILANERIRSE. REBNEREMEAREEZIFK,
(BB ARESEREN AP EANEIEIELLR NS FRIBURETE.

|EEE 802.1Xhuﬁ:EMT—/l\Eﬂ:&DE’J?&)\I&&%‘JTHJ\M, L,LEZ‘?%F'E‘f‘ﬁﬂi)&iﬁﬂﬁ%%ﬁﬁtﬁiﬁﬁiﬂ’ﬂﬁ‘ﬁ Sk
BrLEARIFAN A FXIRERYAIE. MBI OIGRMEINRE RS SR TETES, XERERFEER
INEHR SR BRIE A — N RIETIALE.

IR BEMY FRIAIEMY (EAPOL) EZEFimfl RADIUS IAIERRSS 88 Z [ARHIAIEES., FALIERFPS
PFIEERIR, B—EFIREERISHRAVE MEO LAY, BTSSR EAPOL RUISKAH— MM, Z i
EXISHANBIN B IR PIRMUBMDIRE] (FLAAFR) | MRTUSIEXEERE AL RADIUS, RADIUS K&

WIEXEERHAEFImRE—MEREHIEERY. RIEE im0 RADIUS fNIRE, EFALUEBIXMAILELT
MRFAEAIAIES .

RADIUS HIRIERBE A H—MERTEREHRSL. INRINEAINEIIS S AFRFBEME, B8, XMED

FAIAE EAP RIS SRS,

BT ZORGHENES
AETERODEEST, —BERREAIIBITAL, RORMTARRE, WEixEO EREHNEERE
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BAZnhatREEZIAESEERORVIERMURSHEM. Eit, MRERIZONE—MHENR, BiX
MEREE T ST MKIRE, RBELMER EE—MREESAENILMNER FRRREIREEEEET I ECEZ
i, B, EHSAZERE.

ET MAC HBERGIS =R T 5e 2R A 802 1A, BUENNERIIIE NERRECE "BE" &
M. sCECERRIEYIERO CRHENERSF—RIIRZERORNE, SMNEEROESUIEINERS S

BINIERIE, SN ZE I MEIEREN MAC itilit, HAHESIE—MBERN, XFEERSEIIIZE

EO ST TIE(E.

I HRFE Tim Y 802.1x AIE, FEXEALIEE 802.1x £FAIEHER, INEFXRREXIMYABEE. HE
AL ENRORAPRSH TIEN SEE, W HRR. 328FIKF. fE8E 802.1X, MAC AL,
EEEENTEN, BRE "R£&k&" > "802.1X" , WI'F:

MEESHE
R NASHCE
VkOERE EERIE
FPoE
VR EEN EE v
S BREEAE | [
« T EAEREE | 2600 #
802X EAPOLEEHS | |20 b
““CL E{LEE 300 0
pARF’#ﬁﬁu
PAAA == W [T
}QDS:&E Auly Sadin EF
B B mlii* — SRS ~“‘|| BRI | EHian
» ELs
1 [EEE v| eF=E | =FAE | =Tk
2 [EiEW v| 2B=R | =HAE | =Tk
3 [EEEN v| 2B=E | SEAE | SSmelk
4 [EHIEN v| 2EZE | =IAE | SISk

6-2 802.1X EeBEN
B "RF &, BIAHER.

6.3 DHCP Snooping

6.3.1 /% DHCP

DHCP ¥y 2 AAkaNSH EcRI ERRIMES IR, 40P ik, —REZFIFIDHCP FRENIP AU
LIS
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DHCP Server
DHCP Client =
= C—
==
ﬂ Ethernet j
' LE. .................................................................................................... »
P e 1.DHCPDISCOYER
: 2. DHCPOFFER
oo s *
T 3. DHCPREQUEST

4 DHCPACK

DHCP Client &HDHCP DISCOVER &R 4DHCP Server, &Client E—ERTIEIRIRBEI
EIfRSSE3A9MAAL, NEEADHCP DISCOVER #23Z,

DHCP Server Y{ZIDHCP DISCOVER R[5, RIE—ERISRIERESClient HECEIRGAIP i),
SRS & HDHCP OFFER R,

DHCP Client ZJDHCP OFFER &M /J5, &HDHCP REQUEST &3k, B KIRENARSSEEFHLY,
FESHMRS S I IRS ss o Bcttbilt,

AR55E3UEIDHCP REQUEST R, WIERIREETLASES, MERALUSE, WAEDHCP ACK
B, WMRATHE, WAXDHCP NAK #23Z, DHCP Client IgZIDHCP ACK #R3Z, FiFFIA(E
FRIRSS SN ERHISE, WIS DHCP NAK, MEE$#T A% DHCP DISCOVER 3837,

6.3.2 % DHCP Snooping

DHCP Snooping: =/IDHCP Fi#R, \@idxtClient fIARSSERZIARIDHCP XERSGHITERIR,
SCHIXS AP REETE, EARTDHCP Snooping #22I—N"DHCP $R3GHI8AIINEE, B SENERE
SCIIXSIREIRSS 2RISR, TAXIDHCP Snooping RIfEFZEIRI—LEAIE R THAEH T —LoiRez
1) DHCP Snooping TRUST [: EFDHCP 3REXIP RIRREIRICEER B, MWMmEE
EIEAIRSESEFIAFLEREIP FBRE, EFEEEEIIFARSSNRGFNEAFEENNER, 7
TR ABRSSE8H0IERE, DHCP Snooping BixOS AFFZEE!, TRUST AFIUNTRUST O,
REREERTRUST OULEIRIDHCP Reply 1832, MEREREUNTRUST CIDHCP Reply
R, XERAHEEIARIDHCP Server &R IZRENTURST O, EEOIgENUNTRUST
O, FAETLASCERG3EZDHCP Server B,

2 DHCP Snooping #BE#UER: 7EDHCP RBIIMEBELESHIAFFARIREIP HltfY
AR, FAFFAIZIP HEUEAMB(EREHELILER, HESSE—LEAERDHCP JRENP FIFEF
E TG EEE#HERMLZ, DHCP Snooping @3 Ei#RClient flServer Z AR EHHRSZ, 18
FBRPFEEZIMNIP ERLARERFMAC, VID, PORT., AN AZHEEEKR— NEFICERR, M
Mz —AN"DHCP Snooping RIFF#ERE, Ec&ARP #IHEESARP CHECK IhEERYEER,
MImiAZ=HI AR ERBIE R,

DHCP Snooping B XEIFIREHIDHCP RITHITEEMEE, ZRAGENDHCP #iR3, B
RAFPERHFEMDHCP Snooping 4#BEsiREMEMINGEERER. AT LMRERIIRSH
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INSIRIEEAIDHCP #R32:
1) . UNTRUST OWZEIRIDHCP reply #2352, B#EDHCPACK, DHCPNACK, DHCPOFFER

&
=Jo

2) . UNTRUST OWEINFHBEMNEER[giaddr]fIDHCP request #z3Z,

3) . fTFmac B3RS, JEMAC SDHCP iRXXHEHRIDHCP Client FEREDBIARRRIRI.
4) . FAFHIEBIETDHCP Snooping SFEEEE , (BRKOEESIREFEEDHCP 45
EHURETRIEEFRIHOEEA—EHIDHCPRELEASE #R3Z,

6.3.3 DHCP Snooping [ 224 16

YEDHCP M £ P85, B9 3 53 28 Al 380 F) — A 1) R A — S8 FH P R [ A8 50 fef P R A R 1P
A2 SIS IREUP Mk, Wi B &IP & S 80— H s S IREUP 1 7 B JCi% 1E &
FHMI%, MG 73 P 48 B FH RIS AR B 2, 5 i 2 4 T PN 4 RO Xk P DK, I DHCP sh#& 405 /e 4
% % {EDHCP snooping (13 #iE i il & A7 H P 1IP SREUE B, R TAHGER, I+
KM% A 0, AT EEHAAE =M, —F24541P Source Guard Ihfigtf &k F it
ITHBESRE, 5 MR EEIDAL (BIASARP /D , @i XFARP HEHIHEAT H P &
MR, 5 =44 ARP CHECK HIThAE, KXTAEH P IMARP G TSR E . HE: 44
IP Source Guard HREHET bl S8 i) /T S2 B R T PR 1], A2 HeALRE 8% SZ KR (DHCP F P 4L
HAMR, S50l LA 2, w7 Ag B A2t Iey2: 78 i A 44 28 T 1T /S B 1E 13 FH X 4% 2
%, 1fifE DAl ThEERT, BT Fra MARP ) SCHR T ZE CPU B R FIALEE, Fif L2 /™ B 5400 58
BHLIIMERE .

Fif#DHCP SnoopingfIP Source Guardhli- 455 i< R

IP Source Guard IJRE4Ed — /NP JEhk 2 22, w3 2 R i 45 Elips mac]i & il
iR I, R Auvrx B H P N2, H 25 E1EZ% (IP&MAC Source Guard LB & 17) -
DHCP Snooping i % DHCP M EHR, 4597 — MNP IP INEEE, JRRZE8ER RIS IP

Source Guard IHRESE T RLIE, MR H| K A8 DHCP SREUP ) 7 A REfg 45 2%, AT FE.
1EH P RAEIP.

TN TDHCP g RZXTIP k3t A7 198, A RedtTARP $oCpyid g, B LN 138N 2 41k,

B IEARP 8% im) @, %F-T-DHCP 485 W 74T T ARP &iEtife &, #2158 2% (ARP Inspection
BLE &) .

6.3.4 DHCP Snooping it &

B "ZLeEE" > "DHCP" > "Snooping” , AIEEIMENIAIY DHCP Snooping FLE , TR
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EREEPO EATHEH], 7= F M
~ =25
5 :
rinies DHCP Snooping Bi&
s CPUTE H i
_|p1‘§é?§h | Snooping & | |D|Sal::¢ed Vl |
A=k
« iFHRE
= MACHHE mEL A
pVLANS
pim] wa| B
MLACP i bk
« B {24 1 |Trusted W
- EEES5H0UIA 2
e
e :
4
= SNOOpIng 3
Taok :
= ERHER

AIECERYFRRAN T A :

T |Trusted W

6-3-4DHCP Snooping FrEggs5]

3 1388

DHCP Snooping &=

[EF3ELEEFE DHCP Snooping,

IR

Indicates the DHCP snooping port mode. Possible port modes are:
Trusted: Configures the port as trusted source of the DHCP messages.
Untrusted: Configures the port as untrusted source of the DHCP messages.

BE RE RELENEN.

6.4 IP&MAC Source Guard

IP&MAC Source Guard 4EfR—NR 1P MR MAC S5EHUERE, [P&MAC Guard 8] LAFEXS RZAYER O _EEAHRSOHTT
EFR 1P 10iRE MAC RUIRIGEIE, MWMERERBIR IP IIE MAC 4FEEiRETFRIEA A BEEE M.
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FFaILAE R iRigim OB,
EEENEO, BRE "LLeEE" > "IP & MAC Source Guard” > "mOEE" , I FEFR:
HEESIGE
A IP Source Guard fif&s
VRORE [#83% | [Disabled V] |
rPoE
s
~ TR
= SR
« 802.1X 5 -
= Ports Port | Mode | Max Dynamic Clients
= Rate limiters 5 |¢:-; v||=::=- v|
e 1 [Disabled v|[Unlimited v
[~~TPEMAC Source 2 |Disabled || Unlimited V|
G 3 [Disabled V|[Unlimited v|
'Eﬂiﬁ 4 [Disabled |[Unlimited v]
b ARPHATI 5 [Disabled V|[Unlimited V|
AAA 6 |Disabled V| Unlimited v|
b QOSTE 7 !Disabled v!!umimited v!

6-4-1 IP’AMAC Guard im[igEE0

AIECERIFERAGITARAT |

S8 ki)
2EtE %R B EHEEER IP&AMAC Source Guard,
7 Mode EFimO/ZAEER IP&AMAC Source Guard,

Max Dynamic Clients

ERESIENRAZFEE, v Unlimited, 0, 1, 2,

BE "R R, EEETMER.

6.4.2 BRI

FRFPALELTIiEE F TECE [P&MAC Guard 4FERIKTepkin L BYZHITORE.

EREENEN, BBF "REEE" > "IPAMAC Source Guard” > "EFSEI"

. ANTFEFTR:

62



ON\//

BEPOERTHAH] i)

:Eﬁifgf 575 IP Source Guard FEIn
pinIERE Delete | Port | VLANID | IP Address | MAC address
»POE ] 1 1 1921682150 00-00-00-00-00-11
[F=E 1y
ORI

« HEER

- 802.1X | &z || =8 |
bACL

»|PEMAC Source
Guard

-HOmE

= TSI
FARPIEI
bAAA

6-4-2 SRR EEN

AJECERIFERAGIARANT :

285
Port MANEEYENEO ID
VLAN EINZEESIER VLAN ID
IP bt EINFESIERY IP ik,
MAC bt BINTELER MAC HBik,

B "NINFETRIT &5, RIEMARSRIRIIHSRE
B RE RE, MAZEK,

6.5 ARP Inspection

IP&MAC Source Guard 4EF—"NJR 1P INR MAC SFEEUERE, IP&MAC Guard AJLAFERS R ATIR ] EENIRSHT
EHFR 1P 10iRE MAC RUIRIGEIE, MWMERERBIR IP IIE MAC 4FEEiRETRIEN A BEEE M.

RRPALAELE T migin B E,
BEANEN, BRE "K2EE" > "ARP Inspection” > "igAfKE" , M TFEMR:
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HERSIGE
s ARPHERIfCE
ViROmE [#& ] [Disabled V]|
rPOE
VB | FEREELRS |
vIeEH
= SHHED
= 802.1X
pIPEMAC Source ] #&* | CheckVLAN | Log Type
S 1 [Disabled | [Disabled V| |None V|
- ARP Inspection ; z
g 2 |Disabled | |Disabled | [None /|
T 3 [Disabled v| |Disabled | [None V|
= S EIR 4 |Disabled v| |Disabled v| [Naone V|
n EERIR 5 [Disabled V| [Disabled | [None V|
i 6 [Disabled | [Disabled | [Naone V|

& 6-5-1 ARP Inspection iR E&EO

AIECERIFERAGITARAT |

24

LR RS BRI ARP Inspection,

i Mode m B AEZEA ARP Inspection,

If you want to inspect the VLAN configuration, you have to enable the setting of "Check VLAN".
The default setting of "Check VLAN" is disabled. When the setting of "Check VLAN" is disabled,
the log type of ARP Inspection will refer to the port setting. And the setting of "Check VLAN" is
enabled, the log type of ARP Inspection will refer to the VLAN setting. Possible setting of "Check
VLAN" are:

Enabled: Enable check VLAN operation.

Check VLAN Disabled: Disable check VLAN operation.

Only the Global Mode and Port Mode on a given port are enabled, and the setting of "Check
VLAN" is disabled, the log type of ARP Inspection will refer to the port setting. There are four log
types and possible types are:

None: Log nothing.

Deny: Log denied entries.

Permit: Log permitted entries.

Log Type ALL: Log all entries.

BE "RE R, EEETMER.

6.5.2 yan R
BEANEN, BHE "K2EE" > "ARP Inspection” > "VLAN BiE" , I TNEF7:
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BEPOEAZ ]

7= b

MBS
HeliEE 1
PRI L
pPOE
=1k
~HeflE
=« TREEE
= 802.1X
PACL

pIPEMAC Source
Guard
wARF Inspection
u it 1A
. VLANIEE
= TR
= EfFEEIN

VLAN &=

| =@ |20

FZHE.

Delete | VLAN ID | Log Type
il 1 All

&z || == |

6-5-2 ARP Inspection VLAN i&&E &M

AIECERIFERAGITARAT |

2 1iH

VLAN ID EF VLAN BJ ARP Inspection B &

Log Type FimOEAEZER ARP Inspection,
Specify ARP Inspection is enabled on which VLANS. First, you have to enable the port setting on
Port mode configuration web page. Only when both Global Mode and Port Mode on a given port
are enabled, ARP Inspection is enabled on this given port. Second, you can specify which VLAN
will be inspected on VLAN mode configuration web page. The log type also can be configured on
per VLAN setting.
Possible types are:
None: Log nothing.
Deny: Log denied entries.
Permit: Log permitted entries.

Check VLAN

ALL: Log all entries.

BE "RE R, EXZATIEER
B "RINETSRE" R, GIEHRY VLAN BE,

6.5.3 #ARM

FBFA LA TaiEid FTECE ARP Inspection 4BERIK TR AYIEHIZHEE.

BEEIEN, BRE "REEE" > " ARP Inspection” > "SR , MTEFR:
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:ﬁgf #75 ARP Inspection &

VROIERE WiEE [ %0 [ VLANID | MACHERE | IP HEhb

kPoOE ] | 1 00-00-00-00-00-11 192.163.2.150

(=Rt

~zens
- BT

= 802.1X 2z || ==
PACL

pIPFEMAC Source
Guard

- ARP Inspection
= iR OES
= VLANGTE
- BEER
= 75T

& 6-5-3 gFSRINRE RN

AIECERIFERAGITARAT |

24 15t8A
Port MANEEYENEO ID
VLAN BNFEHIER VLAN ID
P it EINFEL0ERY |P ek,
MAC bt BINTELER MAC HBit,

B "MIERE" R, RIERARERRINES
B RE RE, MAXEK,

6.6 ACL

ACLs BISFRAENIZHIFIZR (Access Control Lists), tBARAIGAGIZR (Access Lists) , fBFRA
Bk, EERISRYIATRZ IR, ACLs BitiE N —LANIR RIS 0 FROSERIRSL
HEiTES: RTEERESR. REEGERISERE, 1L 7A%E ACLs #1 QoS ACLs,
SEURRH TS ISR ARSI WS RROB R EIREATEEY, REIMESHNERERFERNESE. &2
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7= b

ACLs EEERIE

1B, RFECEZME(Conditions) REETIFH

I MBIRERIRIEBTD K

Jig, FMEEZOMASE B HREIERE T

I (Permit)ifEEF (Deny).

RRIEN, e ACLs AT EHBLEIERAIFNMZIREET, Qos RERIHXLEIERIITNH

TR SR,

ACLs B—ZFIRIRINERY, FAIFRZ NI HIFIZRTRIN(Access Control Entry: ACE), &4

BNEHI5RRIERHE T # B %R IAY P EC R R T .

TBEFIRMN BT LA XIS RAvRIEIE, Bisitiit, EENEER

661 ACL %DE&‘E

PRI LR 448 ACL RS

BEEEMNEO, BHRd "RLei&" > "ACL" > "Ports”

MsBSIEE
HeEEETT
rimOEREH
»PoE
=Et iy
~ReFR
« SREETR
=302 1X
wACL
= Ports
n RETE Ilmlters

= Access Control
List

. AITFEIRR:
ACLin[EE
wO| a0 | A [ RS0 (NSem| 56 | B | X6 | K [ i8S
Disabled N
‘[ e v EVpa |V -
Port2 V¥
" Disabled ¥
1] 0| [#FE V] [ElE V] [Port1 [Eikv| [EIE V] [BE V] [#F V] 0
Port2 ™
2 | 0| [ v] [ZLE v] [Port1 Bk v| [BIE V] [BE V] [#F V] 0
Port2 _ v
3 | o fFrv] [EEv] EEV] EEV] EEY] [REFY] 0

& 6-6-1 ACL i Dmx%@[l

AIECERIFERAGIARANT :

24

oHE

=l
A FRmzZinAFERRE.
/;&Q@ieTlZlﬁﬁD JJ:*SHEI}I E TI

TeRE=PRH 1D

ImO4PEREZRRH] ID(Rate Limiter ID), E{ANl Rate Limiter BtE&.,

i EEM(Port
Redirect)

Select which port frames are redirected on. The allowed values are Disabled or a specific port
number and it can't be set when action is permitted. The default value is "Disabled".

=& (Mirror)

Specify the mirror operation of this port. The allowed values are:
Enabled: Frames received on the port are mirrored.
Disabled: Frames received on the port are not mirrored.

The default value is "Disabled".

HE(Logging)
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7= b

%7)(Shut Down)

Specify the port shut down operation of this port. The allowed values are:

Enabled: If a frame is received on the port, the port will be disabled.

Disabled: Port shut down is disabled.

The default value is "Disabled".

Note: The shutdown feature only works when the packet length is less than 1518(without VLAN
tags).

Specify the port state of this port. The allowed values are:
Enabled: To reopen ports by changing the volatile port configuration of the ACL user module.
Disabled: To close ports by changing the volatile port configuration of the ACL user module.

K& The default value is "Enabled".
HH#(Counter) Counts the number of frames that match this rule.

BE "RF R, EEETMER.

6.6.2 jm# (Rate Limiter) BEE

FAFRTLATE TR 4m4E ACL IRZRHI(Rate limiter)ECE

ZEAIIEN, BRE

HMEESHGE
(3 B =g Lt
PiROIET
pPOE
X1k
~ e
= BEEH
= 802.1X
wACL

= Poris

[ e iers |
= Access Control

List

"ZeEdE" > "ACL" > "Rate Limiter” , 1 FEFI<:

AeEACLim1iE=pRH
PRIFZEREID | FE

‘e

=]

1=

7]
<

=
&
<

=
B
[47]
{

=l
p=
[F7]
£

=l
@
<

@
£

d |k |k |k | |k |k |k

=] @ N = W R =

= ||
o |2
7]
{

& 6-6-2 ACL Rate Limiter i®&2&0

BE "RF R, EEETMER.

6.6.35ccess Control List iE

PP LAfELL TR h4REE Access Control List BRE

ZEAINEN, BRE

"ZeEE" > "ACL" > "Access Control List” , W0 FER:
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BEPOERTHAH] i)

i B _ ez

MROmE Aﬂlmmlﬁﬂlﬁlmlﬁﬂﬁﬂlﬁtﬁﬁlﬁﬁli%ﬁ
pPOE i
(=21
~ Tl
= TP
= 802 1X
wACL
= Poris
Ratellmlters

= Access Control |
Lt

& 6-6-3 Access Control List iR&&O

BaE "+ 3R, HNYREE Access Control List,

7 RG22 W

7.1 Ping izt
Ping 2—EFF, ER1% ICMP Echo SURERIREEN IP b, BRTTAXIMAIRH, L& HNEIROHTE

N,
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