ONV/

BEPOEAZHAH] 72 i

Web tic & Ff

ONV 324l

I =B

FERMBRAT©2010
FERMBRATNRINAE, FHREXIAFMRAEER—INE,

KEEFENAERATIBEIFY, HIARELMEEA SRS EAFHANEE
BoHITEH. BR. &, B EE. BEREMES. SHESEsBTE
Fi&.

Gyl

AFIHAIEINAEEHE, HRTUEEN, BABTEN, BHXRERAT
MUSRHHIRIIES. ARTERSAFHITERDREEATERTSE,
EXTAFMPRIER. AEREEER, DURBLSHEUREIIRE, A2
B RIERIE,



ONV/

BEPOEST ]

;ﬂx

[m]
AR

Fit

[ . —

Ell=

APEGTIIARIEE

® MR T2

o RAHETAR

® [MFEER



ON\//

BEPOEST ]

7= b it

ETICR:

RS

=k

[

V2.1

2017.08

EINSAEB R FITUE

BN RN B

IEIN=E&SEHS IPV6 BB

&2 SNTP 9 NTP, 1ZiNXigE

1#h0 SNMPv3 B

140 POE RS

#10 MSTP Bt

EhnEeALEIEIEYE (IPMC Profile) F2E

, ¥EI01PV6 MLD Snooping Ec&

10, 1EHORESR 1 KiEXR, IR 2 ERERELME

kom\lmkﬂ-bwl\)—\ﬁ‘
~ 0~ ~ ~ ~ ~ ~ ~ [|/7




ONV/

BEPOERTHAH] = i

I S v eeeeeeseeee s e es ettt sttt e e E R E AR h e R bbbttt e 2
L PP EIMEIZR oottt sttt s s s 7
L T BT N ettt 7

2 T o 7
T WD B T BE ..ottt ettt 9

1.4 FET WED [T T TH oottt 9
T.5WED TIHL...eoveiieeeeeiiiei ettt ettt b et s et s s s s ss s e st ese st s e s et es et s esesese s esesesese s s eseseseaes 10

2 PR T .ottt h R R e R et ettt 11
2 A P BB .ot 11

22 NTP BLER. ..ottt 12

2 B BT IR B ..o 13

2.4 FIREBTER ..o oottt 24

B T I TIE B oottt 25
B TR EIBCER - vveveeeeereeess ettt 25

B2 BB oo 26

3 2 L BB R IR B oo 26

3.2, 2 LACP IR e 27

B B R B R IR oo 28

B BRI IR B oot 29

B POE......oooeoceeeeee oo 32
B0 POE TR oot e 33

4.2 POE T ..ot h ettt 34

BB P OE R S e ettt ettt ettt et a e et e e et et et e et et et e ete et et eeteaeees 34



ONV/

AEPOEZZHAA 7=

B TR I B vttt st 36
LT IV I | SRS SURRUSUSRIN 36

B 2 TR BB ... veoveocve e 38
5.2 L T T3 2 e 39

5.2, 2 T LT T e 39

LR T I TSP SUPTUTRR 40
5.3.L STP R TR B v evreer ettt 40

5.3 .2 MISTIIMAPPING .ottt ettt ettt e e e s a et e e s e e anbe et e e e e e maneeeeeesesmsnaeeeeeeennnne 41

5.3 IMISTI PriOTI IS . eeeneieeeeeee ettt ettt et ettt e st e st eessne e e snnneeeennneeesannneenas 42

5,34 STP UG LTI ER ..ottt s st 43

5.3 G IMISTI POFTES. ettt ettt et ettt et e et e et e e eneeeeeeeeeeeeeeeeeeeeas 44

5.4 MAC HIEETRZ ... 45

5.5 IGMP SNOOPING ... ettt ettt ettt st eb bttt be e s et ae b ae e e eaea 46

5.8 IPIMOC PrOfile.... ettt e et et bttt e st e st et et e e bt ent et e aeene et e e nne 49

5.7 IPVG IMLD SNOOPING. ... euteutetertiieieiteieetesteteit sttt ettt sttt ettt sttt b ettt et be bt e st et eseebesbe e eneebeneens 50

LSt S T TSR 52

LR I I | TSRS 55
5.10 FREEARA(LOOP PIOTECHON)........ovieiveieieeiecieieeieieeie ettt 56

B QIOS BT B ... et h et h e b ettt 57
6.1 THET QOS Z3ZE oot 58

8.2 UT] POICING .. 59

B.3 JXUBRIIEL. ..ottt 60
TR E oo 61
7L BB ED ettt ettt ettt ettt ettt ettt ettt 61

7.2 802, T X ettt 61

7.3 DHCP SNOOPING......oiiiiiiiiiciici ettt 63

7. A IPRIMAC SOUICE GUANM. .. .eeiiiiieiiieiiieniteeetee ettt ettt ettt ettt sate e sabee et et e et e it e e saneesaneesaneeenneeenneeesaneesaneens 65

7.5 ARP INSPECTION. ...ttt et et e e ettt e e e e e ettt e e e e e e aabe et e e e e s abbbeeeeeeeannnreaeeeeans 67



ONV/

AEPOEAZH#EATL 7=

T8 ACL ettt ettt a et s st a st s et et et et et et e st s ene s enenee 70
BRETEIT ..o AR 73
SR T = SOOI 73

8.2 ZRIBRTIM ...ttt 74

B3 TIPEER .ot 74

O BRIEIEFT ... 76
9 L BBEER D oo 76

9 2 R AR B oot 76

9.3 BRIETFZR oot 77

B A R I B R ettt ettt s s 78

BT 2 B T T B AE TR oo e e e e et e et e et e e 79



ONV

E26EPO EATHEH] = i

1.1 P

IPS36 R mE—mtee. SN SHERTRIR O =B, ZRF - meE
IPS36248PFM #01 IPS36168PFM —FX™=f, |IPS36248PFM #2{# 8 & 10/100/1000Base-T(X)LAKM RO,
4 & 10/100/1000Base-T(X)LAKM#ZE. 4 & 1000Base-SFP/10GbE SFP+3¢[, IPS36168PFM #24i 8 &
10/100/1000Base-T(X)LIKKIHtEEREEC, 4 B& 10/100/1000Base-T(X)LAKMEO. 8 BETFIkIeEO(HF
10/100/1000Base-T(X) 485k 1000Base-SFP #21) LAK 4 & 1000Base-SFP/10GbE SFP+3%,
FUIEINIRS T WS EIERIEININEE, IFEES AIEMESAINA.

ZERFIFTESFF IPVA/IPV6 UL E, SR EEINEE, Hl0: POE Manage, MAC Table,
VLANs, Port Isolation . Loop Protection, IGMP Snooping, MLD Snooping . ERPS, DHCP client,
DHCP-snooping. STP/RSTP/MSTP. 802.1x. QoS. ixMA%f&. LLDP. E&#&SEEH. NTP &, #5128 %
SIS, SUFEA QINQ, NAFRMSTENBRSSE, BRNZESIFmiEsdF SNMP v1/v2/v3(Simple
Network Management Protocol), CLI §5$17. Web W&, TELNET NEESD, FREFEEESE, B
BIECSIGIEAY ACL =HIThaE, FOIETIRE, (HSEEEMNRE,

ZZRFFmfEE FCC, CEfRE, SIFF 1 BRmEBIREA. 1z mEAAXE. TIRit. setgiEn-
40°C ~ 75°CTIRRESCEME, REBHESTIUANIER, BABINLIAMIERRHAISE, SFMRSE.

1.2 FEeFIE
> 4% IEEE802.3. IEEE802.3u. IEEE802.3ab. IEEE802.3z. IEEE802.3ae

> IPS36248PFM 124 8 & 10/100/1000Base-T(X)LUKKIMHEESEE, 4 B 10/100/1000Base-T(X)LAK M=
M. 41 1000Base-SFP/10GbE SFP+3¢[

IPS36168PFM 124t 8 & 10/100/1000Base-T(X)LAKM{HEEIE. 4 B 10/100/1000Base-T(X) LAK M1
. 8 BFIk3eEO(ZHEF 10/100/1000Base-T(X)M4&#z 8k 1000Base-SFP #Z[1) LAK 4 B 1000Base-
SFP/10GbE SFP+3¢£[

>  X¥F V-Ring RMTREFFAR, WEHFEE @Rt E/NF 20ms
> Sz POE 218, 7i% POE e ER. ERFA*
> 375 IGMP Snooping . 3ZFERSAREIIEF] MLD Snooping idiE

> 37#5 DHCP Snooping, FiLlE ARP Id:, Ei% DHCP RSB EERUEANSIGE
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§F NTP, fEFLERELSRLEATIE

¥ SNMP v1/v2/v3 EERREETRINMY

X#F LLDP $EEERIUY

XFF ACLINRE, 1ERREERNEEEZS

3743 IEEE802.1P QoS IhAE, HEANMLRiaEM:
XFmORE&INEE, ETFELER

XIFEGON, ETFIR aENEKE

Sz4% STP/RSTP/MSTP, hnmRiaEtt

3743 IEEE802.1Q VLAN . IEEE802.1ad QINQ EFMLKZIMK!
4 802.1x i IAUERD mac HEUEANE, 1E5EMKL et
XIS =B K

S TERESBE-40°C ~ 75°C

XFFFIERESTEE-40°C ~ 85°C

XIELNE. TWgigit, NEXRERIT
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1.3 &R Web &1z

ENREES (BLEAERITEN L) PRNRERY P BT eI XAt TSR, tik=Pay URL #&308:
http://xxx.xxx.xxx.xxx, EHH xxx ZRAIEIHEHAY 1P ik,

4

SEHEIMERIAAAEEN, NTAR.
Windows Security R — ﬂ

EECEAUALT IP b 192.168.2.1.

The server192.168.2.1 is asking for your user name and password. The
server reports that it is from 24 GF-4G,

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure,

“JSEFFIEFI'IE |

|F'.azw.-‘u:ru:l |

7] Remember my credentials

| ok || cancel

B 1-3 ALK EZIREL

"FF&" Jadmin, "Ef3" J9system, WMINFERE "OK" , FJFETF Web EERIAFFRE,

1.4 2F Web B A R1H

AR RERE T AREENEEENNLERE, AIFRPEEERESRHT ARSI TE R G,
TEERTRFRRE. BRPAESKR=TRENXE, NTER.
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2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 B == E
T por o ol ol ol ol ol ol ol ol il sl BN DN
o --"-' Ty EHEENE EBEE w.
RUN 1 3 5 7 a : b O [ ARG o B st 25 271 20 A 33 35 Consolfeset
MEESHE [y i
=zl RIS i3
s BEES E R i |
FRORE REiEE
»POE AFET FY AR AREERAS
= ENMSESHRE Website: http:/fwww onveom.com/; Phone:86-755-33076606
o MACHihE 9a-86-03-
rQoSigE Tme
b ISR System Dat 1970-01-01T0D:39:47+00:00
ystem Date
»EGERP System Uptime 0d 00:39:47 (=3 )
Software S~
Software Version V2.0-ONV-20151010
Software Date 2017-07-18T700:02:22-07:00

1-4web ETHERE

X ia; Ihee

X1 1 T LOGO, iRy PoE LA Link THRIRZ, HEasiDHaLAR AL A

X2 | SEEERRRRED, fEEPAIBEESR RNk, BTVERRERE,

RIERAPEER(XE, 2), BEAEX EEMEEHIERE, ZXIH AR B E SRS
X4 3 EDiE

1.5Web TI[EHE]

LAFEY web NIRSERZINWERENN, 2EF—1MEREN. BABFSMNEBRHERRINE

SRE,
TERZ web FREFRIEZE4IFIZRMGER:

EEERE - BRUELESKBE TEEAERS TIFRE.

MEERE - AELER D PR ERIIEX NS EETL.

imOECE - AIELER D PECE AR AR AR I,

PoE - BFRAIEIE S PEESEE A PoE BXREESIRE.
BREE -AFAELERD FECETRAIER L2 BRI,

R E - AR D PEE AR R SRR,
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QoS EtE -FAFA7EILER D HECEITHEIAY QoS XL,
RIiZlT - B AITELER D PECE AR ANISHTR R I,
RGP - P A ELLER D R ECE SR LA R ST E PR KA I,

2.1 IPFc&

A

'S
\; 25 ZRIEHLAOH BRI 1P HBAE 192.168.2.1, FRISES 255.255.255.0(24)

BE WEER > "IP" BROTEO:

pInformation & Status
w Network Admin

IP Configuration

=IF Mode 'H_ost v
':EH DNS Server | Leoc S o v
= Timezone [Router |
»SNME DNS Proxy ||
= Syslog IP Interfaces
pPort Configure
IPv4 DHCP IPv4 IPv6
L it ! L !_E:'::EE: -Ealtaetl-Cumentlozce ! Addrocs LMockLonzth ! Addracs ~MaslkLlongth
pAdvanced Configure = = = - m
» Security Configure L} 1 i 19216822 24 2001: :1 64
EHoS Cantiigs Add Interface
pDiagnostics
»Maintenance IP_ Routes
Delete | Network [ Mask Length | Gateway [ Next Hop VLAN
Delete_ 0.00.0 0 192.168.23 0
_Add Route

Save || Reset

2-1 &% IP LAK K Router Bt B itbingBEEO
LUTAXTF IPIRERRIBER:

58 izl
TR A% Host # router
7] 1% No DNS server,Configuerd IPV4,From any DHCPv4 interfaces, From this DHCPv4
DNS Server interfaces

DNS Proxy DNS X
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BOBR ETRRGEOBR,

VLAN NS 3SR TAEFIEERY VLAN,

IPv4 DHCP -

SNERfARE, MIZR7R1Z VLAN £ OFF IPv4 DHCP client, sIZS3RENAIEAAY
IPv4 sk, BNRAIHEAATES IP BCE

F 158, "I =IEIT DHCP SR IP it RO AERTIB) (SR 97D),
0 FRAKAEERT.

A0 IP ik, ZR7~E@Id DHCP FREXEIRY IP ittt

IPv4 -

IP ittt FAFEIARIEFES IPv4 i,
IP #8585, FFREIARIERE IPv4 FRIFEHT.

IPv6 -

IP ittt FAFEIARIEFES IPV6 i,
IP #8585, FFHEIARIERE IPv6 FRIFEHT.

IP Routes -

BRIMER, FFBABRIMER IPv4 itbit,
IP #8515, FAFEANERS IPv4 FRIHERT.
T—Btblil, APEAT—5 IPv4 itbit

BF "R TLCIEFIEE VLAN 5 IP itslit, B RE SEXEM.

Y.

ERCIRNEAREET VLANT, IRAFFEFEAEM VLAN RIEIEAIA, IPARSEIE VLAN &R
FRTAINZ VLAN, FREBEXEOIMAZIZ VLAN, BISEHl vian ZERN=EE(E.

2.2 NTP fc&

BEERMEEAIENY (NTP) , 2EJEENESIS AN, BRI LEESTRAIREIRE.
ZEAIEN, BRE "WEEE" > "NTP" |, ITFEFx:
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MEESHE NTP Configuration
v [ EEEE
= Mode | Enabled ¥
« NTP Server 1 .282.12E'.2.1|]1|
HEEE Server 2
=S
»SNMP e
g% Serverd
PiROIRE Server 5
pPoE
FEREE Save || Reset
e ST
FOoSiEE
b SIS ET
L=tz
2-2 NTPigEHEO
A B ERFERAERAN T :
S8 li)z
e (R R L3R (Enabled) 8522 (Disabled)NTP,
NTP fR55 25 NTP BRS32860 IP dtutik, NTP(SEISMNIZERSSEHIRE, TESSA NTP fRSSEE.

B "R REEZATMHATER.

23 WXIRE

HXIRE, BETREMEREEIENEZRE. BRALERERRIAIREIRE.
ZEANEN, BRE "MWREE" > "HKIRE" , WTEM:
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HEESHE

> RHEE
=lP
= NTP
HEES
FSNMP
" H#E
FisOELE
rPoE
rSREE
PEEEEE
FQOSIET
RS
P EERER

FaNKgE

G| ==

AIECERIFERAGITARAT :

2-3 NTPigEEO

HXigE

A\ FEELHIATEL,

BE "RE R

S ATHATEE L.
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2.4 SNMP &
EERMNEEENY (SNMP) RITATEEMIEEMNERIRE. SNMP 2iFREEER L RIEEFIENMX. HKH
2. IIIHEMKIREAIRE. £ SNMP RRIERL. A BWEAIERST. s MaErta
MFETERIRR,
3 SNMP (U EIRE, BT —EERS LAMIE ARG (XEMIE) . SNMP REBFER—EMENX
RIZE (IEEMR) REFNEERE. EEEEE (MIB) MXEMRHITENX, WE SNMP RIFREHT
EREFIEE. SNMP BRIENX T MIB FUSHIEIEZ S FrARRIM,
Bal, &&HHY SNMP Agent 3735 SNMP V1 higA, SNMP V2C 1 SNMP V3 fRAK, FEIRAH SNMP A
B RMNESIREFRM T ARERINZ 2K,

£ SNMP R v1 #v2c Hp, R "HEKRFRE" BTRAPIALE, ZFFFRERUERINEE. imimAF SNMP &
FRRERFFNAZHRH, SNMP R ARV RIAZ T, (HURBIRIEREI SNMP EiEEEISH2IE (F

) .

HEAFTF SNMPv1 ] v2c EIRGEIRTERINBNALRRFAEE
1. public - RIFZNETRILRIEI MIB MK,
2. private - RIFFNERILRIESHIER MIB X5,

Trap (EB

Trap (ERBTENNESER R LR ERNS G, XESHTRERTE, WNER (RALTREXER
M) , HERMES, WEMREHE. IEFE trap EREIFRIETNE trap EEEKE (IMEEE
&) .

EARIRY trap BIRAIERW. FEFNSEEFNQIAERIRT trap ER.

MIB
LgEEIREEE (MIB) izt 7 BT EEHMER. STIRALERRER MIB-Il EXEEREFEER, Fit,
MIB SFSRIEATHAFE SNMP BRI ETRAR{FIEEN,

2.4.1 SNMP %88
ALABAEZA SNMP £818&, B "MEEE” > "SNMP " >

"RFIRE" , BUINEQ:
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HERSHE SNMP System Configuration
v PEEEE
ulP Mode Enabled
= NTF Version SNMP v2c
"HEES Read Community | public
vl Write Community | private
" EHAE Engine ID 800007e5017000001
= TrapS5id
= Communities Save || Reset
= Users ]
» Groups
n Views
n ACCESS
ol = Fr
& 2-4-1 SNMP RFIgERO
BCEFERAVIRBBANT:
= s
SNMP &= [EF(Enabled)sf#& %&£ (Disable)SNMP Ih&E
TS i T 75 HL1%E 3 SNMP v2e B SNMP vl B SNMPV3 A

Read Community IR |90 VR4 AL S BRGSO MIB X %, BRIAZFRA public

Write Community BWR |0 ACE FRuE S 2 S A EE I MIB X %, BRIAZ XN private

BE "RE SENER.

2.4.2 SNMP Trap £4

FIF AT BURS PR FSRIEHIAY SNMP Trap STRIIEH1 SNMP AE Trap S22

ge. B "WEEE" > "SNMP” > "Trap H4" , BruIT™EO:
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HEESHE
SNMP Tra
- SJiTw=1
u [P
a NTP
XS Trap &R
- SNMP Trapi&=l, Disabled ¥
CEREE TraphR# SNMP vZ2c v
= TrapSd Trap CommunityBl{& Public
= COommunities Trap EROIPHEHE
i TrapEMIUDPIE1E 162
i TrapiB /N = 8 Disabled v
= ACCESS Trapi@AlIR ZEH(F) 3
»BE TrapiBal/NE S5 E 5
FiEOEE Trap Probe Security Engine ID | & \
#PoE Trap Security Engine ID
P EMES Trap Security Name \
Lie SNMP Trap 54
FQOSIEE
P EEIAHR i = |l Warm Start Cold Start
P R Linkup ® & ViEEmd © Framl
EO *Link down ® 75 O EEml] OB
LLDP ® F O iEEmd © FrdAmid
AAA = L AIES
Switch | | |- || STP RMON
F=E | E=E
2-4-2 SNMP Trap i8B& O
BcEF AR T
S B
Trap %R SNMP Trap f95I#
Trap &=, {&E8E(Enabled)ak& 2R3 (Disabled)SNMP Trap
Trap higAs ZAHEH 33 SNMPv1, SNMPv2c #1 SNMPv3
Trap Community BFl{& 182 SNMP Trap RIFIAZTR

Trap BAY IP bk

1872 SNMP Trap fRSSEEH IP itk
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Trap BfY UDP 2 185 SNMP Trap fR558869 UDP i[OS

Trap B/ RIEHER {8E(Enabled)aE 2R (Disabled)SNMP Trap {@A1/ME 1H3

Trap A0/ &HBAT (FD) Trap BRI/RZ BIEBRTAE)

Trap @/ R EEIERE Trap BRI/RZ BIEEIEIREL

BE "RE SENER.

2.4.3 Communities
B aIHERNEARSTR, Bt "WMEEE" > “SNMP” > “Communities” , SRUITEO:

PEESHE

> S
P Delete | Community | Source IP | Source Mask
= NTP W3 0.00.0 0.000

"EXiEE public 0.0.0.0 0.0.0.0

¥ ENMP private 0.0.0.0 0.0.0.0
s EREE
= Trapsit Add MNew Entry Save || Reset
Er— St Sl s
LSES
» Groups
= Wigwsg
= ACCESS

SNMPv3 Community Configuration

I
o

& 2-4-3 SNMPV3 i&INEAEO

BCEFERAOGBBANT:
24 Pl

Community BAEENMENRAREIR

Source IP BN IPV4A JRitEE

Source Mask N IPV4 /35S

B "RE SERER.
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2.4.4 Users

SNMP v3 3F USM (User-Based Security Model, EFFHFPHLSER) IAENE, MEEERTLL
REINERIIZIIRE. INERTRIHRSRESNE AN, BRIRERFaAE; NZENEXS NMS 7
Agent ZBRERIIRSCGHTING, LARHE . RAIAEFINZEDIEE, ATLLR NMS 0 Agent Z [BIHGERE
RHEENREMT,

FFa#hE SNMP v3 R, BiSENEL., B "WEEE" > "SNMP” > “Users” , EBRUOTEHEO:

HESSHE SNMPv3 User Configuration
v [ EE
«IP F User Security Authentication | Authentication | Privacy Privacy
=NTFP e Shgles ‘ Name ‘ Level Protocol Password Protocol | Password
R EEISE G00007e5017f000001 default_user MNoAuth, NoPriv None None None None
w»SNMP 500007e5017f000001 test v3 Auth, Priv MD5 DES
 Trap=it Add New Entry Save || Reset
= Communities
= Users
= Groups
 Views
= ACCESS
B
2-4-4 SNMPV3 FFRINEN
BeEFERAVRAAANT:
SH 15288
Engine ID EXIA{E 800007e5017f000001, EEiN{FAEIEHENAE
User Name BINFTE SNMPv3 HFP&R

BT FHISEEIERE NoAuth, NoPriv, Auth, NoPriv, Auth,Priv, =#in% 7=

]

Security Level

I3RS MD5 SHA InEiY

-

Authentication Protocol

Authentication Password | #A\JIZZ2255

Privacy Protocol @I T hLSER DES AES INEEHNY
Privacy Password WAINZZ

B "RE SENER.
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2.4.5 Views

R #hE SNMP v3 ifEfIME, BE "MNESHE" > "SNMP” > “Views” , B/RUITFEO:

MEESHE SNMPv3 View Configuration

v PSSR
«IP Delete | View Name | View Type | OID Subtree
= MTP default_view |included ¥ A
HEES v3 view |included v 42
»SHNMP
. TEEIE ~Add New Entry | Save || Reset
= TrapsEiE
= Communities
= Lisers
= Groups
= Views
s ACCESS

=B

[ 2-4-5 SNMPV3 fEZRINE

BeEF AR T:
S¥
Views Name BAERIZR
Views Type THIZZERIESE included 7 excluded
OID Subtree I OID F#%, fizn.1.2

B "RE SERER.

2.4.6 Access
FF#hiE Access RIFHEEIZER Views E, BE "MWEEE" > "SNMP” > "Access” ,

ErRNTEO:
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HEESHE SNMPv3 Access Configuration
v [HEE
P Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name
«NTP default_ro_group any NoAuth, NoPriv | default_view ¥ Meone v
=EERES default_rw_group any  NoAuth, NoPriv__ | default view ¥ | l__de'fault__,view Ml
=R v3_rw_group usm Auth, Priv v3_view v v3_view v
= gﬁmﬁ £ - - - — - j
= Trap=i4 | Add New Entry | | Save || Reset |
= Communities o
= Users
= Groups
bz
[_=Access |
“Hz&=

[&] 2-4-6 SNMPV3 Access ERIRE
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EeE FERAVIBRINT:
28 izl

Group Name

BINFTEEERR

Security Model

THRO%EE any v1 v2¢ usm

Security Level

TRISEERIERE NoAuth, NoPriv, Auth, NoPriv, Auth,Priv, =Fnes 5

Read View Name

THIZEEREIEE I ITFAY views

Write View Name

THERRIEEC LAY views

B "RE SEXER.

2.4.7 Groups

FIF#i#2 Groups REFEEEU#EAY Users 5 Access, B "MEEE" > "“SNMP” > “Groups” , E/Ral

TEO:
HEESHE SNMPv3 Group Configuration
v [HHERE
P Delete | Security Model | Security Name | Group Name
= NTP vl public default_ro_group
= EES v private default_rw_group
e vZ2e public default_ro_group
7 gﬁ&ﬁ vZ2e private default_rw_group
= TrapSi usm default_user default_rw_group
= Communities :
« FiEEE L usm test w3 v3_rw_group
n (SroUpS
o ViEws _Add New Entry _Save || Reset
= ACCess
“H=

2-4-7 SNMPV3 Groups IR E


http://192.168.2.2/snmpv3_users.htm
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B FERAIBAINT:
S kil
Security Model THE%ER v1 v2c usm
THIREELIRFAAFE, vl v2c TIEEECIZFAIBARTR, usm THIE
Security Name REIEIFIEFER
Group Name MASRIREEIR
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2.4 HERE

RRYRERIINARRE.
BE "WEEE" > "BE" , BRUTNEQ:

HEESIGE
-1 et i vl
Sl IESEPHenE | 1921682100 |
- BHAEE Eelod S| |Info v
= TrapEiF =
= o == |
VRO
2-4 R & REEO
FCEFERRYBBIN T
S Izl

SERERSRERR S HEINEE. MRIERE" Enabled” | M SKBRFEHERIXZHEENH
B GRS =R

AR5528 IP ot e AEARSSR3AY IP ekt

e BERIRA, eErIg s E4E:
Info: informations, warnings and errors.
Warning: warnings and errors.

HER5I Error: errors.

BE "RE SERER.
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3.1 imOEE

% UH A T BB Lim L RIRE RIS .

B "mAkE" > "mORKRE"  EROTED:

RS 207 | Linkigas iR b BoA Excessive
= OB E - I5i | BPRE ZimiRx | ZiAiTx | AIHRS | MKEE | Collision Mode
PSR * <> v [ ] 9600 > W
'fﬁgﬁg 1 @ Down x X O 9600 I5 v
=Y
LEER 2 @ Down x X O %600
= TigEEthernat 3 & Down |Auto W x 3 O 3600 = v
pEoE 4 1Gfdx x x O 9600 ==
2-10 IR BN
FCEFERANMBBUI T
58 1iRA
Link JR7S ¢T3k Link Down, #&f&3R7x Link Up

TR OFNEENEN T / FWITIRE.

Disabled F&ZERi%inm .

Auto FRAEM I (FDX)8 NI (HDX) (1000mbps B2EEW TR T) £ 10,
100, 1000Mbps BUIREZ BB, Auto iRE AFiROBRES ZinOBIEREH
BRIRE, FRENAXWIRE,

1000-X_AMS Frixim/93¢EE R, XOM%.

== HEgkInE 10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX, 1000-X,
ErATEMROEENRESE. 2N TikOFER 802.3x ffEs, W LinOFERE
[Erizsl. BIASNEER,

R (Flow Control) | AFPIRBAIEFRNERARE.

BRAMISE RFRELIANSEARAINIKE, BUARE 9600, RISZHF Jumbo B,
B RE SEHEN.
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3.2 %LEQHRA

RFRILMEZ AR LB S5, HRRE (Link Aggregation) E#—EYIEREORHE—REEN

—MEBEROREINERN—MEE. ZMENIFEZIX 13 NaAREGEH, S48+ E 2 28 NwH.
‘c- ~
\ IR MRBREEPIE—ImOMEE, AXRIFEERONSIESE SRR EPERNEEIR
AH=RE.

3 2 1 ﬁ%/l_,\?ﬁl:]lxg
fEtmmE, AP LB BN SREIRE.

BEUTEO, BRE" mAORE" > "#HREEG" > "HSEEe" , UTH=:

MERS S
MEREIR CREnRE

OIS i R RES

B mp B MAC fiEaE [
vEan BRI MAC ittt
B IP st i
W.DIT;;@P TCP/UDP B

= i
B m[ s T RARE
« BRI
= FiEEEthernet Port Members

pPoE @D [1]2][3]4[s][6[7[8]9[10]11][12][13[14[15][16[17[18][19]20][21[22][23]24]25]26
= =ME @ e @ @ e e e e e e e e e ee e e e ee e @00

= MACHIEE
s VLANS

» HAEVLAN
»DHCP
« IR {RIP
- STP Rt
= STPRIFEE
- STRROHE
= MEP
«ERPS
»IGMP Snooping
= LLDP 10
rEPFIE 11
pQoSET 12
(=2 g 13

CO =~ v N & W M

4-20 I SRR EED

BB RAIF RN A

24
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EEBEPOERT R4 7=
CERERES SRR A E IO AR EREEE,
4A 1D BSREHEID
&R (Port
Members) ZAHZIEZIA 13 NsOREH, 8EH+bE 2 7 8 NwO.

B "RF &,

)

4

R BEBD TR,

FE —NEES Trunk BREZTLIESE 8 N,

3.2.2 LACPigE
FAFEIESEH ERIRASRAE. B FED, MPETLIREMMEMAR LACP SHIMAE

SNEHE MR .

BEUTED, BRE "mHRE" >

MERS S
WFHREE
~ROBE
-ORE
e
BEEA
STACE |
-ROER
O
<R

= TrEcEthernet

”%ﬁﬂg%é" >

"LACP" | WTFHR:

LACP im[ g &

%0 | LACPHES | Key | mes | # | (R
@ [ e v o v [ e
1 ¥ (=31 v [E v] | 32788
2 ¥ B v [F3v| [®RE v] | 32763
3 O EERd [Ea v| [BE v] | 32768
4 = == v (= v [&E v] | 32768
5 O =3 v [Zah v [BE v] | 32768

4-21 LACP imMigEEO

AIECERYFRRAN T A :

24 iz

LACP 7/ SRS E 2R Zim R LACP Ihge.
The Key value incurred by the port, range 1-65535 . The Auto setting will set the key as
appropriate by the physical link speed, 10Mb = 1, 100Mb = 2, 1Gb = 3. Using the Specific
setting, a user-defined value can be entered. Ports with the same Key value can participate in the
Key same aggregation group, while ports with different keys cannot.
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The Role shows the LACP activity status. The Active will transmit LACP packets each second,
=21 while Passive will wait for a LACP packet from a partner (speak if spoken to).

The Timeout controls the period between BPDU transmissions. Fast will transmit LACP packets
i) each second, while S1ow will wait for 30 seconds before sending a LACP packet.

The Prio controls the priority of the port. If the LACP partner wants to form a larger group than is
. supported by this device then this parameter will control which ports will be active and which ports
R will be in a backup role. Lower number means greater priority.

B "RF &, RSO ATHER.

3.3 mRGRIRE

imREINRE, BRLIRONSEEEHRIGMETERFEEENRD, ZIEEMNiROAREG "Bl
H” , #EREIRIRON "REREO" . EREROERMNEDITNEE, JLLERBRIS T REFRRORRSImA
WARGRGORERS, wORGE—MSEIELRENE. REERAETLEENREGRRO,
BREGENRORERE—. SENROREERGIRON, EENARONAEEENRRO. RisOiE
EWREGRD, TLEEST, RERENBNRORERE—.

FEEWEN, BHRE "mHRE" > "WHRGRE" | A

HEBESHEE -
pRERETR RismeE
vim Bt 5 SE88E0 |Disabled W
s
viEai =1 e [T
RS — =
_uLACP WO | B
- OER <> v
R =Ta[Jof 1 i
= FE R J | = W
= THEEthernet 3 ER v
pPoE 4 |EFH W
(=L E | ZEH v
(&7 = 6 |Z=R v
pGo ST 7 |ZEH W
» RS 8 |ZEH W
» P 9 |ZH v

& 10-14 i OFRGIREEN

B ERERRIFRIBAIN T :

3 188
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Frames from ports that have either source (rx) or destination (tx) mirroring enabled
B&E/RIO are mirrored on this port. Disabled disables mirroring.

Select mirror mode.

Rx only Frames received on this port are mirrored on the mirror port. Frames
transmitted are not mirrored.

Tx only Frames transmitted on this port are mirrored on the mirror port. Frames
received are not mirrored.

Disabled Neither frames transmitted nor frames received are mirrored.

Enabled Frames received and frames transmitted are mirrored on the mirror port.
Note: For a given port, a frame is only transmitted once. It is therefore not possible to
mirror mirror port Tx frames. Because of this, mode for the selected mirror port is
limited to Disabled or Rx only.

BRRHOIRE
B RF RIRRZAMEIEN.

\ TR BARBREROREE—MEERO. fl0, WREEHM 100 Mbps inOREREE!

/10 Mbps iz, XARESSHEIEEM. FEHMAYRONIGESIFLAERI AR RO
BEAHEEEERNEER. His, BirmOiiREAAENR—mO.

RERIFIRE
R AT OISR T, HEUEHON TERESTRERIRER, RESTN
RO SRS,

BE "RERE" > "BEEFRP  ERATEQ:
MERSRE

el BRI
HOERE {RCANRESE
w im iz e :
vE& ik | BE
e 0 |255 3
o 1 c
e 2 pss ] ¢
=EERIR 3 (255 | *C
=T HE Ethemnet
»POE Port {55
(=55 iy i T
iml] | (RSEER |
rﬁﬂﬁ "
Hluﬁ#ﬁ 1 0 v
FZo S
P BRI T Em
4 0w
5 0w

2-5 BEARIFREEN
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7= ah P
BCEFRRAVHABINT
24 15288
RSCHRNERIR
B AR 4 MNEERIPLIER, SHFARRAERAIRERIFEE
WOMER | EEZmORFTERINSRAE
BE "RE SENE.

»

LY
\ TR HTEOAT, SSRAATEIRORETHERA 0, MFERA 0 RRIFIEES 250 BEKE.

3.5 EELumgE

ZEORITRAFPEERFEESESEL,

BE "REERE"

> "BESERE"  ERATER:

BERESE
B
BSifE (-500~500) IC

SBERE (-500~500) c

2-16 BESEREEN

EeEFERAVIBRAI T
S WihA
AERE R THERR RS ZAEEEERENHEIRSER.
RBoHE
(-500-500) MANSEEERENRSHE.
=RHRE
(-500-500) MASZEEERENRKHRE.,

BE "NAT SENER.
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4 PoE

POEQ@LAKMIMLER, 38AYEiEIT 100BASE-TX®@. 1000BASE-T@LAAMMLEME, HolSER MBS
79100 2K; 1@id PoE HEBRSE, ALAMEIBLIKANARE, BRZEEMREMEEM E) P BIE, K%
AP@. MEJREGH. BT IP NERSERLHIFSSHREHRBIR, EXEREFIBEESEERBIRRSH
MEEE, [FHET7TXERENMEEREMNA.

T PoE HEBRFAEHR AR IEEE 802.3af 5 802.3at, ALLRERZREZINGE, AR RSB EE
Rt AERBRRE.

T PDIRBENUNT: PoE MEBRFHRIZHEIRE, TER IPHBIE. Tk AP, MBEGI. ETIPH

BiRFIRE,

HEIMKZEIEEIIFEERANE Endpoint AR PoE #tE8, E PSE NSRRI, RAGES&NHZT
L3 PD i&ZiHTHEE, BD Alternative A ({S243) 0 Alternative B (ZSRZ%XT) .

—N5TEEAY PoE (LEBISTERIANT :

1. #2SFE (detection) : NIFF4RAYRHE, PSEREERORAZMERIIBE, ATRNELSRIRE
2R PD ZEIRERER /Y I[EEE802.3af B 802.3at fNHESIFAIR IR, REMINE PD REBIRERE— M
RE, AYEHITTI—SRUERE.

u\

NS

M

2. PD ii®#&493E (Classification) : #&MZ PD Zf5, PSE®Jgee)y PDREHITHE, HERE
AOLE SRIR B RIAYTHER,

3. FreaftEE (Power up): = PSE #IEIEARIREZINE— MrE PD, FEEZA PD T THERE, #
Fria70 PD {48, HilH 44~57V NEIREB/E.

4. ftE8 (Power supply) : PSE 9 PD iRRIRMHISTERISERY 44~57V V EiREBIE, FHRIE PD B0 284
i B AANABIT 15.4W(802.3af)a& 30W(802.3at)fIIh=S,

5. e (Disconnection) : #N5RA] PD fHEANERLLIHIkIERE B NG EIS S Lin AT PoE {4t
FBINREXIA, PSE SiRiEEth(—ARTE 300-400ms BIRTIEIZ ){Z=LEA PD ig& e,



ONV/

BEPOERTHAH] = i

6. 7£ PSE #5 PD fEBEANIREAVERRIZ, WAL PD IREFIGIR. HFEAVIIZET PSE SN AR HAITN
KEBR, NWEMEBTRESTY, AEFNE—SlEERS.

4.1 PoE % E

TZEHRHNSZF5XS PoE AR TERE

BE " PoE "> "PoEiRE" EBRUITEO:

rEESYT
FrREEE POE o
MHEORE HEWMRESL | © =53098(PD Class) © Faho i
wPoE NEERER | » =FEE meE
" PoEEE
e PoE{sINERE
= PoEiRzs
- BB (R T
rESHERE ?:g
rE2ERE
PQOSIEE PoEEfEE
» EiiGHR
b EF w:n PoEtEst | #i%R | BAWEMW] | Tk
<> b J <> v 30
1 | PoE+ v Low ¥ 30
2 |PoE+ v Low v 30
3 |PoE+ v| |Low v 30
4 | PoE+ v Low ¥ 30
5 | PoE+ v Low ¥ 30
4.1 PoEiRE
FcEFERANMBBUNT :
28 15488
ZAHA 3235 2 Fhim O ThERTRERIER :
SR Bainle: RietinDRIBICNZIRY PD i&& 2% (PD Class) Ba Dt AR,
8 g Bk PD %54 (PD Class) X MAITHER S EiRIES*® 802.3af/802.3at ENX.
Fipte: HAFPEEN ZinORRATIEBINE,
ZATHE ST 2 FhIhR e
1. SChRERE: AW THEEXT, HFrEmAiR BB N AIER
e TEHBINERE, HARRENROGHERT, NRFERAMEHRER, 36
eSSy o "
A=y N L=y S ST
2. WhER: EUET/EERT, HABIRONTRERAIIREI I AIEER
EBINZERES, #FiEA PDRBHNROIGHKESA.
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BEPOEST ]

7= b it

BH&AEE) BRI

RBPALIBTIREENEAHBINE, 1 FIAIREN 370W,

POE 18, A 4% 802.3af(PoE) 802.3at(PoE +)t&izt, H BRA TEE 802.3at 1z,
{R5eR STEIZ POE BECIHOMSER, (A RMEEIB SIS Low, High, Critical,
BARIIER(W)

UTHEIREREEN" AR §, ATEEROSARfaDE,

BE RE RELENEN.

4.2 PoE A

ZR 325 PoE BE, FAFAERESS POE, A EHEIERFFX POE,

B " PoE "> "PoEiEE" ERNTEO:

HEESHE

PoEERIE

om ENEERS

HRORE 5 PoERERAEII AT N TPIEI ISR

+PoE

«PeERRS Port I Monday [ Tuesday | Wednesday [ Thursday [ Friday

TP | Start | End | Stat | End | Stat | End | Stan | End | Start | End St

" PoERRZE * <> T <x v <> v <= A <> A <> T < A £ v <= A <= A <=

BT EE S E U EE T EE T E v E E T E R

*QoSigE 4 = v (=m Y] (= Tl =m v (=m | (=R | (= T T = T = T

T 5 =@ v |zA v (=@ v (=@ v |zE v =B v |zA v||(z@ vz v (=8 v [=

PRI T MNEEERINE iz vllzm vllzm v (= RES RES MRET =
E 4.2PoE AE

a0

atEERER—FIREA

AR POE £1u, AJE]AJEEHE 00:00-24:00

ATE) BT I%E4E 00:00-24:00

4.3 PoE ]RZ&

ZSHFEE A RO/ PoE TR,
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£ 4EPO ET AL 7= it
BE " PoE "> "PoERZE" EBRUITEO:
HEBSHES .
e POE {7
VEORE m[mwncnmlmlﬁmlﬁmlmlml BO%S
0 [wW] 0 W] 0 [mA] Low Mo PD detected
2 0 [w] CI [W] 0 [wW] 0 [mA] Low NoPD detected
3 - 0[w] 0 [w] 0 W] 0 [mA] Low No PD detected
4 = 0[w] 0[w] ow] 0 [mA] Low NoPD detected
5 - 0 [w] 0 w] 0 [w] 0 [mA] Low No PD detected
B 0 [W] 0[wW] 0 W] 0 [mA] Low NoPD detected
7 N nan n nan N nAN Nl A1 I mvas Na PN datartad

& 4.3PoE R
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5.1 VLAN

ESEM VLAN (Virtual Local Area Network) 75245 _EiE— 1NE1dM LAN (Local Area Network) Xl5pk
ZNFE, BN FERASENT B, f’aﬁ%ﬂﬂiﬁﬂ, VLAN 2% — IR LAN 524 LRSS e #Bis (&
N VLAN) RUEERAR. VLAN WROENERTLIERERE, M VLAN BIREEEEE, AmET BRREIE—
VLAN ;3. BT VLAN B gEEREL, RURETWELet.

BE "BREE" > "VLANs" , & 802.1Q VLAN i®E&EO, M TAR:

HERSIGE

VROEE EAIEZAIVLANS [ |
PPOE Ethertype for Custom S-ports | [55A5
~EnE ' '
= MACHHIF iml] VLAN B&
= VLANS
HAVLAN - o A ;
»DHCP [ =t m ey a Al ®HO T =ik
e [l VLAN i o B Tagging VLANs VLANs
VSTPE R L
< MEP * [ v 1| [«= vl M == <= v||1 |
=ERPS 1 |Access v 1| [C-Port v M [Tag Untag Port VLAN V| |1
KU SRcaping 2 [Access v 1| [C-Port v ¥ Untag Port VLAN
ClsE 3 |Access Vv 1| |C-Port V| Untag Port VLAN Vv
:Qﬁﬁg 4 |Access V 1| |C-Port v Untag Port VLAN V| |1
s BT 5 |Access v 1| |C-Port W
blﬁiﬁﬁ " 6 |Access v 1| |C-Port v| ¥
7 |Access V 1| |C-Port v M

& 5-1 802.1Q VLAN i& &

s¥ 1563

E7RE8IE VLAN R VLAN ID 5158, W] BOARY, RFREE VLAN 1,
Sl VLANs | anFEeIEEETHY VLAN, JBFEILERIN VLAN ID,

Ethertype for o - o ,
This field specifies the ethertype/TPID (specified in hexadecimal) used for Custom S-ports. The

Custom S-ports setting is in force for all ports whose Port Type is set to S-Custom-Port.

The port mode (default is Access) determines the fundamental behavior of the port in
question. A port can be in one of three modes as described below.

Whenever a particular mode is selected, the remaining fields in that row will be either grayed
out or made changeable depending on the mode in question.

Grayed out fields show the value that the port will get when the mode is applied.

(EEa
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Access:
Access ports are normally used to connect to end stations. Access ports have the following
characteristics:

e Member of exactly one VLAN, the Port VLAN (a.k.a. Access VLAN), which by
default is 1
Accepts untagged and C-tagged frames
Discards all frames that are not classified to the Access VLAN

e On egress all frames classified to the Access VLAN are transmitted untagged.
Other (dynamically added VLANS) are transmitted tagged

Trunk:
Trunk ports can carry traffic on multiple VLANs simultaneously, and are normally used to
connect to other switches. Trunk ports have the following characteristics:

e By default, a trunk port is member of all VLANs (1-4094)

e The VLANSs that a trunk port is member of may be limited by the use of Allowed
VLANSs

e Frames classified to a VLAN that the port is not a member of are discarded

e By default, all frames but frames classified to the Port VLAN (a.k.a. Native VLAN)
get tagged on egress. Frames classified to the Port VLAN do not get C-tagged on
egress

e Egress tagging can be changed to tag all frames, in which case only tagged frames
are accepted on ingress

Hybrid:

Hybrid ports resemble trunk ports in many ways, but adds additional port configuration
features. In addition to the characteristics described for trunk ports, hybrid ports have these
abilities:

e Can be configured to be VLAN tag unaware, C-tag aware, S-tag aware, or S-
custom-tag aware

e Ingress filtering can be controlled

e Ingress acceptance of frames and configuration of egress tagging can be
configured independently

Determines the port's VLAN ID (a.k.a. PVID). Allowed VLANSs are in the range 1 through 4094, default
being 1.

On ingress, frames get classified to the Port VLAN if the port is configured as VLAN unaware, the
frame is untagged, or VLAN awareness is enabled on the port, but the frame is priority tagged (VLAN
ID =0).

On egress, frames classified to the Port VLAN do not get tagged if Egress Tagging configuration is
#17 VLAN(Port set to untag Port VLAN.

The Port VLAN is called an "Access VLAN" for ports in Access mode and Native VLAN for ports in
VLAN) Trunk or Hybrid mode.

Ports in hybrid mode allow for changing the port type, that is, whether a frame's VLAN tag is used to
classify the frame on ingress to a particular VLAN, and if so, which TPID it reacts on. Likewise, on
egress, the Port Type determines the TPID of the tag, if a tag is required.

Unaware:
On ingress, all frames, whether carrying a VLAN tag or not, get classified to the Port VLAN, and
possible tags are not removed on egress.

C-Port:

On ingress, frames with a VLAN tag with TPID = 0x8100 get classified to the VLAN ID embedded in
the tag. If a frame is untagged or priority tagged, the frame gets classified to the Port VLAN. If frames
must be tagged on egress, they will be tagged with a C-tag.

N S-Port:
imF28E4(Port Type) | On ingress, frames with a VLAN tag with TPID = 0x8100 or 0x88A8 get classified to the VLAN ID
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embedded in the tag. If a frame is untagged or priority tagged, the frame gets classified to the Port
VLAN. If frames must be tagged on egress, they will be tagged with an S-tag.

S-Custom-Port:

On ingress, frames with a VLAN tag with a TPID = 0x8100 or equal to the Ethertype configured for
Custom-S ports get classified to the VLAN ID embedded in the tag. If a frame is untagged or priority
tagged, the frame gets classified to the Port VLAN. If frames must be tagged on egress, they will be
tagged with the custom S-tag.

AN E(Ingress
Filter)

Hybrid ports allow for changing ingress filtering. Access and Trunk ports always have ingress filtering
enabled.

If ingress filtering is enabled (checkbox is checked), frames classified to a VLAN that the port is not a
member of get discarded.

If ingress filtering is disabled, frames classified to a VLAN that the port is not a member of are
accepted and forwarded to the switch engine. However, the port will never transmit frames classified

to VLANSs that it is not a member of.,

ANO#EZZ(Ingress

Hybrid ports allow for changing the type of frames that are accepted on ingress.

Tagged and Untagged
Both tagged and untagged frames are accepted.

Tagged Onl
Only tagged frames are accepted on ingress. Untagged frames are discarded.

Untagged Onl
Acceptance) Only untagged frames are accepted on ingress. Tagged frames are discarded.
Ports in Trunk and Hybrid mode may control the tagging of frames on egress.
Untag Port VLAN
Frames classified to the Port VLAN are transmitted untagged. Other frames are transmitted with the
relevant tag.
Tag All
WO All frames, whether classified to the Port VLAN or not, are transmitted with a tag.
Tagging(Egress | Untaa All o _ _
. All frames, whether classified to the Port VLAN or not, are transmitted without a tag.
Tagging) This option is only available for ports in Hybrid mode.
. Ports in Trunk and Hybrid mode may control which VLANs they are allowed to become members of.
o Access ports can only be member of one VLAN, the Access VLAN.
VLANSs(Allowed The field's syntax is identical to the syntax used in the Enabled VLANS field. By default, a Trunk or
Hybrid port will become member of all VLANSs, and is therefore set to 1-4094.
VLANs) The field may be left empty, which means that the port will not become member of any VLANSs.

Forbidden VLANSs

A port may be configured to never be member of one or more VLANSs. This is particularly useful when
dynamic VLAN protocols like MVRP and GVRP must be prevented from dynamically adding ports to
VLANS.

The trick is to mark such VLANSs as forbidden on the port in question. The syntax is identical to the
syntax used in the Enabled VLANS field.

By default, the field is left blank, which means that the port may become a member of all possible
VLANS.

IFEFSIR O

BRAREEE, Bk IESRO, B 2" REFETRERO.

BE "RE" ILEREN.

5.2 i fRE

imCPRE AT IREIR O EREER. wORESESER VLAN KIRGRERI, EEEN=E.
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5.2.1 3w D4

ZAHR AT LIS s im 548, ERRIRR RO Z B LA R ETETR.
Y.

=z il

EmAUUERNETZ M NROR, AR M mORERTESE—NRHE, WM nHZERIAI L RETER.

ZEANEN, B8F "HOKRE" > "wORSE" |

STNERTR:
=E5E i =
s WOAE RRORS samE [
MRS AEEL]
»POE WiEs [ s2OsmIID [1[2[3[4[5][6]7 8]0 [10[11 12][13][1a[15[16]17]18][19][20]21]22]23[24[25]26
v SR O 1 MMMMMdMMMMMMODOOOOODOOOOOOOO
'E‘ffiﬂﬂi O 3000000 0MMAAMAMMMAMMMMAMMM MM M
aVLANS : :
i
sﬁﬁl]?:l\iﬂ
e
& 5-2-1 isA9AHIRE
AN AT
5.2.2 ¥ M R =S
ZEANEN, B8F "SRRE" > "wORE" > "wORE"  NTEFR:
HEESIRE o
HmOEE il
}BoOE 1234567 ]8]9[10[11]12]13|14[15][16]17]18]19]20]21]22| 23|24 25|76
v SR ODoO00oofofddo«MO0000000000MM MM MO0
= MACHIEZE
wiRfREs
= #0174
- OIS
5-2-2 imCIfREIREE N
AIECEFRRIAAINT

iHO5IR A Ritiin 0 Z [EA e R AR .

BE "RE R, EEETMER.
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5.3 STP

RN (STP) 1RTHRTEMES DR RGO LEIRER AW BIRAIGIR. EEREENEPREZE

TRIRAREET BN E,
MSTP,

ZHAH,

5.3.1 STP £/Fx=E
FELCRE, FPAEILEE STP MBS,

BEUTEO, BRE

kInformation & Status
¢ Network Admin
b Port Configure
pPoOE
w Advanced Configure
= VAC Table

a WL AMNS

pPort Isolation

= Loop Protection

w3Spanning Tree
» Bridge Settings
= MSTI Mapping
= MSTI Priorities
= CIST Poris
= MSTI Ports

HPMC Profile

= MEP
= ERFPS
»IGMP Snicoping

pIPVE MLD Snooping
slLOP
k Security Configure
p Q05 Configure
p Diagnostics
kMaintenance

AIECERYFRRAN T A :

Y STP THEERERTAEA. RIS =FhRARIERAIMY . STP. RSTP,

"BREE" > "STPESR" > "STPRFRE" . TFR:

STP Bridge Configuration

Basic Settings

Protocol Version RSTP v
Bridge Priority 32763 v
Forward Delay 15

Max Age 20

Maximum Hop Count | 20

Transmit Hold Count | &

Save , Reset

& 5-3-1 STP £BigRBEN

M ARA

{EF TAERERIGIREE AR EHITRI STP kA, B1a:

STP -

RIS, TR E2FREERNMIDNY (STP),
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RSTP - &R SH, EXH L2 BIRERIEEMMIMNY (RSTP),
MSTP-iERIL2 %), TN EEBIRESEMMINY (MSTP),

Bridge Priority

=iz STP RIS TR, SRR RHSERILITR.

Controls the bridge priority. Lower numeric values have better priority. The bridge priority
plus the MSTI instance number, concatenated with the 6-byte MAC address of the switch
forms a Bridge Identifier.

¥ RIEIRATE Forward
Delay (4-30)

HRIERINIZETTEN 4 Z 3070, BIAMER 157,

BAR&EFETE Max Age
((6-40)

RERAZUER LUIHRIBERASEM BRI URISEPRALERTER, MM HE

I EREIARERE. BIMER 20,

EABKEL (6-40)

BTIREERIRLAIER BPDU (T EdESRTT) SEEWEFZAIEMNX
IR Z AR, MEREEET—ETHBENS RO —B, ERIBEER 0.
RRRILIR ERIBEIED 6 = 40, BUAMES 20,

BT RES M IIEEFRATER Helo SHRENEAHE. ZHEEEN1E10, A

REEZRRFI(Transmit
Hold Count) (1-10) MBS 6.
BF "R 1R, BN oMHEIER.

5.3.2 MSTI Mapping
FEUETUE, AR LARC & LIRS,

BEUTEN, BRE "SREE" >

'STPAERUR" > "MSTI" , WIFHRTR:

pInformation & Status
pNetwork Admin
pPort Configure
»POE
w Advanced Configure
= MAC Table
o WLAMNS
» Port Isolation
= L oop Pratection
w3panning Tree
= Bridge Seftings
" MSTI Mapplng
= MSTI Priorities
= CIST Poris
= MSTI Ports
pIPMC Profile
= MEP
= ERPS
»IGMP Snooping
pIPVE MLD Snooping
=« LDP

AJECERIFERAN AR :

MSTI Configuration

Add WVLANs separated by spaces or comma.

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration Identification

Configuration Name

bl-1c-91-02-11-15
Configuration Revision | 0

MSTI Mapping

MSTI | VLANs Mapped

MSTI

MSTIZ

MSTI3

M3TI4

5-3-2 MSTI Mapping iR EB& M
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S8

Configuration Name EcE MSTP B9t

Configuration Revision | Eg& Configuration Revision

MSTI Mapping HINBEETAY vian
BF "R 1R, BEIXISEBoHEIER.

Y

\

TR AMIEIRECE MSTP, RRRVACHENIFEZE Configuration Name, Configuration Revision {8ERECE.
5.3.3 MSTI Priorities

fELCTaE, AFRTLABCESLAIBRSS.
BEUTEO, BBt "SREE" > "STPAERK" > “MSTI Priorities” , WTFFr7R:

pinformation & Status
pNetwork Admin

MSTI Configuration

EEok MSTI | Priority
w Advanced Configure x < =

= MAC Table =
e CIST fE?EB v
pPart Isclation MSTI1 | 32768 ¥
= Loop Protection MSTI2 | 32768 v
wSpanning Tree MSTI3 | 32768 ~
= Bridge Setlings MSTI4 |32768 »

s MS

lblsco ol MSTIS | 32768 v
= MSTI Fu:u"t'- MSTIT | 32768 «

5-3-3 MSTI Priorities I8 B&

AJECERIFERAN T AR :

MSTI Priorities EeELAIEk, SEERE 0-61440

B REF 1R, BERISMBOREEIEL.

Y.

\ TR ECESLAIUSTR O IUE 4094 RIfEEL, 1EESEERZ 0-61440.
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5.3.4 STP imiZE
BRE "BREE" >

rinformation & Status
¥ Network Admin

"STP &t > "STPIRIRE" , WA

STP CIST Port Configuration

»Port Configure CETWPMCW gurato
pEok ﬁamm—
v Advanced Configure Port | EI'!I' led Path Cost | Priority | Admin Edge | Auto Edge }—ﬁ'c‘l.'—rﬁ-l BPDU Guard ‘
=MAC Table + Auto v 128 » Non-Edge » FDICEC e v
=VLANS
»Port Isolation
= Lot Protecon cmmumlml’wrﬂm
wSpanning Tree - Restricted
ol Port | oy Path Cost | Priority | Admin Edge | Auto Edge i_l—*ﬂoh ted | 8PDU Guard ‘
= MSTI Mapping o 3 L <3 s " -
= KISTI Priorities
e 1 Auta ¥ 126 v| | Non-Edge v Auto '
a S 1T POiS 2 Auto v 128 Non-Edge » La Auto v

AIECERYFERAN T AmA
24

N =)

& 5-3-4 STP ix[i&BEO

1A

wiEFRFEAZmAR STP Ih8EE.

RZFFEE (0=Auto)

RATFEN—EERE, RAERHIESIIEEROFIRIBXITH, hOFHEIHKE)
RENREAN—EEE. WAENO (Ba)) . HFWE, SEZRORERMES
AIRTREMERTLEE R,

Controls the path cost incurred by the port. The Auto setting will set the path cost as
appropriate by the physical link speed, using the 802.1D recommended values. Using the
Specific setting, a user-defined value can be entered. The path cost is used when

establishing the active topology of the network. Lower path cost ports are chosen as forwarding
ports in favour of higher path cost ports. Valid values are in the range 1 to 200000000.

R HiRORERETFE—HR, RARAFRAIREOEERTE.
1% True 28, TPBIROIBERLRIKO. %&E “False” FRizxOAREBLFKO
K&, B, BALUERE "Auto” EIT, #EFE" Auto” BY, SRBIRORBKE
Sl BPDU IR RHERR 2N HRimO.
SO &SI (Restricted | A TRIZEE, #E3E True 7 False Z RO AEIRE. MBRIREHA "True “, i
Role) SWIEENRIRO. EAR" False” .
BRGNS BRI M AXEIERIRO— S8 BPDU, BFEBAH . BT

(Restricted TCN)

True 70 False Z )i, BAIASS “False” .

BPDU {&iF

SNRFFEIXIEE, GwUeE) BPDU #R3ZAY, =HEA Disable(Shut Down)iR7.
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51?]'5 "Auto" .

\\\\\\\\

5% True REREIR/EZHE. P2P inOXMTFBE&IRO.

HEHANBIANRE R

B RE RE, BZSEDMER.

5.3.5 MSTI Ports

FAF eI B &L fllim RIS R AR B2 T,

BRE "SRIRE" > "STPERM" > "MSTIPorts” , SNTFATR:
pInformation & Status

MST1 MSTI Port Configuration

» Network Admin
»Port Configure MSTI Aggregated Ports Configuration
»PoE Port | Path Cost [ Priority
w Advanced Configure = (st = 128 v
=« MAC Table
« VLANS .
»Port Isolation MSTI Normal Ports Configuration
« Loop Protection Port | Path Cost | Priority
vSpannmg Tree * = L <> ¥
= Bridge Settings
« MSTI Mapping 1 [Auto ¥ 128 ¥
= MSTI Priorities 2 |Auto v 128 v
= MSTI Poris | —

& 5-3-5 MSTI Ports iIRE&

AJECERIFERAN AR :
3 1A

AYATREMERLEE K.

BTFEX—EEE, TrEAHERIISEROFIFAEXRITHE. ImOFHEIHKEMN
REFIREN—IEERE. FAMENO (B . HFHRE, EFRznOREREIES

Controls the path cost incurred by the port. The Auto setting will set the path cost as
appropriate by the physical link speed, using the 802.1D recommended values. Using the
Specific setting, a user-defined value can be entered. The path cost is used when
establishing the active topology of the network. Lower path cost ports are chosen as forwarding
BRIZFFH ports in favour of higher path cost ports. Valid values are in the range 1 to 200000000.

) LiROREEFFHE—HERT, ERAFARIGORERRTS
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5.4 MAC #uht%

FAFEILAERS M L ECE MAC il RABXAVIRE,

BEUTER, BRE "SHKRE" > "MACHHMER" , WA

HMEESHGE
HeERE
b imIE
pPoOE
> R
« MACHHH
o VLANS
pik OIS
pOHCP
= HEE 1R
b STP4E pi#
= MEP
= ERPS
pIGMP Snooping
s LLDP
& i
»QoSHE
(F 2o ]
» P

MAC itbhtFfiiE
Aging Configuration

SHEaER | [

E{LHE 300 B

MACHEIRS>]

EESEIE] | 5 | 6 | 7 | E | 9 |1l]|11|12|13|14|15|1ﬁ|1?|18|19|2D|21|22|23|24|25|26
Eﬂ]t @ @ (@
Ei : gy @S @ e & 9 ee & 9 ee ' 9 D & D D

75 MACHENESE BdE

i | VLAN ID | MACHEhE [1]2]3]4]5]6]7]8][9]10[11]12]13]14]15[16]17]18]19]20]21| 22[23]24] 25]26

(&

4-22 MAC #EtRigEEO

AIECERYFRRAN T A :

S 1563
BEBEN WMRDEZABNEN, BBAINZINNZE MAC HIBEARSEK,
HITBRIART, N F IR0 MAC HBliEE 300s [BiSamBEmEN. IFHNEAEsEE
Z(LEaE 73 10-1000000 b,
N 3% 3 fh MAC St
1. B, ZERXT, BOBEmES MAC i,
2. EZH, ZEXT, WmOBAES MAC b,
3. %2, ZELT, wAREACEEFHS MAC iR MAC ibih)FEEE
MAC HhiitE2S) e
B RE IRH, BESEIoER.



ON\//

BEPOERTHAH] i)

5.5 IGMP Snooping

IGMP Snooping (Internet Group Management Protocol Snooping, IGMP {ilff) ET{EE_ELIKMAIEH ERYBRE

BT EALE.

SfERT IGMP Snooping, 3B RITEMEL LIZIGEIRY IGMP 732, J93zigtlizCFNE AU E T IRET

RER, FHRIEEAIRGI KRR R BRI .

5.5.1 ZARE
BE "SREE" > "IGMP Snooping” > "EARIZE" , nEERIEIAI IGMP Snooping FEARERER, 4

TRR:

pinformation & Status

»Network Admin IGMP Snooping Configuration

»Port Configure Global Cenfiguration
pPoE Snooping Enabled
+ Advanced Configure Unregistered IPMCv4 Flooding Enabled #
= MAC Table ; :
“VLANs Port Related Configuration
Ei sl oiition Port | Router Port | Fast Leave | Throttling |
= | oop Protection = e =
Spanning Tree e
hoR 2 1 unlimited ¥
+|FMC Profile 5 ; : 1
w
« Profile Table e
» Address Entry 3 unlimited »
= MEF i unlimited ¥
= ERPS _ 5 unlimited ¥
il i, 5 unlimited ¥
= Basic =
|__Configuration 7 unlimited ¥
nVLAN B unlimited
Configuration g A
= Port Filterin et
Profile : 10 unlimited ¥

5-5-1 IGMP Snooping AR
A EC BRI FERAN T ATIA :



ON\//

BEPOERTHAH] i)

2 Snooping [EREZERE IGMP Snooping A%,

SO IR IPMCv4 35t

iR 2181%R 3 REBIEHEEEE IGMP querier AYimA,

Specify which ports act as router ports. A router port is a port on the Ethernet switch that
leads towards the Layer 3 multicast device or IGMP querier.

. If an aggregation member port is selected as a router port, the whole aggregation will act as a
E&HRim router port.

_— Fast leavePerforms deleting MAC forward entry immediately upon receiving message for
PRIREFF group de-registration

B RE RELENEN.

5.5.2 VLAN 2 &
Bi "BREE" > "IGMP Snooping” > “VLANIRE" , BB IGMP SnoopingVLAN FLEER.,

LIRSS
pinformation & Status = 2 2
s Notwort A IGMP Snooping VLAN Configuration Refresh || |<= P
EECI Eontintes, Start from VLAN |1 with |20 entries per page.
»PoE
~Advanced Configure VLAN Snooping Querier Querier QRI (0.1 LLQi (0.1 URI
» MAC Table ‘ e ‘ Enabled Election Address | Compatibiity’| BRI | RV {sec} sec) sec) (sec)
=V ANS -
»Port Isolation Add New IGMP VLAN
= Loop Protection
»Spanning Tree Save || Reset
wIPMC Profile
= Profile Table
= Address Entry
= MEP

=ERPS
wIGMP Snooping
= Basic

Canfiauratian.

= VLAN
Confguratlun

& 5-5-2 IGMP Snooping VLAN it &
A ENFERINTATA
28 15488

VLAN ID

BAEEZAET VLAN B9 IGMP Snooping. RZRASIHE 324 VLAN LEH

IGMP Snooping,
FH/E Snooping Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected for IGMP Snooping.

Querier 5% (Querier 3% 4% B IGMP Querier 3%3%

Election) Enable to join IGMP Querier election in the VLAN. Disable to act as an IGMP Non-Querier.
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Define the IPv4 address as source address used in IP header for IGMP Querier election.
When the Querier address is not set, system uses IPv4 management address of the IP
interface associated with this VLAN.

Querier #tbtit (Querier When the IPv4 management address is not set, system uses the first available IPv4
management address.

Address) Otherwise, system uses a pre-defined value. By default, this value will be 192.0.2.1.

BE RE RELENEN.

5.5.3 Port Filtering Profile
BF "SREE" > "IGMP Snooping” > “Port Filtering Profile” , ATLAER IPMC Profile EECEFHIE

e

pinformation & Status

¥ Nefiwork Admin IGMP Snooping Port Filtering Profile Configuration

» Port Configure Port | Filterina Profile |
kPOE 1 4 zubo ¥
+Advanced Configure 2 - - v
= MAC Table 3 M : i
s VLANS 4 = v
»Port Isolation 5 s = v
= Loop Protection . I v
pSpanning Tree 7 - 3 v
+|PMC Profile .. 5 =
= Profile Table g s b ]
= Address Entry 10 - 3 v
= VIEP
=ERPS Save || Reset |
|GMP Snooping e
= Basic
Configuration
IVL.'E\N

Configuration

= Port Filtering
Frofile

K 5-5-3 Port Filtering Profile fic &

AJECERYFERAN T AiA

S8
VLAN ID
ERSEZEETF VLAN f9 IGMP Snooping, RFEZASTHFE 32 1 VLAN L5
_ IGMP Snooping,
FF2 Snooping Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected for IGMP Snooping.

Querier 2% (Querier 5 k24 ) IGMP Querier 3%

Election) Enable to join IGMP Querier election in the VLAN. Disable to act as an IGMP Non-Querier.

. . Define the IPv4 address as source address used in IP header for IGMP Querier election.
Querier #BiiE (Querier When the Querier address is not set, system uses IPv4 management address of the IP
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Address) interface associated with this VLAN.

When the IPv4 management address is not set, system uses the first available IPv4
management address.

Otherwise, system uses a pre-defined value. By default, this value will be 192.0.2.1.

B RE RELENEN.

5.6 IPMC Profile
AP RS AESE

B "BREE" > "IPMCProfile” > “Address Entry” , 40 R

pinformation & Status

e IPMC Profile Address Configuration Refrash || << ==
»Port Configure Navigate Address Entry Setting in IPMC Profile by |20 entries per page.
»PoE
~Advanced Configure Delete [ Entry Name | Start Address [ End Address
= MAC Table 1 225123 225124
= VLANS
»Port |solation Add New Address (Range) Entry
= Loop Protection
pSpanning Tree | Save || Reset |
wIPMC Profile )
= Profile Table

= Address Entry_

AIECERYFERAN T AA

S
Entry Name N T B PR ) A A% A4
Start Address HINFFIRRYAREbIE
End Address BN 25 A 2 R

BE RE RELENEN.

SRS ERESIE

B "=SRECE" > "IPMC Profile” > “Profile Table” , MR
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pInformation & Status
pNetwork Admin

IPMC Profile [zubo] Rule Settings (In Precedence Order)

»Port Configure Profile Name & Index | Entry Name | Address Range | Action | Log |
TRUE zubo 1 1v| 225123~225124 [Permitv| [Enable v %
» PoE Setting
= PoE Scheduling
= POE Status ; Add Last Rule
v Advanced Configure
« MAC Table | Commit || Reset
nVLANS

pPort Isolation
= Loop Protection
pSpanning Tree
»|PMC Profile
= Profile Table
= Adldress Entry
s WEP
s ERPS
MIGMP Snooping
pIPVE MLD Snooping
= LLDP
» Security Configure
p QoS Configure
pDiagnostics
pMaintenance

5i8A
Entry Name T RLE FLERE CLAIEE ) Address Entry
Action THI%ESRE Deny 8¢ Permit
Log ik $# disable 5k # enable

5.7 IPV6 MLD Snooping
IPV6 MLD Snooping 2 T{EE_ELUKMAZ M, _EAVBREETRF I HAN S,
LFEAT IPV6 MLD Snooping, RMEANIBE TS MEO LEKEIRY IPVe MLD 32, A3 OFIEREE

HFESTRRETRER, FHRIEE M AIMRET X R KA R BREEUER.

571 X E

BF "BREE" > "IPV6 MLD Snooping” > "EARIRE" , SIEEIMAA IPV6 MLD Snooping J:AEL

BfER. wrArR:
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pInformation & Status
p Hetwork Admin
pPort Configure
»POE
w» Advanced Configure
= MAC Table
sV ANS
pPort Isolation
= Loop Protection
pSpanning Tree
+|PKC Profile
= Profile Table
= Address Entry
= MIEP
=ERFS
HIGMP Sncoping
AgIPVE MLD Snooping|
= Basic
Configuration
= VLAN
Configuration

= Port Filtering
Profile

«LDP
» Security Configure
pQ0S Configure
pDiagnostics
pMaintenance

AIECERYFERAN T AA

24

MLD Snooping Configuration

Global Configuration

Snooping Enabled

Unregistered IPMCvE Flooding Enabled |«
MLD S5M Range ffie:
Leave Proxy Enabled

Proxy Enabled

PO Related ConTiguration

Port | Router Port | Fast Leave | Throttling |
* < v

unlimited ¥
unlimited ¥
unlimited
unlimited ¥
unlimited ¥
unlimited ¥
unlimited ¥
unlimited *
unlimited

L L e e B 1 O

—

unlimited ¥

Save || Reset

5-7-1 IGMP Snooping EAFE

1iH

J2A Snooping

B2 IGMP Snooping K7,

ﬁlq:;EIIﬂﬂ IPMCv6 ;le ~

ie=E Do)

SRR 2IE1ER 3 REBKAHSTE IGMP querier Biw

Specify which ports act as router ports. A router port is a port on the Ethernet switch that

leads towards the Layer 3 multicast device or _MLD querier.

If an aggregation member port is selected as a router port, the whole aggregation will act as a

router port.

TRIEEFF

Fast leavePerforms deleting MAC forward entry immediately upon receiving message for

group de-registration

BE RE RELENEN.


http://192.168.2.1/help/glossary.htm
http://192.168.2.1/help/glossary.htm

ON\//

BEPOERTHAH] i)

5.7.2 VLAN EC &
gBE "BREE" > "IPV6 MLD Snooping” > “VLANIRE" , aJ&EEAHEIAI IPV6 MLD Snooping BLE

B8 T

kinformation & Status

S ———— MLD Snooping VLAN Configuration Refresh || << || >>
AR T Start from VLAN |1 with |20 entries per page.
rPoE
~Advanced Configure [ Delete [ VLAN ID | Snooping Enabled | Querier Election | Compatibility [ PRI [ RV | QI (sec) [ @RI (0.1 sec) | LLQI (0.1 sec) [ URI (sec) |
= MAC Table
e [ Add New MLD VLAN |

pPort Isolation
= Loop Protection
»Spanning Tree
MFMC Profile
=MEP
= ERPS
MIGMP Snooping
= Basic
Configuration
o VLAN
Configuration
= Port Filtering
Profile
=LLDP
» Security Configure
pQoS Configure
pDiagnostics
»Maintenance

Save || Reset

& 5-7-2 IPV6 MLD Snooping it &
A EEENFERIU AR
24 ikl

VLAN ID

BREsEZRET VLAN A9 MLD Snooping, REHREAIFE 32 4 VLAN £E/FH

MLD Snooping,
FF/2 Snooping Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected for IGMP Snooping.

uerier 3% (Querier
Q E.L (Q & FH % 24 F MLD Querier 3%
Election) Enable to join MLD Querier election in the VLAN. Disable to act as an MLD Non-Querier.

BE RE RELENEN.

5.8 ERPS
ERPS (LAARIFMRIPIIR) SELUARIMRPTIRME MTAATE (TU-T G.8032) . BB AEIIAR

BF4EIPEIE (OAM) IRBE, LARLAKMIIAMESHIB R BRI (APS) HNYIHITES. ERPS AT

EFNPRILIRRGEIR AN 50ms FIBBZMRIF. XIHIR T LAKKMER ARSI,
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E— 1N A", ERPS ¥R TPESE RPL §48%, BALEIREEAZRL, ZSBERRAIEEIERT, BT RIFYIHAINEEIRE RPL

HEIIERR, FEAERREFERIEE RPL 5ERS
ERPS RIEFES

RPL (PMRIPHEER) —SRINSEIHRIEE, fSERLARILEERR ERZRGEARRAYSEES.
RPL BT R(RPL Owner)——iE#E RPL B9 R, ATZHINSEIIEZE RPL EAYRE, LARERIFIRSEIRER
PEZE,

RPL $BET = (RPL Neighbor)——5 RPL Owner T s B EIEEA BRI T =,
R-APS (GR-BanffiPie) —Y.1731 1 G.8032 EXHIMMYES., FIFiBId RAPS VLAN (R-APS {5i8) Ihaghh

AR ERYRIFIAE.

SR VLAN— sz m VLAN, FTEMIERIONETE,

4. A 7ERSM ERPS 2B, RIERRESCIEEEF STP
BEETENED, Bas BRER > "ERPS" | WA

MEESHE : .
 FHR PIAR] tRiEIAMI(ERPS) (RIPELE

VRORE Hik: | Ring ID | ZriiPort | FaMPort | Ring® | Hik4 | FRing ID [ (5%

»POE O 1 1 2 =Ring Mo 1

v RS
- MACHHE S | FinFMRingshl | | B2 || B |
= VLANS
piEOPRES
pDHCP
« TR
PSTPA Rt
= MEF
=« ERFS

5-8-1EPRS 88
A EFERINTEA:

24 iz
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Ring ID ERPS Ring {##P3L41 1D

%[ Port(East Port) FRERO, EEFEHEAFSS Ring (RIFANIRES

T [H Port(West Port) AARimE, EERE PS5 Ring (RIFE—NROS

A% " E£Ring"” 8F "FRing " REFEESHNAR, ZFEELRE" FRing .

Ring KA Ejﬁ«A Ring %i—ﬂﬂﬂ" + Ring "
B A HZIR(Multi Ring) N B, REIRYER: 2 PEEZPRRIng) B REPAEET K.

fEE83IR(Single Ring)RZFE9, 3 Ring ID 5 Ring ID —&.
= Ring ID EZIN(Multi Ring) A=, F Ring /RS Ring D,

R-APS VLAN (1-4094) IEEBRER - APS VLAN BY VLAN.

B "GUEHTAY Ring SL” %50, BPEDNZAINETAY ERPS Ring £RIFSEA,

BE "R R, EEETMAVER.

Ed: “"Ring ID” FUhRyHEE, BIRIHAYRSE ERPS Ring EFECE, BHIMLATEO:

MRS . :
- TRIEIRIRIng B 1 EamE (| RSt
VROERE ol (552
PoE
:E‘;mﬁ [Ring ID | mpon [ Eﬁport | EﬁlPoﬂ SF MEP Eﬁnpon SF MEP mponAPs MEP | FiPort APs MEP | Ring 281
« MACHH 2 [ 1 =Ring
= VLANS g
rim bR bl e
»DHCP CEE | ERSWITR)Time | #E5ES | (RIFVLAN Bl
= IR IRP Tmin_v ™ EFVLAN
PSTRAER e
= MEP RPL({RIPHEER) BeE
= ERFS e
SIGMP Snooping RPLAS | RPLIM | EE
«LLDP % MIES v O
~REME SRS
B RIS
= RIEMEAT, #r@Port | FaM@Port RPL Un- No APS #@Port | #aMPort | FOP
=HTTPS Port Port L APS ﬁlﬂ blocked Received | BEHE | BElE | &%
el Protected SF  SF gt 'l Blocked  Blocked
HPRER I RAP
»ARPIETI &7 || EE

& 5-8-2EPRS SLA[{=E

1A
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A BEPOERTHRH 7= b
WTREBSE (5-12) DIEZEEEFFHRAN R-APS TIREA) WTR B8], 2giapg WTR BSIEIRZ 1 ¥4,
RS R, WEZEEEFERTREER, SHEEER R-APS IREIXTIATPIRE,
{47 VLAN B "(RIF VLAN" &, aEANFHRIESZRIFAY VLAN 4,
RPL 582 {FRATHEER, AER” £" , " RPLOwner “, " RPL Neighbor "t
RPL %00 fEFTREEE, ANER" £, " KA Port “, " FEME Port “,

BE RE R, EZFAFEK.

s P VIAN B4, EAGIEEE VLAN RS,
HRifFIFRing VLAN BgE 1

Mk | VLAN ID
L] 1

| Fho=m || EE |

EDE=E

LY
455\ AR RFEBARI VLAN 1 AP VLAN, tNRAPEEEXEE RIIEM VLAN /ERRIP
 VLAN, TILAEZREH TRIE.

5.9 LLDP

S4500 324 LLDP (SERRERIINY) | ATLIBARSENNEEREN. S8, RERR. &0
TRREEBAERNARM TLV (Type/Length/Value, BI/KEE/{E) , FEI%E7E LLDPDU (Link Layer
Discovery Protocol Data Unit, $#IRERIIMNYEIERETT) FRMESEHCEENSNE, BEKEIXLE
BEEESELRE MIB (Management Information Base, BIREEEE) WIFIRFESR, IENKSER
SERRAMHEERIBERR.

AEESRF LLDP YUER, IRCREEH. BERE. EfAER. EENEHER.

imC RIS FE/55A LLDP Y, FEEREAmPEAER, W mOEE. RARF. REmE. RE
B, EEtIHER.
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EREPOESZIAH]

7= b

BEENTEN, BRE "SREE" > "LLDP" , W
MERSHE

PO R LLDP =&
pPoOE
~SiRRE Tx Interval |30 seconds
= MACHIHIHE Tx Hold 4 times
;;%LSFES% Tx De!a? 2 seconds|
»DHCP Tx Reinit |2 |sec0nds
« I EE R g
ENER ali%k TLVs
SR _ g0 & Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
__»IGMP Snocping SRAT
T | <= b v i
mﬁ 1 [Disabled v ¥
« B 2 |Disabled v ] [w1] ] v
= [FEMER, 3 |Disabled v vl v vl
«HTTPS 4 ¥ ] ¥
o0z : z

& 5-9 LLDP ReB&O

5.10 3 {73 (Loop Protection)

INEB{RIF (Loop Protection)IIEEIREREINT : MRBRHROHITERAMNAR. KAEE, BFALEN

IRt NBSIRERE, LARIROXARISEE. TAMINEEERFER, BEBXNRNHS N ARITINREE, 7
EREREREEMMGIIRT, ImOENEIFAEEEMY 3 FtIES T Xis0. XisAFICAE. XCHE,

EFEEEREN, FRE "BREE" > "WIRARIF(Loop Protection)” , 41T,
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EREPO EZTIA 7= it 4
MaESEE
ACEE
rPoOE g
i LEIES
f= AEREER =8 v|
= MACHIEE e -
“VLANS Transmission Time | |5 seconds
pimCfEEs Shutdown Time 180 seconds
PDHCP
TR
Sl 0 | e | e [Tx it
-ERPS . |{}_ Vs Y
»IGMP Snooping 1 M [¥#EEO v FE v
«LLDP 2 M |EEwd v| [FFE v
yEESEE 3 e v| [FE v
»QoSIE 4 M [EE&ED v [FE v
i 5 M [E@wO v| [F5 v]
PRI 6 M [ZamO | [Fa v
& 5-10 RES{RIPIREEO
AR EFERERINT:

S8 =]z

IR BB NLB B3% FDB &8,
BIE BBl NLB £83% FDB 8.
VLAN &#R B R M\ ERIZEAY NLB 48#% FDB £2BRY VLAN,
VID (1-4094) EARRIGREFHA VLAN ID,
MAC #tihit MANELIEA NLB BfEaEE#E FDB 2B /Y MAC ithilt,
%0 BHEEWERENKO, BE "2 &K, wE2ERR0.

BE "NA" R, EEETMER.

B

EE IR, BREMBARGER. BE RE" Rl BERENFERER.

B "MBR" =E, MBRENRE.

QoS 2 IEEE 802.1p #RHERI—FRSEI,

6 QoS it B

ERATFMEEERRNERENRRETRHIREESEHILTRAI—FS
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BEPOERTHAH] i)

U, W VolP (EEXMIMSGEERIK) , web RISNARERR, MHRSHNAREFEISIEN. HIHEEAERTLA
123

BEmie, KARFECAAEENEEERE. SEASMIEREO LE 8 MEMY, XM A RN R
EIER, FHORRDITRE.

IHEEEREXI A LB Nm OB/ \ N EERRRAG (\DNFRIRS) .

im[] QoS 733%

SRR E B MmO S ECEIA 802.1p fLsekLAK DPL, PCP, DEI HER. M RIIBRULTRIRCH
0 (REILER) B 7 (&SMER) .

HETENTEN, B8E "QoSEE" > "wmH9xE " WF:
HRESIGE

b Y
R QoS AL
VO E Port | CoS | DPL | PCP | DEI | Address Mode
»POE * o v v e v v] | V|
=ty 1 [ov] [ov] [0v] [0v] [Source v
VSN 2 ov] [0v] [ov] [0V [Souce V|
inSﬂEﬁﬂa& 3 0v| [ov] [0v] [0v] [Source V|
u Uiy
-0 Policing 4 [ov] [ov] [0v] [0v] [Source V]
RO 5 0v| [0v] [0v]| [0v] [Souce V|
-ﬁﬁﬂﬁ;ﬁ? 6 (0| [0v] [0v] [0 [Source  v|
R pla| el ey By [ V)
B 6-1 w2 XK EEN
AR EFERERIT:

Controls the default class of service.

All frames are classified to a CoS. There is a one to one mapping between CoS, queue and priority.
A CoS of 0 (zero) has the lowest priority

The classified CoS can be overruled by a QCL entry.

Note: If the default CoS has been dynamically changed, then the actual default CoS is shown in
CoS parentheses after the configured default CoS.

Controls the default drop precedence level.

All frames are classified to a drop precedence
level.

The classified DPL can be overruled by a QCL
DPL entry.
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BEPOEATIHL 7= T

Controls the default PCP value.
All frames are classified to a PCP value.
If the port is VLAN aware and the frame is tagged, then the frame is classified to the PCP value in
the tag. Otherwise the frame is classified to the default PCP value.

PCP
Controls the default DEI value.
All frames are classified to a DEI value.
If the port is VLAN aware and the frame is tagged, then the frame is classified to the DEI value in

DEl the tag. Otherwise the frame is classified to the default DEI value.
'The IP/MAC address mode specifying whether the QCL classification must be based on source
(SMAC/SIP) or destination (DMAC/DIP) addresses on this port. The allowed values are:
Source: Enable SMAC/SIP matching.

Address Mode Destination: Enable DMAC/DIP matching.

BE "RF R, EEETMER.

6.2 [ Policing

EEEENTED, 58E "QoSESE" > i[O Policing *, tIT:

MRS5S
R E 1R
Fim O &
rPoOE
(=t
rEEEES
-0 Sﬂﬁ
= i ] 7724
= 5] Policing

QoS A Policers

mlillEFEl EE | g |
5O0| | <= A
500| |kbps M
500| |kbps W
500| |kbps W

500( |kbps ™

=t
]DI:II:IDDHE

]
[
L]
0
L]

6-1im Policing iIRE&EO

[ = SRR P B (55 B

BIRCEFERIRARUI T :
SR i A 5 4% 3k N T Policing..
. Controls the rate for the policer. The default value is 500. This value is restricted to 100-1000000
#E=(Rate) when the "Unit" is "kbps" or "fps", and it is restricted to 1-3300 when the "Unit" is "Mbps" or "kfps".
. Controls the unit of measure for the policer rate as kbps, Mbps, fps or kfps . The default value is
Bz (Unit) "kbps".
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. If flow control is enabled and the port is in flow control mode, then pause frames are sent instead of
ifttz(Flow Control) |giscarding frames.

BE "RE R, EEETMER.

6.3 X\ =Pl

EEEEWTEN, BRE "QoSEE" > "NEWH “ 0T
MERSHE

VOIS PR2ERY |
»POE E O [ v|
VT aE [
SR i O 1 W
~QoSRE =
w2 L
. (&7 | == |
=i AR
= i 2R
= QoS 15i5I%
= P2 45
6-1 %0 Policing IREEO
AR EFERRBET:
Sl A WAL R AR K4 HA%(Unkown Unicast), A< 14 418 (Unknown Multicast), |~ #%(Broadcast)
=H i FH B8 25 R R 4
[The rate unit is packets per second (pps). Valid values are: 1, 2, 4, 8, 16, 32, 64, 128, 256, 512,
B 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K or 1024K.

B "RF R, EZATIER.
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7 ZERE

=
7.1 EfH=568
ATHAH SAHE B Y.
EETEUNTEN, 50E T8 > "EfFE" |, T

MEES A
1 RinEREn
MRORE IHER
pPOE
HEE

VEERE -

s EEEE =

SRR

BE RE RE, EZER.

7.2 802.1X

AHRHBEE LA A I A A ATEEATT AR AL ANERFENTE. REBNEREMEANEEEFEK,
BEEABEESERENAFEANSEHE IR HRMSPRISURETE.

|EEE 802. 1X RN T — METERORIEANIZHIMN, L‘XEZ‘?EHF'E?Eﬁikiﬁﬂﬁ&%%bfi;%iﬂﬁiﬂ’ﬂﬁ‘t %
BrLERIZ AP XIMLRATGE, ST R HRAZE O R MSRIR ELAIRSS s T izt XERERF R
NS AR BRIE I — N RiETIALE.

N ERBERT RIAEY (EAPOL) 72 imF1 RADIUS INFIRSZ B2 A AIEEE, BURIERFRS
DFHHIERIR, HB—EFIHEERATRNAEMEO LR, TYIEERT EAPOL fiERAHE— NN, ZFiE
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EXS AN E IR PRESDIRE (FHNAFR) | MARMISIEXEEREEKL RADIUS, RADIUS B&
WIEXEERFAEFimRE—MERHIEER]. RIEZFm RADIUS RIIRE, EFAILUEBIXMAILELT
mRAEMIAIES .

RADIUS EIER B AR H—MEZEHEEIR. WMFRINERIIZBISERTRFhEMNGEg. &8, X490
LRI EAP RIS SR,

BT EORLEES

AETEONDEEST, —BiEERSAIBITAL, EORTAFRRE, EizEO ERENEERE
BAZnhatREEZIRESEERORNIERMURSHEM. Eit, MRERIZONE—HERR, BiX
MREE T ST MKIRE, RBELMER EE—MREESAENILMNER FRREIREEEEET I ECEZ
R, B, EHSRAZERE.

BT MAC it 9iEIEHESIA T 2RI 802 1X AIHAE, BUENFRIMINEG MNERRSCIE B8 #
O, AEEEEEIEYIEEO FRHERERSE—RNZERORLE, SMNEEZEOTHVREINERS S

B A, HEHFEI T MMEEREH MAC il FAESIE—MBERED, XERERSEIILEE

O S TEE.

I RFE Tim O 802.1x AIE, EXEALIEE 802.1x £FAIEHER, INEFXREXIMYABEE. HE
LS NRORPTAPASHITIEN SEE, W:2HRN. BHIKH. fE8E 802.1X. MACIAILE.
EEEENTEN, BRE "R£&k&" > "802.1X" , WI'F:

HaBS5HsE
R NASEE
rmOERE A E
FPoE
VERE &t ESis il
~ BT BEEME | [
= SRS EAMERIRE | 2600 L
= 802X ] EAPOLIER | |30 L
PACL E{kmiE 300 i
HP'EEEEDT%#F' ﬁﬁﬂjﬁl -I I:I f__!}
p ARPIE
PAAA == B [Ty
FROSTREH = o =
ety mlii* — SRS ~~"|| EmOYS | EHia
» RSP
1 [EEEN v] 258 | =SSAOE | =Sk
2 |EAIEN v| 2EEZH EIAE EHIELL
3 [EEEN v| e2E=R | EWAE | =Tk
4 [EFEEN v| 2EZE | =IAE | SISk

7.2 802.1X BcEEO

B RE RE, EZEER.
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7.3 DHCP Snooping

7.3.1 #4% DHCP

DHCP Y4 iZ AAkaNSH EcRI ERRIMES IR, 40P ik, —REZFIFIDHCP FREXIP AU
AR

DHCP Server

% O SO

ﬂ Ethernet j
foe y 1.DHCPDISCOVER '
: 2 DHCPOFFER
*"""“f""'"""'Eéf'f:'H'é'ﬁﬁEiﬁU'E’é'T’ """""""""""""""""""""""""""""""""" '
4 DHCPACK

DHCP Client &+ DHCP DISCOVER [ 1&#R3Z25DHCP Server, &Client F—EREANIRBEU
FIRSSESAOMMAL, MIEADHCP DISCOVER 3R,

DHCP Server Y{ZIDHCP DISCOVER #3f5, tRIB—ERIRIERLSClient S ECERIRGOIP i),
SRS & HDHCP OFFER 1R,

DHCP Client YZIDHCP OFFER 1RX/S, AHDHCP REQUEST iS5k, 15 RIREVIRSSSEAL,
FEEEMIRS S ORI IRS s D B,

AR5 2/UEIDHCP REQUEST R, WiIERIREETLASE, WMReILASHE, WAEXDHCP ACK
|3, tNRATTES, WAIEDHCP NAK #23Z, DHCP Client IgZIDHCP ACK #R3Z, #FFIaE
RS SE P ERHIEE, NERIEEI DHCP NAK, ME#H A% DHCP DISCOVER 3§32,

7.3.2 ¥f%# DHCP Snooping

DHCP Snooping: EADHCP iR, @dXdClient FIIRSEZEMNIDHCP ZREIRSGHITHRIR,
SCHIXS AP REETE, EARTDHCP Snooping #22I—N"DHCP iR3GHIEAIINEE, B SENERE
SCHNHE AR SZ 280 8. TNIAXIDHCP Snooping MI{HEFAZIM—LEARIE R RS T —LEARER |
1) DHCP Snooping TRUST [: HFDHCP 3XEXIP RIRREIRICEERI B, IWMEE
EIRERSRFMAFERIP (R, EEEEBEIIFERSSHNRSAFPEENISR, A
TEHLEIEAARSS28RYEIEE, DHCP Snooping $BimO45 AR, TRUST OFIUNTRUST O,
RERFEATRUST OWEIFIDHCP Reply 3832, MEFFBREUNTRUST ODHCP Reply
R, XEERIHEEEAIDHCP Server IEZERIKOIREATURST O, EMBOIREHUNTRUST
A, FETLASCERXIIEADHCP Server BB,

2 DHCP Snooping 48 E8UER: 7EDHCP INENINEELESHIAFFARIREIP HithY
BRE, FAFFAIRIP HEUEABEREELUILER, HESSH—L&AFERDHCP JREUP RIFBF
E R RRMFELEEERMLZ, DHCP Snooping EIZE#RClient FlServer Z[BIRERHRIZ, 18
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FBRPFEEZEIMNIP ERLANREFMAC, VID, PORT., AR AZHEEEKR— NEFICERR, M
mfZR— N"DHCP Snooping FIFFEUERE, ECEARP & ITHEEEARP CHECK IhEEAIER,
MR R B FP _EREE R,

DHCP Snooping BIIXEITIREHNIDHCP IRIHITEEMRE, EFASIARIDHCP 32, iE
RAFPERHFEMDHCP Snooping 4#BEsiREMEMINEEERER. AT LMRERIIRSH
INAEIEEIDHCP 373

1) . UNTRUST OU4ZZIRIDHCP reply 383, B#EDHCPACK, DHCPNACK., DHCPOFFER

&=
=Jo

2) . UNTRUST OWRINHBEMNEER[giaddr]AIDHCP request 37,

3) . $JFFmac 3&RT, JEMAC S5DHCP IRSUERHIDHCP Client FERESD BIAFRHHRSL.
4) . FAFHIEBIETDHCP Snooping SFEEEE , (BRKOEESIREFEEDHCP 45
EHIREPIEEPNHREEA—EAIDHCPRELEASE 1R,

7.3.3 DHCP Snooping (14022 4 T fig

FEDHCP HIp 28 A5, A8 2 B3 20 Bl 3] 8 — A e gt /& — 5 P RL B B P S 1P sl
AL BN A SRIUP stuhik, i S 1P X2 S Be— L Zh A& 3RBUP 19 1 e I 4
P2, AT AE 7500 26 52 P A A 52 0%, B D3 PRI 2 O MEFE K, TIDHCP Bl 4058 2 45
% fEDHCP snooping M FEIE I iE % AE M MIP FREUE R, JFREETARSCIE R, AHE T AH
KL, ST 2 EhAAE =M, —M24i4IP Source Guard ZhRexs Akl it
ITHbbb g e, B AR AT A B DAL (BhASARP R , GEREXTARP BEE I REAT H A
RVERS:, B =FP45 5 ARP CHECK [JZhfE, KA GRS MARP HOCHATIRE . TEE: 4G
IP Source Guard LhREZEAT bk 285 i by 3 S A AF R IR IR, S LRE U8 SCHFF(FIDHCP - 4L
HAMR, Sl BRI P 2wy, wr gt B avE L thICiR AN B 2 0 1 AN e 1 A5 P 1 2% 2L
%, TMAEHIDAI DiRent, T AT FARP R OCH 7 ZIE I CPU B MALEE,  JT LA™ B M AL
BHLHIPERE .

#1f#DHCP SnoopingflIP Source Guard#fihit4h 2 1] ¢ 7

IP Source Guard ZhRE4EY"— /NP Pt b Hedfa 22, 8D K 2 b i M P {5 Rlips mac] st B i

PRIt IEZEI,  SURRVERERL P A 2%, 25 5% (IP&MAC Source Guard FiLE 777) .
DHCP Snooping i %fDHCP i FEELIAR, 4Ed"— M IP (e, JER R iR e IP

Source Guard ZhREEATILNE, AT R R A58 DHCP SREUP (19 F A Beg I Mg, MTfiTFH
PR BIP

735 TDHCP Z852 RAEXTP fCHATIEIE, AREIEATARP ROCHIIIE, Frbloy 7z a1k,

B IEARP R 45E ) @, XFTDHCP 48 H P T TARP &iktEfa s, 215 E 2% (ARP Inspection
FLEZT) o

7.3.4 DHCP Snooping fit &

BE "weiE" > "DHCP" > "Snooping” , EIEFXRIMEAY DHCP Snooping BEE, 4 RELR:
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EREEPO EATHEH], 7= F M
~ =25
5 :
rinies DHCP Snooping Bi&
s CPUTE H i
_|p1‘§é?§h | Snooping & | |D|Sal::¢ed Vl |
A=k
« iFHRE
= MACHHE mEL A
pVLANS
pim] wa| B
MLACP i bk
« B {24 1 |Trusted W
- EEES5H0UIA 2
e
e :
4
= SNOOpIng 3
Taok :
= ERHER

AIECERYFRRAN T A :

T |Trusted W

4-26DHCP Snooping FRE g

3 1388

DHCP Snooping &=

[EF3ELEEFE DHCP Snooping,

IR

Indicates the DHCP snooping port mode. Possible port modes are:
Trusted: Configures the port as trusted source of the DHCP messages.
Untrusted: Configures the port as untrusted source of the DHCP messages.

BE RE RELENEN.

7.4 IP&MAC Source Guard

IP&MAC Source Guard 4EfR—NR 1P MR MAC S5EHUERE, [P&MAC Guard 8] LAFEXS RZAYER O _EEAHRSOHTT
EFR 1P 10iRE MAC RUIRIGEIE, MWMERERBIR IP IIE MAC 4FEEiRETFRIEA A BEEE M.
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FFaILAE R iRigim OB,
BEEENEO, B58E "Refk8&" > "IP & MAC Source Guard” > "igOfRE" , WTFEMR:

:E&?ﬁgf IP Source Guard fi{&
VinOEE [#83% | [Disabled V] |
rPoE
o
~ TR
= SR
o HOE RS
= Ports Port | Mode | Max Dynamic Clients
= Rate limiters Kl v[<= V|
i ke 1 [Disabled v|[Unlimited v|
[T~IP&MAL Source 2 |Disabled || Unlimited V|
G 3 [Disabled V|[Unlimited v|
'Eﬂiﬁ | 4 [Disabled “|[Unlimited v
b ARPHATI 5 [Disabled V|[Unlimited V|
b AAA 6 |Disabled V| Unlimited v|
) QoSTE 7 !Disabled v!!umimited v!

& 7-97 IP&AMAC Guard im[IZREEN

AIECERIFERAGITARAT |

7= b

S8 ki)
2EtE %R B EHEEER IP&AMAC Source Guard,
7 Mode EFimO/ZAEER IP&AMAC Source Guard,

Max Dynamic Clients &?EFSIZ?%E,}]E-EﬁgF%Z%, E..I-J\ﬁ}ﬁ: Unllmlted, ol 11 20

BE "R R, EEETMER.

7.4.2 B#5RM

FRFPALELTIiEE F TECE [P&MAC Guard 4FERIKTepkin L BYZHITORE.

EBREMNEO, 5RE "Refitd” > "IPAMAC Source Guard” > "E&SERIN” |, W TEFIZ:
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:Eﬁifgf 575 IP Source Guard FEIn
pinIERE Delete | Port | VLANID | IP Address | MAC address
»POE ] 1 1 1921682150 00-00-00-00-00-11
[F=E 1y
ORI

« HEER

- 802.1X | &z || =8 |
bACL

»|PEMAC Source
Guard

-HOmE

= TSI
FARPIEI
bAAA

7-96 FFSRINKEE

AJECERIFERAGIARANT :

285
Port MANEEYENEO ID
VLAN EINZEESIER VLAN ID
IP bt EINFESIERY IP ik,
MAC bt BINTELER MAC HBik,

B "NINFETRIT &5, RIEMARSRIRIIHSRE
B RE RE, MAZEK,

7.5 ARP Inspection
IP&MAC Source Guard 45 —NJR IP VR MAC SBE80BEE, [P&MAC Guard BILAERS RIATIHO L EAHRSC##1T

TR 1P IR MAC RUIRSCDIE, WMREREIR IP IIIR MAC 48EE0RREFHEN A REEREFERAMLE,

RRPALAELE T migin B E,
BEANEN, BRE "K2EE" > "ARP Inspection” > "igAfKE" , M TFEMR:



ON\//

BEPOEATIHL 7 i T
HERSIGE
s ARPHERIfCE
ViROmE [#& ] [Disabled V]|
rPOE
VB | FEREELRS |
vIeEH
= SHHED
«802.1X
pIPEMAC Source ] #&* | CheckVLAN | Log Type
S 1 [Disabled | [Disabled V| |None V|
- ARP Inspection ; z
g 2 |Disabled | |Disabled | [None /|
T 3 [Disabled v| |Disabled | [None V|
B = ¥ A 4 |Disabled | |Disabled v| [None /|
n EERIR 5 [Disabled V| [Disabled | [None V|
i 6 [Disabled | [Disabled | [Naone V|

7-97 ARP Inspection iz E &M

AIECERIFERAGITARAT |

24

ESS] b

RS BRI ARP Inspection,

iw[] Mode

imfEAEZER ARP Inspection,

Check VLAN

If you want to inspect the VLAN configuration, you have to enable the setting of "Check VLAN".
The default setting of "Check VLAN" is disabled. When the setting of "Check VLAN" is disabled,
the log type of ARP Inspection will refer to the port setting. And the setting of "Check VLAN" is
enabled, the log type of ARP Inspection will refer to the VLAN setting. Possible setting of "Check
VLAN" are:

Enabled: Enable check VLAN operation.

Disabled: Disable check VLAN operation.

Log Type

Only the Global Mode and Port Mode on a given port are enabled, and the setting of "Check
VLAN" is disabled, the log type of ARP Inspection will refer to the port setting. There are four log
types and possible types are:

None: Log nothing.

Deny: Log denied entries.

Permit: Log permitted entries.

ALL: Log all entries.

BE "RE R, EEETMER.

1.5.2 ynme

BEANEN, BHE "K2EE" > "ARP Inspection” > "VLAN BiE" , I TNEF7:
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MBS
HeliEE 1
PRI L
pPOE
=1k
~HeflE
=« TREEE
= 802.1X
PACL

pIPEMAC Source
Guard
wARF Inspection
u it 1A
. VLANIEE
= TR
= EfFEEIN

VLAN &=

| =@ |20

FZHE.

Delete | VLAN ID | Log Type
il 1 All

&z || == |

& 7-97 ARP Inspection VLAN &€& &

AIECERIFERAGITARAT |

2 1iH

VLAN ID EF VLAN BJ ARP Inspection B &

Log Type FimOEAEZER ARP Inspection,
Specify ARP Inspection is enabled on which VLANS. First, you have to enable the port setting on
Port mode configuration web page. Only when both Global Mode and Port Mode on a given port
are enabled, ARP Inspection is enabled on this given port. Second, you can specify which VLAN
will be inspected on VLAN mode configuration web page. The log type also can be configured on
per VLAN setting.
Possible types are:
None: Log nothing.
Deny: Log denied entries.
Permit: Log permitted entries.

Check VLAN

ALL: Log all entries.

BE "RE R, EXZATIEER
B "RINETSRE" R, GIEHRY VLAN BE,

7.5.3 B#5RM

FBFA LA TaiEid FTECE ARP Inspection 4BERIK TR AYIEHIZHEE.

BEEIEN, BRE "REEE" > " ARP Inspection” > "SR , MTEFR:
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:ﬁgf #75 ARP Inspection &

VROIERE WiEE [ %0 [ VLANID | MACHERE | IP HEhb

kPoOE ] | 1 00-00-00-00-00-11 192.163.2.150

(=Rt

~zens
- BT

= 802.1X 2z || ==
PACL

pIPFEMAC Source
Guard

- ARP Inspection
= iR OES
= VLANGTE
BRI
= 75T

& 7-96 BRI EE

AIECERIFERAGITARAT |

24 15t8A
Port MANEEYENEO ID
VLAN BNFEHIER VLAN ID
P it EINFEL0ERY |P ek,
MAC bt BINTELER MAC HBit,

B "MIERE" R, RIERARERRINES
B RE RE, MAXEK,

7.6 ACL

ACLs BISFRAENIZHIFIZR (Access Control Lists), tBARAIGAGIZR (Access Lists) , fBFRA
Bk, EERISRYIATRZ IR, ACLs BitiE N —LANIR RIS 0 FROSERIRSL
HEiTES: RTEERESR. REEGERISERE, 1L 7A%E ACLs #1 QoS ACLs,
SEURRH TS ISR ARSI WS RROB R EIREATEEY, REIMESHNERERFERNESE. &2
ACLs TESURTIBIE MRS EHITH TR, FHMNEEREDEASRE R EHNEIRREt T
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ME, RIECES{E(Conditions) i REEAIFELE

I (Permit)ix2EF (Deny).

RRIEN, e ACLs AT EHBLEIERAIFNMZIREET, Qos REZHXLEHIERIITN

TR I,

ACLs B—RFIRIRINAER, FAIFRZ AENIEFIFIZFRFIN(Access Control Entry: ACE), &%

BNEHI5RRIEREHE T B %R IAY P EC R R T .

IBIEFIRAMNETLAS ISR RAVRIEIE, Bisitiit, EENEER

761 ACL %DE&‘E

PRI LR 448 ACL RS,

BEEENEN, B8Rt "Refi&" > "ACL" > "Ports”

MsBSIEE
HeEEETT
vimOERR
»PoE
=Et iy
~ReFR
« SREETR
=302 1X
wACL
= Ports
n RETE Ilmlters

= Access Control
List

. SRR

ACLim[EE

@O D | AMF [ RS0 [nSem | 56 | B | XE | | it#Es
Disabled N

‘[ d= v [ v pat | [e Ve Ve VeV .
Port2 V
_ Disabled ¥

1] 0| [#FE V] [ElE V] [Port1 [Eikv| [EIE V] [BE V] [#F V] 0
Port2 V¥

2 | 0| [ v] [EIE V] [Port1 Bk v| [BIE V] [BE V] [#F V] 0
Port2 _ b

3 | 0| [ v [ZEiE V] ZIE V| [ZIE V] ([ZIE V] [2iF V] 0

7-97 ACL imiREEHE O

AJECERIFERAGIARAN T :

24

oHE

bl )E]
A FRmzinAFERRE.
/;&Q@ieTlZlﬁﬁD JJ:*SHEI}I E TI

TERERPRH 1D

iR O 4B ERNEZIRS] ID(Rate Limiter ID), E{&N Rate Limiter F2&.,

im O ExEM (Port
Redirect)

Select which port frames are redirected on. The allowed values are Disabled or a specific port
number and it can't be set when action is permitted. The default value is "Disabled".

=& (Mirror)

Specify the mirror operation of this port. The allowed values are:
Enabled: Frames received on the port are mirrored.
Disabled: Frames received on the port are not mirrored.

The default value is "Disabled".

H#&(Logging)

%A (Shut Down)

Specify the port shut down operation of this port. The allowed values are:
Enabled: If a frame is received on the port, the port will be disabled.
Disabled: Port shut down is disabled.
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The default value is "Disabled".
Note: The shutdown feature only works when the packet length is less than 1518(without VLAN
tags).
Specify the port state of this port. The allowed values are:
Enabled: To reopen ports by changing the volatile port configuration of the ACL user module.

. Disabled: To close ports by changing the volatile port configuration of the ACL user module.
S The default value is "Enabled".
¥ (Counter) Counts the number of frames that match this rule.

BE "RE R, EEETMER.

7.6.2 s m4%) (Rate Limiter) ALE

FAFRTLATE TR 4m4E ACL IRZRHI(Rate limiter)ECE

ZEAIEN, BRE

HMEESHGE
(3 B =g Lt
PiROIET
pPOE
X1k
~ e
= BEEH
= 802.1X
wACL

[} PGI'[S

[ e iers |
= Access Control

List

"ZeEeE" > "ACL" > "Rate Limiter” , 1 FEFI<:

AeEACLim1iE=pRH
PRIFZEREID | FE

‘e

=]

1=

7]
<

=
&
<

=
B
[47]
{

=l
p=
[F7]
|;

]
{

=] @ N = W R =
'R [NTRY (SR SR R SN R Y
= |2 |2
=Rie=Nlgp=]
wo|| W

& 7-97 ACL Rate Limiter ig&5&O
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7.6.3ccess Control List =R

PP LAfELL TR h4REE Access Control List BRE

ZEAIEN, BRE

"ZeEeE" > "ACL" > "Access Control List” , 31 FEFA<:
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WMEESHE
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~ Tl
= TP
= 802 1X
wACL
= Poris
= Rate Ilmlters

= Access Control |
Uﬂ

FeEinal bl

_ R

lE . =

Eﬁ|EEHEH|ﬁiﬁﬁﬂ|ﬁﬂ§iﬁ!Hﬁﬁ|iﬁﬁgﬁﬂ

7-97 Access Control List iZ&& O

BaE "+ 3R, HNYREE Access Control List,

8.1 Ping 3|zt

Ping 22— 1MIER, BRIE

N,

ZEEWEN, BHRE "RFEH" > "Ping”

HEESHEE
HeEREIR
PRI 9
rPOE

=k Ty
RS
rQo S&ﬁ .
Y RRB

= Fing |
- SE8 ]

r P

. AR
ICMP Ping
IP Address 0.0.0.0
Ping Length |56
Ping Count |5
Ping Interval |1

[

10-17 Ping Ui & O

8 RA& W

ICMP Echo #iEQZIEIEERT IP itht, BAYT RSN LA HAV SR #H1TE
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BB RRIFRIBAIN T :

S 1588
IP Address EINFEZE Ping B9 IP ik,
AEEOGBAZI Ping IPv4 ittibal IPve #EltA9XEL., FBFRA LI 1 1 60 Z[EAYEY
Ping Count =R
Ping Length BN 1%01452 Z[@R9—ME. BNABER 56
Ping Interval i Ping BYRYE)EIRR

Eadh “Start” #%§H, FF4R Ping MG,

8.2 &4l

é)%é'#i“ffﬁ;muzi—/,\/J\%%f%, FARTLARE 10/100/1000BASE-T EBORIELATIAZS, HINLRIRIFFEE, R
'Ik l:l u o

ZEEWEN, BHRE "RFEM > "REaN" |, AR
HERSTGE

i B[]
pPoE
R Fria
PEEETE
PQ0SRE
~ R B
e mlzlIﬁ‘ﬂﬂlkﬁhlﬁﬂalkﬁslﬁﬁcl%ﬁclﬁﬂnlk&n
« SRR 1 s ) FTis 0 His P 0 |
Eaad 2 = 3 J_t% 3 IEE 3 & 3
i TR T HE T FE U FE 0
4 FiE 0 FES 0 Fis 0 FiE 0
5 FiE 0 FEE 0 Fis 0 T 0
6 i 0 FEs 0 Fis 0 Fi 0
10-17 Ping K& O

B "FHA" &, TR Sguan” W,

8.3 Tl

AR ER CPUERBESHESEIHER, U— M EBHESHER, (HENEERRRESEFYE.

| UK
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ZEANEN, BRE "RFEgHT > "CPURIAR" , AT
CPU R¥k{ER%E BRI M
100ms 0% 1sec 0% 10sec 0% (all numbers running average)
75%
50%
25%

10-1 CPU FIFIZRHE O
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9.1 IRFET

ZEORTHEREMSE. BRE "RAYER" > "REER" | FUTHEXELE.

MEBSHRE :

rin BT

»PoOE i e
VEIERE B AERGTEGS?
r TR

QOS5

- ERBH
= Ping
= SRS

- RGP ‘
REEE
EEE R
= EliFHR
= [EliiT3n
« RIFFEEZ
MERELTI

B "B ERIRE.

9.2 KEH ®E

ZEARTYRBRIETRELIRE. BRE "REMER" > "WEHIRE" | FUTHEXERE.
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= Fing
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9.3 RFFHK

ZEARTRGEHHITHR. BRE "REHEP" > "BEFR" SFITHEXEE.

MERS T

rimOIE Browse... HE
rPOE
(=15
AR
FQOSEEE
+ R h
= Fing
= St
~ FEfn
. i%%EE

-rﬂ ﬁrﬁ&(jﬁ

. ﬁT‘ﬁﬁﬁfﬁ‘Eﬁz
PELE

B "Browse” EEEFHRAIEIG M.

BE" EE "HTENAR.
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B 1 RiER
HXAE FRI AR TE N Bk
ARP (Address Resolution . . .
HELEERATIY. | —FRE (P b SR AR IR IBIEAT Y
A Protocol)
Auto-Negotiation - ﬁé&%ﬁé’fﬂ%&%ﬁ%ﬁﬁ?ﬁﬁ@%ﬁ(ﬂ’ﬂﬁﬁ%ﬂ%Eﬂ]’f'ﬂ‘ﬁ?ﬁ
TRRFFN TR
EE— s O 7EMNLEE LR RS2 1B,
8 Broadcast Storm I BXE HREBNIMNAENEPESHERER, HEY
ZHIMILE RIS A R 4B
Broadcasting S [EILEHEIFTE R AR IR SRR R 2
BD 802.1p {5k 5%, CoS 12t T REUEEM
C CoS (Class of Service) IRSZER MNEFEFIFENTTE, BIRXSD A 8 Mg, B
ASERE: 0~7
DHCP (Dynamic Host NSENEEN | AREPHENNESSE IP ik, FRIERE,
5 Configuration Protocol) i MRXEEE
DSCP (DiffServe Code HEE IP #RICEH— 6 g, AILAEHRIE
Point) EDIRBRE 579 64 NMREI, EUEBE: 0~63
PAK (55 FR i G2 s E A2 B SR a0 =R
E Ethernet LA 2% 10Mbps #E%K. FRAPELUKMEIFTHRA
BEZEANX 100Mbps
R RESEEBNESRIREER. XFmE
Flow Control iz EEdEEROTERENAIN, LIARIS®RR
: (& SR S iR i K B R E PLED
Frame g SEYEN REREILFEEERIEIER.
Full-Duplex - 7Tjﬁui |EEE§(??.3X WA, 7%—’#59‘%%@@59‘1&
TR RIE AN T3 RIRVEHERE
y Half-Duplex sy T %ﬁﬁ Backpress‘tfre FVE, E— IR REEHTIL
RN A RIRIEHRIRE
IGMP (Internet Group BEAMAEIED | E T ENS=BEBLE Z BRI A%
Management Protocol) i Bk RK KA
FEEEEEREN
IEEE 802.1p ﬁfﬁiﬁl‘ﬂ%ﬁ%ﬂ?
B LEXIMEinE
DONESESR
TENX VLAN %5
IEEE 802.1q HR(E. R

BERLER T
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33 VLAN B9
B, EMFE
E
Q QoS (Quality of Service) RSZRE FASR R R LS FEIRFOME Z2E R Ay — R
B—Hin D}E@BT —EER— 1 REE, WA
Trunki imCE
T i L ST, RSB
. e HET IP?ESZ;&E’\J—/PS g, FRAEARN
ToS (Type of Service) R&S A ST RIS
UDP (User Datagram . “ . - W
FBFEIERIMY | EETERN. AaSEaEREMY
U Protocol)
UTP(Unshielded Twisted —
Pair) RN | WEREIINER =B R R

frf 2 F L ) A A 2R
ot AT WEB SIS SR SR ERER?

1.
Z: 58 WEB B, 155CiER IE H9E1FF0 cooklES, BNIRTEESHMRERAIESE.
2. SICEREREAN?
% SICEREBRILBSIRE L RBVIRER, RE—REIKE 10s BIE{RHAEE. FHRAFE "admin”
TS “system”
3. & WEB MR esEcERATNET CLI 1T FEEESX?
%: MEMER—HFRY, FAH,
4. Jft4BCESTE Trunking IhEE/S, £IJT BEIE N BE?
& EIREN Trunking NinOHEOBRMEEFREF, 8EER. WIEKA. VLAN FE.
5. A HILERSS i [ ASEBHYE)RR 1%1!]17&@7
& L EHIERD Im OB, TIRERMLEHIE. W-REFEFIEmOSE, B ™
EIHE:
1. EETENAIRENR ORISR, FiRETNE;
2. EEAMEIIRIENHORSAE, SiRETITE,;
3. EERINZFITENRIFAE, EREERE RO,
4, EFPARIENIROBEE, BERRIR 4HE;
6. ImBERARSINANRAFLO{E?
& OIS TIONR 2R FIRE#HT: 1000Mbps £W T, 100Mbps £W T, 100Mbps 3%
T, 10Mbps £WT, 10Mbps FNT, MNEEUEMOXEN, HENUAIFNESEEER.
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