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1.1 RRER

111 show version
oA
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BERAER (RERIR. TEMHRA. mac Bl wiFHIEF) S5

v

e
7

BRI
R
7

1.1.2 show clock
ap LA

BEIAIRRNESE

7
BRE
7
ARl
U

7c



1.2 RFEHE
1.2.1 show logging

it BEESRERER

24

7

7
g

(S B
Nl

Switch#show logging

1.3 iwO%et

1.3.1 show interface

it BEEROKRFEIHER

Page 9 of 130



W
%

show interface [ type PORT_LIST] statistics i

type: GigabitEthernet //F-Jk[

XGigabitEthernet //E;ED

PORT _LIST: sO%IZE, 340 1/1-48, 1/1. 1/1-2,3,5-8 LR, e

7
CESg
R

5l
Switch#show interface GigabitEthernet 1/1 statistics

Switch#show interface GigabitEthernet 1/1-3,28-32statistics

IIEE 1. 28 SimRNFIHER

1.4 &E LACP KT

1.4.1 show lacp neighbor

I SHIAREE lacp RFARE



7

Rl
R
aNdl

Switch#show lacp neighbor

1.5 BE STP K&

1.5.1 show spanning-tree
Ap <A

BEERIEIAS

S
7

TRE
7

R

R ERm SR

Page 11 of 130



BNl

Switch#show spanning-tree active

1.5.2 show spanning-tree interface

Bk
SRR
e
7c
B
7c
B
HrAE
]

Switch#show spanning-tree interface GigabitEthernet 1/45

1.6 &E LLDP [fF

1.6.1 show lldp neighbors

mLHAEE Ildp BBRES

%
%



RE

7
g
(S Ee

BNl

Switch#show lldp neighbors

1.7 BEZBEERR
1.71 show mac address-table

BE_BEARE

g

R
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Nl
Switch#show mac address-table
Switch#show mac address-table static
Switch#show mac address-table count
Switch#show mac address-table learning
Switch#show mac address-table interface GigabitEthernet 1/45

Switch#show mac address-table vlan 1

1.8 EERBFRIPRE

1.8.1 show loop-protect

an STHIAERMNE RIS

B
7c
B
RS
]

Switch#show loop-protect status
== \;-L \
F2E REFEREM
21 IPEE

IP BcEa<SH:
ip address ip

address dhcp



show ip interface brief

211 Ip address

an TR

Ip address, ECEAMENEZOEE ip

no ip address A.B.C.D, F/=Mf&#ENO ip AB.C.D

HRe BRRO

WmER vian EOES

EEawat]]

Switch(config)# interface vlan 1

Switch(config-if-vlan)# ip address 192.168.255.200 255.255.255.0

21.2 ip address dhcp

&SR ip address dhep, BCERZBILERE ip (vian1) FBEZFEIAR ( MEF

dhcp server 283541, vian 1 Z#O DB —IZ ip)
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no ip address dhcp, FRREZERAETE ip dhep Hfe, BIFIIERSEES

e BARN

wotEX £ vian EORS

LB

ANl
Switch(config) interface vlan 1
Switch(config-if-vlan)#ip address dhcp

S5300(config-if-vlan)#no ip address dhcp

213 show ip interface

A BEEOM p

=1

W

8 X

HRe BRRO

PRI TR

<

Switch#show interface brief

Switch#show interface vlanif1



2.2

2.21

RE&ECE

HEREGSH:

logging on  logging
host 2.2.2.2

logging level warning
logging on

ap TR
logging on, FF/EHEIRS AR

No logging on, Z£F logging IS5 E81R

RN 2FtEN

aNdl

Switch(config)#logging on

Switch(config)#no logging on
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2.2.2

223

logging host

apfEiA ECERTIRSS S ip i

HE;
S

Hostname //[AHEIRS S A, ip bk
HRE T

RN £FtEN

BNl

Switch(config)#logging host 192.168.0.1

logging level

it kB LEATRSH/AETR:;

S8
Error | warning | info {EiR/ZE/(ZE
WE

R 2FEN

BNl

Switch(config)#logging level error



2.3

2.3.1

A&

BFRE&EdasSH:
username name

show user

2 name, RRAFPR, &RASF 18 N=FHF; password RRZER, AT 18

=5

username name

username name privilege level password none|encrypted|unencrypted

password

FE— AP — EERRNEREHEN— N EERFPNEEMR. 5

IER—1CERFPIEEMEENR;

level RAFHRAI, GiXEN 1-15 (1 REREEENR, 15 TRSEEN

BR) ; nousername name, FMIFFE— N EXBEF;

24 %
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e T

R 2FEN

BNl
Switch(config)# username test privilege 15 password encrypted test
IFRBRAF: test, BR8A: test, MIRN: REEENIR; ZEXEE: X
Switch(config)#no username test
2.3.2 show users

A BEEXRNARERFEERES

PRI HFIET

~f5l
Switch#show users
Switch#show running-config //iZaip St BEEZRIERRPKE
2.4 NTP s
ntp Bo & 2

ntp ntp server

show ntp status



241 ntp
AR ntp , B ntp IHEE;
No ntp, ZEF ntp IHEE;

24 TRE

Toan PRI
EREINTI

Switch(config)# ntp

Switch(config)# no ntp

24.2 ntp server

ntp server <index_var> ip-address { <ipv4_var> | <ipv6_var> | <name_var> }
BCE ntp ARSSESMbIIEIIRS
index_var 3 1-5, #F 5 ntp IRSSEE

no ntp server index_var , HHE&E— ntp IRSSE&HEHE

W

8 X
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RE

Toan MR

St bt
Switch(config)# ntp server 1 ip-address 200.194.203.55 Switch(config)#

no ntp server 1 ip-address

243 show ntp status

oA &BE ntp server BitE

EE28 KTRE
Toan MR

ARV

Switch(config)#show ntp status



3.1 imOfcE
imHABCERSH:

duplex speed

flowcontrol

shutdown

3.1.1 duplex
oA

duplex {auto | full | half }

no duplex

RERAMNIEN., T8 NAEAER, B2ESEROERE,

A R S ain L IEFRE(E.

S
24 S 2
auto g ) ﬁﬁ
full ST
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half UL
BRE FrEmARIA auto, FEOMWNTEAREENENT (full) =L,

R FARERN

5
Switch(config)# interface GigabitEthernet 1/1
Switch(config-if}# duplex full
Switch(config-if}# no duplex full
3.1.2 speed
AL HER
speed {10 | 100 | 1000 | 10000 | auto }, jg=i% s E=R no
speed
SH
BH SH A AR
10 1100 | 1000 | 10000 VB I %N 10M, 100M. 1000M.  10000Mbps
Auto T i 2R B R

e BOZABNE (auto) , XOFIKEEMN, HIKOR:EH 10000M;

R EARERN

X Oy speed Z32H 1000M F038H] 10000M,  EBOA]

®& auto, 10M, 100M, 1000M

ANt

Switch(config)# interface GigabitEthernet 1/1



3.1.3

314

Switch(config-ify# speed 1000

flowcontrol
oA

ETNRERNARTTR, FIRAAR SRR E

R FARERN

BNl

Switch(config-if}# flowcontrol on

Switch(config-if}# flowcontrol off

shutdown

A shutdown, X[FimH
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no shutdown, FFigizn

IiEOEAFS

R EARERN

aNdl

Switch(config-if}# no shutdown

3.2 imAMRE

3.2.1

pvian isolation

it EERORE, sCE— vian RiKOZIEE(E.

Toan MR

EORERI

aNdl

Switch(config)# interface GigabitEthernet 1/1-5

Switch(config-if)# pvlan isolation

I[ERE 1-5 OFmEERE



Switch(config-if)# no pvlan isolation /By 1-5 OFEFHE(=IEE
3.3 mE&

3.31 Monitor destination

monitor destination, FrEEEERYEO

no monitor destination, ZEFGR BN

28 K
BRE

Foan ezl
ERETI

Switch(config)# monitor destination interface GigabitEthernet 1/1

Switch(config)# no monitor destination

3.3.2 Monitor source

Page 27 of 130



monitor source, @E%@%{%ﬂgﬁ%u

no monitor source interface GigabitEthernet 1/2  Eysies e E O S

S

monitor source { { interface ( <port_type> [ <v_port_type_list>])} | {{ both | rx |
tx }

port_type . 35 GigabitEthernet g XGigabitEthernet.

Both/rx/tx: AREGHE, FRrGEGFRREODNHFINIGE/NTGRE/HG EREYE
Hzlx

Foan SR
RN
ANl

Switch(config)# monitor source interface GigabitEthernet 1/2 both

Switch(config)# no monitor source interface GigabitEthernet 1/2

3.4 iwmOA&XE

access-list ace

ap TR

access-list ace, EiEiROLTEHRIEEE

24 TRRg



R 2FEN

<

Switch(config)# access-list ace 2 action deny frame-type ipv4 ip-protocol any

logging shutdown
3.5 imREE
3.51 access-list rate-limiter

an TR

access-list rate-limiter, EZE acl #r PRI SAR

28
<RateLimiterList : 1~16> pps <PpsRate : 0-131071>

e T
R 2FtEN
ANl

Switch(config)# access-list rate-limiter 4 pps 100000

//EEE& ACL ZRE ID 4 BIPRFIME 1000000 pps
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FA4E BREEGS
41 PEIRERE

HSRAREDSH:
aggregation mode

aggregation group

lacp lacp key
lacp port-priority lacp

role lacp timeout
411 aggregation mode
ap A

aggregation mode {ip | smac | dmac | smac dmac | port } EECERAEHKIESE
no aggregation mode, ECEICRAHIIER ZNERIMESE

B S AHist

ip i VAL T ip address

smac T AL AL N FE T source mac address

dmac IR R E N EE T destination mac address

smac dmac T AL AL N EE T source & destination mac address
port I B N2 T tep / udp port number

REREIVEHEZET ip address 75

SR £FEN

aNdl



Switch(config)# aggregation mode smac dmac

4.1.2 aggregation group
ap IR

aggregation group group-id, B OINNCEREA

no aggregation group, MPREEHEFFSICREE
S
group-id, 79iCER4H id
REFTIEL 2
O EE

BNl

Switch(config)# interface GigabitEthernet 1/1-8
Switch(config-if}# aggregation group 2

Switch(config-if}# no aggregation group

41.3 lacp
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lacp, FREIR OB MHRE

no lacp, AMFEEERONSCER
SH
7c
HhELTmSES &
DEcEEL

BNl
Switch(config)# interface GigabitEthernet 1/1-4
Switch(config)# lacp

Switch(config)# no lacp
41.4 lacp key
ap IR

Lacp key, FREznRSCERImO key {E
24

<1-65535> key (B, FrligE L 1-65535;

auto key (EBENNFE;

RE

auto

RN EORERD



aNdl

Switch(config-if}# lacp key 100

41.5 lacp port-priority

<1-65535> , {LESBE, BES/IMLTCRUSRE

Tt

EORERIN

BNl

Switch(config-if}# lacp port-priority 100

4.1.6 lacp role

an < TEIA

lacp role active | passive, FrEZARCEREHOGBE

B
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active | passive, DBIFRRRABBAENEI. IR

RE

active

RN EORERD

ANl
Switch(config-if)#lacp role active

Switch(config-if}#lacp role passive

4.1.7 lacp timeout
ap IR

Lacp timeout fast | slow, EgERIZCEREBRTIEIT
S
fast | slow, RI/IIREERS. 1E#EAS

RE

fast

R FARERN

ANl
Switch(config-if)# lacp timeout fast

Switch(config-if}# lacp timeout slow

4.2 VLAN &

vian EEEmSH:



vlan

name

switchport mode

switchport access vlan

switchport forbidden

vlan
Switchport hybrid acceptable-frame-type
Switchport hybrid ingress-filtering
Switchport hybrid native

Switchport hybrid egress-tag show vlan

421 Vian

an TR

vian { vlan_list} ~szre vian

no vlan , flE& vian

W

#

<vlan_list> VLAN ID, RFEE 1-4095,4095 {REE, LFRBCE(FMA 1-4094 BlaJH

A vlan 1, FrEmAEIAET vian 1
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RN EREEED

ANl
Switch(config)#vlan 2-3,6,9  //zr vian 2,3,6,9 pg4s vian
Switch(config)#no vian 6,9  //gypg vian 6,9
422 Name
ap IR
Name <vword32>, BZE& vlan =
24

<vword32> , 9 vlan FiEARE

default
SR
vian EEEET

ANl
Switch(config)# vlan 2

Switch(config-vlan)# name test123

4.2.3 switchport mode

an < TEIA

switchport mode {access | trunk | hybrid }

N
W%




access | i Hi
trunk P
Hybrid | g pfgiat
AR OSFFLA T UAMMRS: I0aMRal. Rzl REE, HARIER

b

|
4

iR RMNET— VLAN, FAERAKFFHRITRERIAKMN; haEFRmizin

OSHEHERIREE, FTLAREMHRKIERERILIRRN; BERIFRZROEEAT L

VEERRN, tBRTLAEASHRAIFNEREHES (2 access AN trunk HHUES) MREREE

o+

an SRR OB BRI

Nl
Switch(config)# interface GigabitEthernet 1/2-4
Switch(config-if #switchport mode access
Switch(config)# interface GigabitEthernet 1/1
Switch(config-if #switchport mode trunk

4.2.4 switchport access vian

an < TEIA

switchport access vlan { vlan-id}
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4.2.5

ZH SH A
Vlan-id Vlan 5 HUE VTR 1-4094
H/I\
Vlan 1

an SRR OB BRI

Nl
Switch(config)#vlan 2
Switch(config)# interface GigabitEthernet 1/5-8
Switch(config-if)#switchport mode access

Switch(config-if #switchport access vlan 2

Switchport forbidden vlan

switchport forbidden vilan { add | remove} {vlan-id}

S
ZH SR A
add BL & fF vian 51)5%
Remove BCE 2% 1L vian 713
Vlan-id Vlan 5 HUETEH] 1-4094
e
FBIF Vian 1

SRV ECEET

ANt

Switch(config)# interface GigabitEthernet 1/1



Switch(config-if# switchport mode hybrid
Switch(config-if# switchport forbidden vlan add 2

Switch(config-if)# switchport forbidden vlan remove 3-4

4.2.6 Switchport hybrid acceptable-frame-type

an < TEIA

Switchport hybrid acceptable-frame-type <all | tagged | untagged>

all | tagged | untagged 3BIZ57= hybrid OS2 EINEZEEY ERA . tag B,

untag i
TRE
all

SRV ECEEI

BNl
Switch(config)# interface GigabitEthernet 1/1
Switch(config-if# switchport hybrid acceptable-frame-type all
427 Switchport hybrid ingress-filtering
ap LA
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4.2.8

Switchport hybrid ingress-filtering, EFEimONG D E

no switchport hybrid ingress-filtering , ZHimONFS RIMULE

28
7c
RERFBARSEI
EORERN
Nl
Switch(config)# switchport hybrid ingress-filtering
Switch(config-if# no switchport hybrid ingress-filtering
Switchport hybrid egress-tag
ap A
Switchport hybrid egress-tag <all | none> = s tag Bl s
No switchport hybrid egress-tag
28
<all | none>, S 3IFREIER KOS tag BIHE| untag B4
TRE

Untag Port vlan

ap SRV OB EET

aNdl



Switch(config)# switchport hybrid egress-tag all

Switch(config-if## no switchport hybrid egress-tag

4.2.9 Switchport hybrid native

Switchport hybrid native vlan <vlan-id> g hybrid #fgsith vian

S
Vlan-id Vlan 5 HUE L H 1-4094
5=}

all

an SRR O ECEEI

5
Switch(config)# Switchport hybrid native vlan 2
4210 show vian
AR HIA
show vlan brief |id vlan-list| ip-subnet | mac |[name | protocol | status
SH

AJ#%Z vlan id, vlan name, 1Y EEEIENZE] vian BLETRE
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7

g
(S Ee
Nl

Switch# show vlan brief

Switch# show vlan status
Switch# show vlan 2

Switch# show vlan ip-subnet id 2

4.3 VCL @z
VCL BEeEmdha:
switchport vlan mac
switchport vlan ip-subnet switchport

vlan mapping switchport vlan

protocol

431 switchport vlan mac

switchport vlan mac, ECEETF mac A9 vian

no switchport vian mac



AR
EOREERL

I
Switch(config-if## switchport vlan mac 00-00-00-00-00-01 vlan 2

Switch(config-if}# no switchport vlan mac 00-00-00-00-00-01 vlan 2

4.3.2 switchport vian ip-subnet

ap TR

switchport vlan ip-subnet, ECEETFMIEHZAY vian no

switchport vian ip-subnet  fipsBzE ETF ip-subnet gg vian

7c

SRV ECEEI

5l
Switch(config-if}## switchport vlan ip-subnet id 1 10.0.0.1/255.255.255.0 vlan 1

Switch(config-if# no switchport vian ip-subnet id 1
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4.3.3

4.3.4

switchport vian protocol

an < TEIA

switchport vian protocol, EZEHZZE! vian BIBRET

no switchport vilan mac

W

#

switchport vlan protocol group <group_name> vlan <vlan_id>

RE

7c

an SRR O ECEEI

ANl
Switch(config-if# switchport vlan protocol group test vlan 2
Switch(config-if}# no switchport vlan protocol group test vlan 2
vlan protocol

AL HER
vlan protocol eth2| lic | snap, ECEHNZI4BRIIRET
no vlan protocol

SH

eth2 Ethernet-based VLAN commands
llc LLC-based VLAN group snap SNAP-

based VLAN group

H/I\



7

RN EREEED

BNl

Switch(config)# vlan protocol snap 0xE02B 0x1 group test

Switch(config)# no vlan protocol snap OxE02B 0x1 group test

4.4 DHCP Snooping iz

DHCP Snooping g B ip € B

ip dhcp snooping ip dhcp snooping

trust show ip dhcp snooping table
441 ip dhcp shooping
ap IR
ip dhep snooping, FF/E dhep {ITBCEREL
no ip dhcp snooping, ZZEFE dhep (RIFECEE
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4.4.2

443

RE

$H

RN EREEED

ANl
Switch(config)# ip dhcp snooping
Switch(config)# no ip dhcp snooping
ip dhcp snooping trust
CEISg %S
ip dhcp snooping trust, EeEiw[ dhcp ITE{EET
no ip dhcp snooping trust, BtEimM dhep {IFIHEFET
B2
7
TRE
([Si==

an SRR O ECEEI

5l
Switch(config-if}# ip dhcp snooping trust

Switch(config-if}# no ip dhcp snooping trust

show ip dhcp snooping table



show ip dhcp snooping table, &7& dhcp FIITEEER

&

7c

RN EREEED

ANl
Switch(config)# ip dhcp snooping

Switch(config)# no ip dhcp snooping

4.4.4 show ip dhcp snooping interface

show ip dhcp snooping interface, &EZFix[ dhcp {ITEEED
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7c

CESg L
R
N

Switch# show ip dhcp snooping interface GigabitEthernet 1/1

4.5 DHCP Server e

DHCP Server Bi&m<$H:

ip dhcp server ip dhcp pool

host/network lease time

default-router dns

show ip dhcp

451 ip dhcp server
CEESg %S

ip dhep server, FF2 dhep BRSS

no ip dhcp server, ZF dhep RS



i SEN 2 REEEIvian EORER

E=want]l

Switch(config)# ip dhcp server
Switch(config)# no ip dhcp server

Switch(config)# interface vlan 2

Switch(config-if-vlan)# ip dhcp server //gpg dhep fgszse4igE Vian 2 43

ip
Switch(config-if-vlan)# no ip dhcp server //ggg dhep fgszse R 4pigE Vian 2 b
Be ip
4.5.2 ip dhcp pool
ap IR

ip dhcp pool <word>, & dhcp it ip dhcp

pool <word>, IBRIEERFRAY dhep bl
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4.5.3

RE

7c
ARl

£REEERL

5l
Switch(config)# ip dhcp pool vlan2_test1

Switch(config)# no ip dhcp pool vian2_test1

ip dhcp excluded-address

an < TEIA

ip dhcp excluded-address, BELE dhc fR&S 2ttt HHERR ip 8 ip B% noip dhcp

excluded-address, IR dhc BRSSESHEABAVISERERR ip 8% ip E&

HEBR ip Ao ECERINIEO TRIZ L

7

RN EREEED

ANl
Switch(config)# ip dhcp excluded-address 1.0.0.1 1.0.0.2

Switch(config)#no ip dhcp excluded-address 1.0.0.1 1.0.0.2



4.5.4 host/network

an < TEIA

Host <ip> <subnet_mask> ,fa&thtth iP it

Network <ip> <subnet_mask> ,Edz bty ip MERERASHENES 1K ip, AT @

EAK )

No host|network <ip> <subnet_mask>, FRRMIBRibIEE ip HtbakER

W

#

<ip> <subnet_mask> , $BIFR7~ ip HUFIFMIESERE

7

SRR ER

5
Switch(config)# ip dhcp pool test_pool
Switch(config-dhcp-pool)# host 3.0.0.1 255.0.0.0

Switch(config-dhcp-pool)# network 1.0.0.1 255.0.0.0
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455 lease time

an < TEIA

lease { <day> [ <hour>[ <min>]] | infinite } ~ EaZEHhtik5th P FAL

W

#

{ <day> [ <hour>[<min>]]|infinite} B BF. 4 lkK
TRE
KA

i SR ECERT

5l
Switch(config-dhcp-pool)# lease infinite
Switch(config-dhcp-pool)# lease 1 0 0
4.5.6 dns
TR

Dns <A.B.C.D>Et& dns RS EEHHE

W

#

<A.B.C.D>, dns R53Ee1tbtit

RE

7

B

bt ECERT



aNdl

Switch(config-dhcp-pool)# dns 8.8.8.8

457 Default-router

B

SR

Default-router <A.B.C.D>, Be &bt EIAR X

W

#

<A.B.C.D>, IEEMX ip bl

&

7c

SRR ER

BNl
Switch(config-dhcp-pool)# default-router 1.0.0.100
4.5.8 Show ip dhcp
ap LA

Show ip dhcp pool|server, Egiﬂjﬂti@ IRESEEE
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7c
AR

R
BNl

Switch# Show ip dhcp pool

Switch# Show ip dhcp server

4.6 DHCP relay gz

DHCP relay BiEan<$A:

ip dhcp relay ip helper-
address ip dhcp relay information
option ip dhcp relay information policy

show ip dhcp relay

4.6.1 ip dhcp relay

ip dhep relay, FFiE dhep F4RARSET

no ip dhep relay, ZZFH dhep FRARARSSHET



4.6.2

RE

ZH

RN EREEED

BNl

Switch(config)# ip dhcp relay

Switch(config)# no ip dhcp relay

ip helper-address

an < TEIA

ip helper-address ip_addr, Bt& dhcp H4IRSSSE ip ik

7

RN EREEED

BNl

Switch(config)# ip helper-address 1.0.0.1
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4.6.3 ip dhcp relay information option
A SHEA
ip dhcp relay information option, FF/& dhcp 44 RIEIHER, no ip

dhcp relay information option, 5%[# dhcp FR4EE]IEIIET

FSEi

RN 2REEED

ANl

Switch(config)# ip dhcp relay information option

Switch(config)# no ip dhcp relay information option

4.6.4 ip dhcp relay information policy

ap IR

ip dhep relay information policy {Replace|Keep|Drop}  #igg dhep chiy(=E%Rg
S

7c

TRE



RN EREEED

5l
Switch(config)# ip dhcp relay information policy drop
4.6.5 Show ip dhcp relay
CEISg %

Show ip dhcp relay, &E dhcp FECE

7c
g
R

BNl

Switch# show ip dhcp relay
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4.7 IGMP Snooping fig=
igmp-snooping BEcERIASH . ip igmp-snooping

ip igmp-snooping vlan ip igmp-snooping
immediate-leave ip igmp-snooping max-
groups ip igmp-snooping mrouter ip igmp-
snooping querier election ip igmp-snooping
querier address ip igmp-snooping
compatibility ip igmp-snooping priority ip
igmp snooping robustness-variable ip igmp-
snooping query-interval ip igmp-snooping
query-max-response-time ip igmp-snooping

last-member-query-interval

ip igmp-snooping unsolicited-report-interval

show ip igmp-snooping

4.71 ip igmp-snooping
ap IR

ip igmp-snooping no

ip igmp-snooping

INRFBEFS igmp-snooping IHEE, AJLAEITLLAE<S. ERRIZAE<HY no X TUEE

FATIRE. 240



RN £REERIN. VLAN EEREEZEOREEN F&EZw

7~ FFE igmp-snooping ThRE

Switch (config)# ip igmp snooping

4.7.2 ip igmp-snooping vlan

AP THIA
ip igmp-snooping vlan <vlan_list>

no ip igmp-snooping vlan <vlan_list>

SNERABERIN IGMP VLAN, BILAUE It a<. ERZa<SHY no FZzUlIER

VLAN,
SH
24 BHGOIER
vlan_list
- VLAN 5
5=}
7
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RN ERERERN FTREIZWL.

5 700 IGMP VLAN

Switch (config)# ip igmp snooping vlan 1

4.7.3 ip igmp-snooping immediate-leave

ap A
ip igmp-snooping immediate-leave

no ip igmp-snooping immediate-leave

NRBEFRROMNRESINE, TLUBHIGS. ERZmSHI no v

FATgE. S48

7
e
2F9

RN EORERN TREIZBL.

7~ FFE igmp-snooping THRE

Switch (config-if)# ip igmp snooping immediate-leave

4.7.4 ip igmp-snooping max-groups

ap LA
ip igmp-snooping max-groups <Throttling : 1-10>

no ip igmp-snooping max-groups



MRFBIRERANTRHE, JUBELeS. ERXE<SHI no FZZUKER

INME. B8

24 SO

Throttling RN

EREARPRH!

RN FORERN TREIZBL.

ANl

Eﬂﬁﬁﬁ”ﬁﬂ 10 E’J'I'Juujj 10

Switch (config-if}# ip igmp snooping max-groups 10

4.7.5 ip igmp-snooping mrouter

ip igmp-snooping mrouter

no ip igmp-snooping mrouter

MRFLEFEERIRONIIEE, TUABSG<S. FERZmSH no FZXUEERTIEE.

W

#
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Re

A

RN EORERN TREIZBL.

Nl
FriE SRR II8E
Switch (config-if}# ip igmp snooping mrouter
4.7.6 ip igmp-snooping querier election
ap A

ip igmp-snooping querier election

no ip igmp-snooping querier election

NRAHEFTE IGMP VLAN RIEIA=RINAE, ALABTItas<

FAVEEFTNRE. 24K

A

B

VLAN ECERT TR EZHB<.



aNdl

FEEIRRRINEE

Switch (config-if-vlan)# ip igmp snooping querier election
4.7.7 ip igmp-snooping querier address
ap LA

ip igmp-snooping querier address <ipv4_ucast>

no ip igmp-snooping querier address

NRAEEETIAER P ok, AL a<. ERI%E<H no FZZUIRERR

1N

B. 2%
e sHHER
Ipv4_ueast 2L

THRE

0.0.0.0
LRI

VLAN EeEtEz FEEIZA <.
antll
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==l
Switch (config-if-vlan)# ip igmp snooping querier address 192.168.2.1

4.7.8 ip igmp-snooping compatibility

RS
ip igmp-snooping compatibility auto/v1/v2/v3

no ip igmp-snooping compatibility

WRALIRE IGMP VLAN BLEH IGMP i ASFeS M, TLiBE Ltk a<S. #

RRizar< a8y no FZZUIRKEEIAE.

&

IGMP-auto
RO

VLAN BeERN FECEIZDS.

{5 IRE VLAN 1 gy IGMP 133y Forced IGMP V1

Switch (config-if-vlan)# ip igmp snooping compatibility v1
4.7.9 ip igmp-snooping priority

DOHEA
ip igmp-snooping priority <CosPriority : 0-7>

no ip igmp-snooping priority

RFEREMSR, TABTSLEG<. FERZSH no FZZURERIAE.



W
&

s BHHOES
CosPriority R, 5 0-7
5=
0
R

VLAN &R TR EZHB .
BNl

BCEMLTR

Switch (config-if-vlan)# ip igmp snooping priority 7
4.7.10 ip igmp snooping robustness-variable
ap A

ip igmp-snooping robustness-variable <lpmcRv : 1-255>

no ip igmp-snooping robustness-variable

JNRAERE RV H, JLlBEa<S. ERZE<SHI no FZZUIKERIAME.

24 SHE S
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IpmcRv RV, it 1-255

Re
2
g b

VLAN ECERT TR EZB .

f BCE RV {E

Switch (config-if-vlan)# ip igmp snooping robustness-variable 7

4.7.11 ip igmp-snooping query-interval

ip igmp-snooping query-interval <lpmcQi : 1-31744> no

ip igmp-snooping query-interval

RAERE Q E, TGS, FERXE<SHI no FZZURERIAE.

S
s¥ sHHOER
IpmeQi Qlfe, il 1-31744

ﬂ/ BN

125
R

VLAN ot PR EZaH <.
NGl

BE Ol B



Switch (config-if-vlan)# ip igmp snooping query-interval 70
4.7.12 ip igmp-snooping query-max-response-time
ap LA

ip igmp-snooping query-max-response-time <lpmcQri : 0-31744> no

ip igmp-snooping query-max-response-time

UIRAHERE QRIE, ALIBEELGR<S. ERZE<SHI no FPURERIAME.

24
s sHHER
IpmcQri QRIfH, il 0-31744
e
100
AR

VLAN BeERN FECEIZDS.

~f5 BcE ORI B

Switch (config-if-vlan)# ip igmp snooping query-interval 110
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4713 ip igmp-snooping last-member-query-interval

AP THIA
ip igmp-snooping last-member-query-interval < I[pmcLmgqi : 0-31744>

no ip igmp-snooping last-member-query-interval

WIRABERE LLQIE, FJLUBETLa<. ERiZm<HI no FZUIRERIAE.

S
s¥ SHHOER
IpmcLmai LLQI 4, EFE 0-31744
RE
10
R

VLAN BcEtR FEREZB <.

< E& LLOI B

Switch (config-if-vlan)# ip igmp snooping last-member-query-interval 20

4.7.14 ip igmp-snooping unsolicited-report-interval
CEESg %0

ip igmp-snooping unsolicited-report-interval <lpmcUri : 0-31744>

no ip igmp-snooping unsolicited-report-interval

JNRAEMRE URIE, ATLUBTLAS. (ERZm<H no FPZURERNAE.

N
%

24 SHE S




lpmeUri URII &, §fH 0-31744

Hzl\
10
ARl

VLAN BeE&E{ TBEEi%4a4

°

5l EE URIE
Switch (config-if-vlan)# ip igmp snooping last-member-query-interval 200
4.7.15 show ip igmp snooping

ap LA
show ip igmp snooping |/detail/group-database/mrouter/vian

INRFEEE IGMP ECE, FJLUBTILR<S.

RETART, X ECE R T

Bz,
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T BE IGMP &

Switch #show ip igmp snooping

4.8 MVR config g

MVR EcE R
mvr mvr vlan

mvr name mvr
immediate-leave ipmc
profile ipmc range
show mvr show ipmc
profile show ipmc range
4.8.1 Mvr

ap < TEIA Mvr, 2B{ERE mvr 12

=+

nomvr, £F2F mvr &

Re

KAE R

EREERN

ANt

Switch(config)# mvr



4.8.2

Switch(config)# no mvr

Mvr vian

an TR

mvr vlan, BZE mvr vlan [ no

mvr vian, & mvr vian ZO0RSE

S

mvr vlan <v_vlan_list> [ name <mvr_name> ] mvr vlan
<v_vlan_list> channel <profile_name> mvr vlan <v_vlan_list>
frame priority <cos_priority> mvr vlan <v_vlan_list> frame tagged
mvr vlan <v_vlan_list> igmp-address <v_ipv4_ucast> mvr vlan
<v_vlan_list> last-member-query-interval <ipmc_Imqi> mvr vian

<v_vlan_list> mode { dynamic | compatible }

H/I\

7

RN EREEEN

aNdl

Switch(config)# mvr vlan 2 name test
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Switch(config)# mvr vlan 2 mode compatible

4.8.3 Mvr name

mvr name, FCE mvr F=F

no mvr name, MHER mvr B

W

#

mvr name <mvr_name> channel <profile_name> mvr name

<mvr_name> frame priority <cos_priority> mvr name <mvr_name>

frame tagged mvr name <mvr_name> igmp-address

<v_ipv4 ucast> mvr name <mvr_name> last-member-query-

interval <ipmc_Imqi> mvr name <mvr_name> mode { dynamic |

compatible } Fhgs ¥

RN EREEEN

5
Switch(config)# mvr name test igmp-address 222.0.0.1
Switch(config)# no mvr name test igmp-address 222.0.0.1
4.8.4 mvr immediate-leave
CEESg %

mvr immediate-leave, Bt&imE mvr PUEREF{FEEE

14

no mvr immediate-leave, EREiH[] mvr HUERESFFaE

p



FRm<EL

EORERI

ANl
Switch(config)# mvr immediate-leave

Switch(config)# no mvr immediate-leave

4.8.5 ipmc range

an < TEIA

ipmc range, BtE ipmc BiEithiSEE

no ipmc range, fHIBR ipmc BIEHBHSEE

W

#

ipmc range <entry_name> <v_ipv4_mcast_start> [ <v_ipv4_mcast_end> ]

RE

KAE R
EREEERL
ANt
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Switch(config)# ipmc range test 224.0.0.1 224.0.0.20

Switch(config)# no ipmc range test

4.8.6 ipmc profile
ipmc profile, EZE ipmc profile IR, 2B (8L

ipmc profile, EZE ipmc profile iR 2FX

ipmc profile <name>  gagg ipmc profile &

SHTR
=]
KAE R
EREEERL
aNdl

Switch(config)# ipmc profile
Switch(config)# no ipmc profile

Switch(config)# ipmc profile test

4.8.7 show mvr
oA

Show mvr, B& mvr i2E&



4.8.8

7c
ARV
R
ANl
7c

show ipmc profile

an < TEIA

Show ipmc profile, g5 ipmc profile frg

7
B
HrASE

aNdl
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4.8.9 show ipmc range

7c
AR
R

BNl

7c

4.9 IEHEE

EHEERRSH:
ip routing interface
vlan ip address ip
route show ip
interface brief

show ip route



491 ip routing

ap IR
ip routing
no ip routing

RFEFEHRMEIIRE, JLIBEIL GRS, ERZEmRI no FZVIKERIAE.

W

#

7

REEHURT

RN ERRERN TREZBL.

Nl
FEEBEIIIAEE
Switch (config)#ip routing
4.9.2 interface vlan
LS5

interface vlan<vlan_id>
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4.9.3

P B B

vian_id Vlan 11 By, vianl-vland094.
RETC
SR

EREERIERSENERELDSRE, TLAEA

F| vian EOBEEEL

BNl

TEAGSHAZ VLANT EOERSHER:

switch(config)# interface vlian1

switch(config-if-vian)#
ip address

ap IR
ip address <address> <netmask> no

ip address
MRFBERINEN 1P, TLUBEIEG<. ERZa<SH no FLzUlRED 1P,

24

ZH SR S
Address Vlan £ 11 ip Huhik

Netmask T HE Y,




49.4

RE

P IRE VLAN 2 g9z 1P

VLAN 1 EZOaptE

VLAN #ZOFEEN FTREIZHhS.

switch(config)# interface vlan 2

switch(config-if-vlan)# ip address 192.168.1.1 255.255.255.0

ip route

an < TEIA

ip route <v_ipv4_addr> <v_ipv4_netmask> <v_ipv4_gw> <v_nhop_vlanid>

no ip route
WMRFBERNI—REFSEA, B GES. FRZBESH no FLXMERZEES
BH. 5%
ZH SR SR
v_ipv4_addr ip Huhi:
v_ipv4_netmask T HER,
V_ipv4d _gw BES
v_nhop_vlanid T—Bk VLAN
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RETaEL, £FEERI T

Bz,

aNdl

IRE—HFSIBH

switch(config)# ip route 192.168.3.0 255.255.255.0 192.168.100.100 2

4.9.5 show ip interface brief

an < TEIA

show ip interface brief

MRFLETEREO IP, JUABITLGS.

W

#

7c

RETAERT, X ECE R T

Bz,

h EEEO IP

Switch#show ip interface brief

4.9.6 show ip route

an < TEIA

show ip route



INRFBEEEHFSIH, JABTLRS.

W

#

7

RETAERT, X ECE R T

Bz,

BNl

BEEHSIKH

Switch#show ip route
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5.1 MAC ishits

51.1

MAC hitRe<SH:

mac address-table static mac

address-table aging-time

show mac address-table

mac address-table static

an < TEIA

mac address-table static mac-addr vlan vlan-id interface interface-id no

mac address-table static mac-addr vlan vlan-id interface interface-id

MRFBLEHIN—

EGHILECE. 23

ZH ZH A
mac-addr MAC Hb
vlan-id % MAC H#iulikfirJ& VLAN. BB Ja

1—4094.

interface-id

1% MAC HbhkFr Je 9 38 i 1 o

RELAERT, EEBEERT T

Bz,

5 FE2E MAC H#biit 00-00-00-00-00-01 £8EZIEF VLAN2 f9im 10 L.

Switch(config)# mac address-table static 00-00-00-00-00-01 vlan 2 interface

110

BS MAC Htetit, AJLABE L ar<SECE. (ERIZm<SHY no iz




5.1.2 mac address-table aging-time

ap IR
mac address-table aging-time time no

mac address-table aging time

INRFEIRE MAC hEZ{LRdiE), FJLIBIDLas<EcE. ZRIRECE S 0 AT,

FrKABEN. ERZSH no FZZlENEIRERIAME.

SH
ZH SR A
Time ZALESE], BUEVER: <0,10-1000000>

RELAERT, EE2BEERT T

ECE MAC itk spgkadia)yg 200s.
Switch(config)# mac address-table aging-time 200

51.3 show mac address-table

N>

oA
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show mac address-table {address | aging-time | conf | count | learning |[interface

interface-id | vlan vlan-id] | static}

BRI MAC HEHERAIRZS

S
S SHmTER
Address Mac it E5if,
aging-time Mac HBHEERELRTIE,
Conf FAFIEINAYERS mac HEtlk,
Count Mac HBitEEL,
Learning Mac KT,
interface-id HOBFR,
Jianid VLAN ID, BUESBE: 1-
4094,
Static 8475 MAC HBhEER
RE
7

HoEt  FUER Femine o kaR MAC iy

1

T ERRTE MAC itk

=,

Switch# show mac address-table



5.2 XZ=HPH

CEESg %S
qgos storm broadcast /unicast /Junknown

no gos storm broadcast /unicast /unknown

NRFBEFBNEFITNEE, TLUBEILG<S. FERZE<TH no FZXVERATIEE,

e
e SHA R
Broadcast FiEIES
Unicast IR
Unknown RANERIEIR L
HRE

A

RN EORERN TREIZBL.

ANl

Km0 10 N/ #BIRIXSEDHEFE
Switch(config)# interface GigabitEthernet 1/10

Switch (config-if)# qos storm broadcast
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5.3 IP JRERIF

IP RERIFRISESH
ip verify source ip verify
source translate
ip verify source limit
ip source binding interface

show ip verify source

5.3.1 ip verify source
CEESg %S

ip verify source

no ip verify source

WNRBEFE ip IRRIFRITNEE, LB a< ., (ER%E<H no FZRUE

i
gE.
28
7c
TRE
$H

RN ERERERN FTREIZWL.

ANt

FE 1P IRIERIFIHRE



Switch (config)# ip verify source

5.3.2 ip verify source translate

ap LA
ip verify source translate

no ip verify source translate

NRABERNER BN FHEER, JLBLaG<. ER%<H no 2R

BiH¥. 25

A

RN ERERERN FTREIZWL.

BNl
Switch (config)# ip verify source translate
5.3.3 ip verify source limit
ap IR
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ip verify source limit <0-2>

no ip verify source limit

RABERERARINIRANSE RS, TR RS, ERXm<SH no

PR IR BIALE.
B8
24 BHHOER
<0-2> HSEFRGE, SoE<0-2>
BRI

RN FARERN TREIZWL.

5l
Switch (config)# interface GigabitEthernet 1/1
Switch (config-if}# ip verify source limit 2
5.3.4 ip source binding interface
DA

ip source binding interface <port_type> <in_port_type_id> <vlan_var>
<ipv4 var> <mask_var>
no ip source binding interface<port_type> <in_port_type_id> <vlan_var>

<ipv4 var> <mask_var>

RFBERIFFSEE, JLIBEIa<. ERZ<H no FZZUMREER

24 SH RN




port_type i WESiE
in_port_type id wOe
vlan_var vian 2
ipv4_var ip ek

mask_var FIEERD

RELHIEL, £FRAT

BBz

T HRII—5&iREASR 1, vian S5 1, ip #Bik: 192.168.2.66 FR#EAD

255.255.255.0 {UEaA%E8

Switch(config)#ip source binding interface GigabitEthernet 1/1 1 192.168.2.66
255.255.255.0

5.3.5 show ip verify source

an < TEIA

show ip verify source

RFEEE ip RRPVEERTS, JUETITG»S.

Page 89 of 130



Re

£H

R FFNEER TR EIZAL.

BNl

BER P RRIFEERS

Switch# show ip verify source

54 ARP i&lg=s

ARP 1 Em<H
ip arp inspection ip arp
inspection trust ip arp
inspection checking-vlan ip arp
inspection logging ip arp
inspection entry interface ip arp
inspection translate ip arp

inspection vlan show ip arp

inspection
5.41 ip arp inspection
CEISg %

ip arp inspection

no ip arp inspection



INRABEFSERA ARP 1ETHEE, FTLABE LS. (ERiZa<HY no iuzEE

FRLLINRE. SEFTHREERA

RN E2RERERN FTREZBL.

5l
FFiE ARP #&THRE,
Switch(config)# ip arp inspection
5.4.2 ip arp inspection trust
AP THIA

ip arp inspection trust

no ip arp inspection trust

YNERAEZEAIRORY ARP NIHEE, ATLABTIA<SEE. ERZGm<SH no

R EFIROR ARP HETITHEE |
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RE

ZH

R EEORERN FTREZBL.

ANl
FiEimE 10 A9 ARP #&iUITHEE
Switch (config-if}# no ip arp inspection trust
5.4.3 ip arp inspection checking-vlan
ap A

ip arp inspection checking-vlan

no ip arp inspection checking-vlan

WIRABEFRRARIEN VLAN Ihae, FJLiEdtta<hiE. ERZm<SH no

TR EERIRTORE .

£H

R EREORERN TREIZH2.

B FFEiwRE 10 AY VLAN #2UITHEE

Switch (config-if}# ip arp inspection checking-vian



544 ip arp inspection logging

ap IR
ip arp inspection logging all/deny/permit no

ip arp inspection logging
NRFBLERERONEEEE, JUUBTIGSRE, FAZmESHI no FZxiik

SRME . 25

ZH SBH A AR
All 4
Deny i
Permit Y

RELAERT, EEARERTI TR

FRimA 10 ATREIREN U

Switch (config-if)# ip arp inspection logging permit

5.4.5 ip arp inspection entry interface

an < TEIA

ip arp inspection entry interface <port_type> <in_port_type_id> <vlan_var>
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<mac_var> <ipv4 var>
no ip arp inspection entry interface <port_type> <in_port_type_id> <vlan_var>

<mac_var> <ipv4_var>

MRFEFFFSEE, JUBSHHSERE. ERZB<SH no FZXMRSEE.

s
ZH SR SR
port_type RE]
port_type id prANE=S
vlan_var VLAN 5
mac_var MAC Hiht
ipv4_var IP Hbfi:

RELAET, EE2BEERT T

S I—&ESKE
Switch(config)# ip arp inspection entry interface GigabitEthernet 1/1 1

00:00:00:00:00:08 192.168.2.3

5.4.6 ip arp inspection translate

ap LA

ip arp inspection translate [ interface <port_type> <in_port_type id>
<vlan_var> <mac_var> <ipv4 _var>] no ip arp inspection translate [ interface
<port_type> <in_port_type_id>

<vlan_var> <mac_var> <ipv4_var> ]



INRFBERNEREERAFFSEE, JUBLIGSEE. M%< no

FABHEREE.
s
ZH ZH A AR

port_type i 1 28 7Y
port_type_id jrANE=2
vlan_var VLAN 5
mac_var MAC Hiht
ipv4_var IP Hbhl:

RELHIERT, EEBEERT T

TSR EaESR B RAERSRE

Switch (config)# ip arp inspection translate

5.4.7 ip arp inspection vian

ap IR
ip arp inspection vlan <in_vlan_list> logging { deny | permit | all } no

ip arp inspection vlan <in_vlan_list> logging { deny | permit | all }
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INRAEECE VLAN (IAESEE, ALiBdittar<icE. ERZm<HRY no iz

UMBRFE.
2
B SH A
All 2
Deny EiEE
Permit Y

RELHERT, EEBEERD T

IRE vian 1 FIREREHES
Switch (config)# ip arp inspection vlan 1 logging deny

5.4.8 show ip arp inspection

ap TR

show ip arp inspection entry/interface/vlan

INRFEEE ARP UREXEERER, JUBTtnSEE.

SHTRET RN ERENEER

o FEEIZWwB <.
BNl
&BE ARP 1A E

Switch (config)# show ip arp inspection



55 ACL e

ACL BEcEmdH:

access-list ace

show access-list

5.5.1

access-list ace

an < TEIA

access-listace = fgg acl £ no

access-list ace, s acl ace %ZH
3l

Ace id ace 5:H id, RFBEIS 1-512

action HiaEHIfT/9, permitdeny  dmac-

type Bfy mac kx5 frame-type [ Eaal

ingress interface )\ i%

logging BAEEE  next f£34A1 ACE %

B TEsnY ACE &H
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5.5.2

policy KRESBCEIN  rate-limiter  EFRF, XESBERAW

TRIZH rate-limiter  redirect im0 BEEREEIEIN

shutdown Kl B B5EI

tag-priority  vlanTag {i5cpmeEkmm  vid

VID filter {g;Fr =15

e
ESEILES B

EREEERL

ANl

Switch(config)# access-list ace 1 ingress interface GigabitEthernet 1/1
frame-type ipv4 action deny rate-limiter 1 redirect interface GigabitEthernet 1/2 logging

Switch(config)# no access-list ace 1

Show access-list
A
Show access-list, BE ace FLEER
2¥

show access-list [ interface [ ( <port_type> [ <v_port_type_list>])]]
[ rate-limiter [ <rate_limiter_list>]] [ ace statistics [ <ace_list>]] show access-list ace-
status [ static ] [ link-oam ] [ loop-protect ] [ dhcp ] [ ptp ] [ upnp ] [ arp-inspection ]
[evc ][ mep][ipmc]][ip-source-guard ][ ip-mgmt ] [ conflicts ]

[ switch <switch_list> ]



RE
ESCILEE B

FNECERT

51
Switch# show access-list ace statistics

Switch# show access-list ace

56 STP s

STP EcEm<H:
spanning-tree spanning-
tree mode spanning-tree
aggregation spanning-tree
auto-edge spanning-tree
bpdu-guard spanning-tree
edge spanning-tree link-
type spanning-tree mst
spanning-tree restricted-
role

spanning-tree restricted-tcn
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5.6.1 spanning-tree

ap <A
spanning-tree no

spanning-tree

NRABEFFE STP IneE, JLUBEIASEE. ERAX<SHI no FLAlRTE

RRizIngE. 2%

BRI

ERORERIRE

RemOEERIT

ECEIZAL.

ANl

Fi2imO 10 A9 STP IheE, FEREmOM STP IsE
Switch (config-if) #spanning-tree

Switch (config-stp-aggr)# spanning-tree

5.6.2 spanning-tree mode

an < TEIA



spanning-tree mode stp/mstp/rstp no

spanning-tree mode

INRFBEIRE STP thilhkA, AR GSEE. ERiZamSHI no iZzUk

SEAE.
SH
7c
TRE
mstp

RN E2RERERN FTREZBL.

aNdl

%5 STP i RAIRE S RSTP

Switch (config) #spanning-tree mode rstp

5.6.3 spanning-tree aggregation

an < TEIA

spanning-tree aggregation

IRFEHNR SR STP BRI, ALIBTIRSERE. S8
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Re

FTan SR, E2REERNT
BBz, Tl

HAREIHRO STP B BRI
Switch (config) #spanning-tree aggregation

5.6.4 spanning-tree auto-edge

AP THIA
spanning-tree auto-edge no

spanning-tree auto-edge

NRFBEFSEMNEINEE, TLUBLILGHORE. ERZBSR no FZZFRR

=1
RN ARENRERAHERGROKERN FTREZBS.
<

FRimO 10 WEHNAZINEE, FRGMIRCIBIHINZINEE



Switch (config-if) #spanning-tree auto-edge

Switch (config-stp-aggr)# spanning-tree auto-edge

5.6.5 spanning-tree bpdu-guard

ap IR
spanning-tree bpdu-guard

no spanning-tree bpdu-guard

SNERAEFF/S BPDU fpiFIThge, HLABE e <SECE. ERZm<H no AR ERIZI

ab
BB.

24
7c
Hzl\
5=H

SO EENREEARERABIREEA TREZHS,
o]
FFRSI 10 49 BPDU BHATIEE Frpamzapsag BPDU BRI

Switch (config-if) #spanning-tree bpdu-guard

Switch (config-stp-aggr)# spanning-tree bpdu-guard
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5.6.6 spanning-tree edge

ap <A
spanning-tree edge no

spanning-tree edge

MRFBEFBEENSGINRE, LB GSES. fRZHmSH no PRERTR

L RIZIEE,
S
7
Hzl\
Non-Edge

RN ARENERERAHERSROEKERN FTREZB2.

ANl

FiEimA 10 (IEELSINEE, FERGIRANEEASKINEE
Switch (config-if) #spanning-tree edge
Switch (config-stp-aggr)# spanning-tree edge

5.6.7 spanning-tree link-type
ap IR

spanning-tree link-type auto/ point-to-point/ shared no

spanning-tree link-type



NRFBEEERY AR, TLBEIGnikE. ERZWSR no FZZiFRR

REEAE.
B8
S SH A
Auto TN web S auto
point-to-point Xf V. web Fti forced true
shared St M web Ft M forced
false
H/I\
auto

R EEORBEEARERGROGSEER FEEiZmS. =~ BEimO 10 19
RXTRZERYA forced true, FEEERR SRR RXT RN forced true

Switch (config-if) spanning-tree link-type point-to-point

Switch (config-stp-aggr)# spanning-tree link-type point-to-point
5.6.8 spanning-tree mst

A THIA
spanning-tree mst <instance> cost { <cost> | auto } no

spanning-tree mst <instance> cost { <cost> | auto }
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(=]

N
%

RFBIREREIH, TBEILaSRE. ER%aG<SHI no FZZUKERIA

spanning-tree mst <instance> port-priority <prio> no

spanning-tree mst <instance> port-priority <prio>

RFBREMSR, TABIIGHSEE. ERZBSH no FIUKRERINME

2 SR AR

instance YU 0-7

Cost L 1-200000000 F)%5 %
Prio JE [ 0-240

RELSET, ERMAEERIANERGIROEERD T

iz,

EcEimH 10 RUBSEITH, EERSRONBEIHE

5.6.9

Switch (config-if) # spanning-tree mst 1 cost 144

Switch (config-stp-aggr)# spanning-tree mst 1 cost 144

spanning-tree restricted-role

an < TEIA

spanning-tree restricted-role no

spanning-tree restricted-role

WRFHEFFS restricted AEINEE, ATLUBEIGSEE. FRAZG<SH no 2

ARTEAXIEE. 28 TRE



$H

RN ERENEBERANERSROEREREN FTREZzw<S. =0 F2

%0 10 B9 restricted fABBINEE, FFEERSIHOM restricted AEINAE

Switch (config-if) # spanning-tree restricted-role

Switch (config-stp-aggr)# spanning-tree restricted-role

5.6.10 spanning-tree restricted-tcn
ap LA

spanning-tree restricted- tcn no

spanning-tree restricted- tcn

WRFBEFS restricted AEINEE, ATLUBE I GSEE. FRAZGSH no 2

ARTERIZIIEE.

ToERE

A
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RN EROREESERGROEERN TREZHS. 70  FEik

[0 10 B9 restricted ABINEE, FFREESixORY restricted FAEBINEE

Switch (config-if) # spanning-tree restricted- tcn

Switch (config-stp-aggr)# spanning-tree restricted- tcn

5.6.11 show spanning-tree
apTHEIA

show spanning-tree |/active/ detailed/ interface / mst/ summary

NRFBEEE STPEXEE, JLBEIIGSRE.

TREFT SRR EREE

BRIV TR EZSB .

BNl

BE STP BB E

Switch # show spanning-tree

5.7 INEB{RIFECE

INERIFECERSH:

loop-protect

loop-protect tx-mode



5.71 loop-protect

anSTHIA
loop-protect no

loop-protect

NRFBEFSIBRIFAITIEE, JLABTIGSRE. ERAiZamSHY no PRl

TERIZINEE.
24
TotRE
£H

RN E2RERERN TREIZBL.

BNl

FEIMRERRIPTIRE

Switch (config) # loop-protect

5.7.2 loop-protect tx-mode

ap TR
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loop-protect tx-mode no

loop-protect tx-mode

NRBEFRRONEGNIIEE, TIABETIHSEE. ER%<TH no X

FTERIZIEE.

ToERE

A

R EEORERNA FTREZGL.

aNdl

FHEMEEERIFINRE

Switch (config-if) #loop-protect tx-mode

5.8 ERPS gig
ERPS BtEm<SH:
Mep
Erps

TR ERPS s I EENESR, BiNfER web EcE, ZIEMH, IFEE

5.8.1 mep



2EHIS

# 2EFx

plirg =

PN g ]

X =R

BNl

/IEEE 1,2 iwO0AN erps 4H 1, MY vian3001, FimOABE
Switch(cinfig)# mep 1 down domain port flow 1 level 0 interface GigabitEthernet 1/1

Switch(cinfig)# mep 1 vid 3001 Switch(cinfig)# mep 1 aps 0
raps

Switch(cinfig)# mep 2 down domain port flow 2 level 0 interface GigabitEthernet 1/2

Switch(cinfig)# mep 2 vid 3001

Switch(cinfig)# mep 2 aps 0 raps

Switch(cinfig)# erps 1 major port0 interface GigabitEthernet 1/1 port1 interface
GigabitEthernet 1/2

Switch(cinfig)# erps 1 mep port0 sf 1 aps 1 port1 sf 2 aps 2

Switch(cinfig)# erps 1 vlan 1
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5.8.2 erps

2ERpIE

8 2ER

plirg =

PR

X =R

BNl

/IBCE 51. 52 iwOH0N erps 4H 2, 1Y vian3002, %[ port 0
Switch(cinfig)# mep 51 down domain port flow 51 level 0 interface XGigabitEthernet 1/3
Switch(cinfig)# mep 51 vid 3002
Switch(cinfig)# mep 51 aps 0 raps
Switch(cinfig)# mep 52 down domain port flow 52 level 0 interface XGigabitEthernet 1/4
Switch(cinfig)# mep 52 vid 3002
Switch(cinfig)# mep 52 aps 0 raps

Switch(cinfig)# erps 2 major port0 interface XGigabitEthernet 1/3 port1 interface
XGigabitEthernet 1/4

Switch(cinfig)# erps 2 mep port0 sf 51 aps 51 port1 sf 52 aps 52
Switch(cinfig)# erps 2 rpl owner port0

Switch(cinfig)# erps 2 vlan 1



F6E MNEEEDS
6.1 SSH gz

SSH Eﬂ%ﬁ/v\ﬁ
ip ssh

no ip ssh
6.1.1 ip ssh

CEESg %
ip ssh

no ip ssh

SNERAEEFFS SSH IhRE, AILUBTLLARSEE. ERIXE<SHI no FZZUBGHLL

BeE, AP AIEER SSH SV EEAHE
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TRl EEREERIT
REZH<. ) T SSH Inke,
Switch(config)# ip ssh

6.2 HTTP ms=

HTTP BEB®$s-
ip http secure-server

ip http-serve- redirect
6.2.1 ip http-server-server
CEESg %S

ip http secure-server no

ip http secure-server

INRABEENARA https BRSS, ALABTLASEE, (ER%EG<H no FiZal

BUHICECE, LRTISTTIAER https TTTVETEAZIRA

SHTR
%
2F

RN E2RERERN FTREZBL.



6.2.2

Bl BNz, hitps

R3S,

Switch(config)# ip http-server-server
ip http-server-redirect

anSTHIA
ip http-server- redirect

no ip http-server- redirect

INRABEZHANENEEEE! hitps fRSS

, JABIaSEE. ERZm<SH

no FPEHILEE, WRHERBIASEREBE] https SNEEZENL, http FSTVBA]

EERR. SHTHRE

FRmSEL

E=REERIV T

Bz,

G FBEhAZHEM, hitps BENEERIRSS.
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Switch(config)# ip http-server- redirect

6.3 LLDP gz

LLDP EcEmp<A:
Lidp lidp holdtime
lIdp transmission-delay lidp
timer lIdp reinit

show lldp neighbors
6.3.1 lidp
LS5
lidp receive , EcEimO lldp BIEKHRET

lldp transmit , BeEimO lldp MAIXET

[ERT SRR IRY LLDP i, RIEER

No lldp receive|transmit, XiFimO lldp DK AIEET

KA LHEL
inCECERT

ANl



6.3.2

6.3.3

Switch(config)# lldp receive
Switch(config)# lldp transmit

Switch(config)# no lidp transmit
lidp holdtime
ap IR
lldp holdtime, EZE Ildp &% holdtime A&}

holdtime, EZE lldp A&iX holdtime AHEHEIR S 2k \

W

#

<time>, FCIHESEHE 2-10, BR{Uufb

RE

RN EREEEN

M5l
Switch(config)# lidp holdtime 3

Switch(config)# no lldp holdtime

lidp transmission-delay
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lldp transmission-delay <1-8192> gz Ildp mf{EimzERT

<1-8192>, RIHEEHE 1-8192, B

RE

RN EREEED

ANl
Switch(config)# lldp transmission-delay 4
Switch(config)# nolldp transmission-delay

6.3.4 lidp timer

anf#EiA  lldp timer <5-32768>, ECE& lldp RUAIEIRI ttl {H, no asREZIE

<5-32768> 5-32768

Re

30

RN EREEEN

aNdl

Switch(config)# lidp timer 20



6.3.5 lidp reinit

AR Nldp reinit <1-10>, ECE Ildp ELURIORIZRFERRTE, no apSIEEIER

NE.,

<1-10>, EA{ufb

RE

RN EREEED

ANl
Switch(config)# lldp timer 2
6.3.6 show lldp neighbors
ap LA

show lldp neighbors, B RIPEEEEE
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AR
R
aNdl

Switch# show lldp neighbors

6.4 802.1X BE

802.1x BeE®HSH:

dot1x system-auth-control dot1x
port-control auto dot1x port-control mac-
based dot1x port-control single

dot1x port-control force-unauthorized
dot1x re-authentication show dot1x

statistics

R (#F3 802.1x IhaE, imMAY stp THEEHEXT]

6.4.1 dot1x system-auth-control

ap TR

dot1x system-auth-control  jz&<aTeEFFE 802.1x NAS

No dot1x system-auth-contro = jz&<SaTe %7 802.1x NAS

B

7c

Re



ESEILES B

EREERN

ANl
Switch(config)# dot1x system-auth-control

Switch(config)# no dot1x system-auth-control

6.4.2 dot1x port-control auto

an < TEIA

dot1x port-control auto, Zap<EcEimIAIES T Port_Based 802.1x

no dot1x port-control, ImFIAIES TIKEEIA

24

7

EREIRHIRIN

an SRR OB BRI

BNl

Switch(config-if# dot1x port-control auto
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6.4.3

6.4.4

dot1x port-control mac-based

an < TEIA

dot1x port-control mac-based, Zap<HEiRIAUESTU9 mac_Based 802.1x

no dot1x port-control , URIIAIEATIKEERIA

B

7

EREIRHIRIN

an SRR OB BRI

ANl
Switch(config-if)# dot1x port-control mac-based
dot1x port-control single

ap A

dot1x port-control single, ZAp<SBLEIKIAUESTUA single 802.1x

no dot1x port-control , IHCIIAIEATUIKEERIA

W

#

7c

EREFRHIRIN

an SRR O ECEET



aNdl

Switch(config-if# dot1x port-control single

6.4.5 dot1x port-control force-unauthorized

ap TR

dot1x port-control force-unauthorized, Eg&imIIAIEG T A3EHIEREIR

no dot1x port-control , RCIAEATUIKEBRIA

24
7c
ERE IR HIZAN

ap SRIVEOECEE

5
Switch(config-if)# dot1x port-control force-unauthorized
6.4.6 dot1x re-authentication
CEISg %

dot1x re-authentication , z&4$KNaTLBFREOETIAILIIEE

Page 123 of 130



no dot1x re-authentication, Z&p<$ R B X iR OEINIEINEE

&

KiAan SR

eSS =

ANl
Switch(config)# dot1x re-authentication

Switch(config)# no dot1x re-authentication

6.4.7 dot1x authentication timer re-authenticate
[ 1

dot1x authentication timer re-authenticate <1-3600> 4B &O=INERE

(! no dot1x authentication timer re-authenticate, iR[OEINIEEEIIREEMA

24

<1-3600> 1-3600, gafys S

H/I\

3600

RN EREEEN

ANl



Switch(config)# dot1x authentication timer re-authenticate 1000

Switch(config)# no dot1x authentication timer re-authenticate

6.4.8 show dot1x statistics
<A

show dot1x statistics, EHIRIIAIDALESIT

an SR AFECEIETU
el

Switch# show dot1x statistics

6.5 SNMP s

SNMP BEEm<SH:
snmp

snmp version
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6.5.1 snmp

AP THIA
snmp
no snmp

SIERATFFS snmp IhgE, ALUBTLASECE. RGBSR no IZZVERALLN

g, 2%
ToERE
=R

RN 2Rk ERN TREZ®

<. T Bz snmp 182,

Switch(config)# snmp
6.5.2 snmp version
CEISg %S

snmp version

no snmp version

INRFBFZRE snmp HilhRAEE, FLABSGSRE, FRZHSH no £

IREBINE. S8FE

RE

snmp v2c

RN E2RERERN FTREIZBL.



aNdl

BCEATIRH snmp HHYARAS

Switch(config)# snmp version v2c
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BTE RRLFDS

7.1 REBEGEEEEHON:

711

reload cold
reload cold
LS5
reload cold
MRFBEERRE, JUBILRSEE
24
7
s
Foan Rzl FFRURIVT
BB,
Nl

RERERERIRSE.

switch# copy running-config startup-config

switch# reload cold
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7.2 REH e
R RESSHE:

reload defaults
7.21 reload defaults

g )%
reload defaults

NRAFEX RN TIRE L) B(F, LB <RE, ER%mTE,
153

BoEMER, EERERERI.

SHERELIEN FUEN FEREZSH .

ANl

WEH k8, REENERRE.

switch# reload defaults

7.3 ping izt

ping Mix#dH:

ping ip
7.31 ping ip
A STIA
ping ip ip_addr

129



LESEF_V4.2.1

ZH S A
Ip_addr Ip Hohl, BUETER X.X.X.X.
ﬂ/l\
TSR, R T
FeEizme.
5

WHASR S ENAIRTRNAME,

switch# ping ip 192.168.255.3
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